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1 Ha3navenue 1 00/1aCTh NPUMEHEHUS

Hacrosimass Konnenuus wHpopmarmonnoit 6e3omacuoctn UCI[Jn ®I'BOY BIIO
«BI'TIY» (manee — Yupexnenue wiam BI'TIY), paspaborana ®I'BOY BIIO «BI'TIV», sBasercs
oUIMANBbHBIM JTOKYyMEHTOM, B KOTOPOM OIpelesieHa CHCTeMa B3IVIAJI0B Ha obOecreueHue
uH(MOPMaLMOHHON 06€30MaCHOCTH Y UpekKICHUS.

Heo6xomumocts pa3paborku Konnenuun oOyciaoBiIeHAa CTPEMUTEIBHBIM pacIIupeHUEeM
cdepbl IPUMEHEHHs] HOBEUIINX MH(GOPMAIIMOHHBIX TEXHOJOTUN U MPOLIECCOB B YUPEKICHHSIX,
npu 00paboTke nH(OPMALIMK BOOOIIIE, U TIEPCOHATLHBIX JAHHBIX B YACTHOCTH.

Hactosmas Konuenuus omnpenenseT OCHOBHbIE LEAM W 33Jadd, a Takke OOUIYIo
CTpaTerui0 MOCTPOCHUS CUCTEMBbl 3alllUThl NepcoHanbHbIX naHHbIX (C3II[JH) YupexaeHwus.
Konnenmus omnpezenser ocCHOBHblE TpeOOBaHMS U 0a30Bble MOAXOAbl K UX peanu3aluul, AJs
JOCTHIKEHUS TPEOYEeMOTro YPOBHS 0€30MacHOCTH HH(OPMAIIHH.

TpeboBanust JaHHOrO CcTaHAapTa MPEANPUATHS 00sd3aTeNbHBl IS  NPUMEHEHHS
JOJDKHOCTHBIMHM ~ JIMIIAMH U TIOAPA3ACIICHUSIMU  YHUBEPCUTETA, YIIOJHOMOYECHHBIMH Ha
nonyueHue, oopaboTKy, XpaHeHHe, nepeaady U Jr0oe Ipyroe UCIoIb30BaHHE MEePCOHATBHBIX
JTAaHHBIX pAaOOTHUKOB U 00YyYaOLINXCH.

Hacrosmuii crtanmapT mpeanpusitus BXOAUT B COCTaB JOKYMEHTOB, 00€CIEeUMBAIOIIMX
(GYHKIIMOHUPOBAHKE TTPOIIEcca M0 00ECIICYCHHIO 3aIIUTHl TePCOHANTBHBIX TAHHBIX PAOOTHUKOB U
oOyuaromuxcs B BI'TTY.

2 HopmaTuBHBIE CCHLIIKH

OCHOBHBIMH HOPMAaTHUBHO-IIPAaBOBBIMH M METOAMYECKHMMM JOKYMEHTaMH, Ha KOTOPBIX
Oasupyertcs Hacrosee [lonoxeHne ABISIOTCA:

2.1 ®enepanbubiii 3akoH ot 27.07.2006 1. No 152-®3 «O mnepcoHAIBHBIX JAaHHBIX)
(manee — @3 «O nepcoHaNbHBIX JaHHBIX»), YCTaHABIMBAIOIIMI OCHOBHBIEC IPUHIIMUIIBI U YCIOBUS
o0pabotku I1/IH, mpaBa, 0083aHHOCTH U OTBETCTBEHHOCTh YYaCTHUKOB OTHOLIEHUH, CBS3aHHBIX
¢ obpabotkoii [1][H.

2.2 «Ilonoxenne o0 obOecriedeHUH O€30MAaCHOCTH NEPCOHANBHBIX MJAHHBIX TNPH HX
o0paboTke B UWH(GOPMALMOHHBIX CHCTEMAxX IE€PCOHAIbHBIX JaHHBIX», YTBEPKACHHOE
ITocranoBnenuem IlpaButensctea PO ot 17.11.2007 1. Ne 781.

2.3 «Ilopsimox mpoBeneHus kiaccuukanuu HHOOPMAIIMOHHBIX CHCTEM TEepPCOHAIBHBIX
JAHHBIX», yTBepkAeHHbIN coBMecTHBIM [Ipukazom @CTOK Poccun Ne 55, ®CB Poccun Ne 86 n
Mununpopmessizu PO Ne 20 ot 13.02.2008 r.

2.4 «Ilonoxenne 00  OCOOCHHOCTAX  OOpPaOOTKM  MEPCOHATbHBIX  JIAHHBIX,
OCyIIECTBIIsIEMO  0€3  HMCHOJb30BaHUS ~ CPEACTB  aBTOMATH3AllUKM»,  YTBEPXKACHHOE
ITocranoBnenueM IlpaBurensctsa PO ot 15.09.2008 1. Ne 687.

2.5 «TpeboBaHusi K MaTepHATBLHBIM HOCHTEISIM OHOMETPUYECKHX MEPCOHATBHBIX
JAHHBIX W TEXHOJIOTUSIM XpaHEHHs TaKWX JAaHHBIX BHE HWH(POPMALMOHHBIX CHCTEM
MIEPCOHANIBHBIX JAHHBIX», yTBepxkaAcHHbIe [locTranoBnenneM [IpaBurensctBa PO ot 06.07.2008
r. Ne 512.

2.6 HopmaTuBHO-MeTOIMYeCKHEe TOKYMEHTHI DeepanbHOi ciyKObI IO TEXHUYECKOMY U
’KCHepTHOMY KOHTpoito Poccuiickoit @eneparun (nanee - ®CTIK Poccun) no obecnedenuno
6e3onacuoctu [1J1a mpu ux o6padotke B UCIT/IH:

2.7 PexoMeHanuu 1mo o6ecredyeHuto 0e30MacHOCTH MEePCOHANBHBIX MaHHBIX IMPH HMX
o0paboTke B HH(OPMALMOHHBIX CHUCTEMaX IEPCOHAIBHBIX [AHHBIX, YTB. 3aM. JAUPEKTOpa
OCTIK Poccun 15.02.08 r. (JICIT)
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2.8 OCHOBHBIE MEPOIPUATUS MO OpPraHM3aLMU M TEXHUYECKOMY 00eCreueHUIo
0€30MacHOCTH TIEPCOHANBHBIX JAaHHBIX, 00pabaTbiBaeMbIX B HH(GOPMAIMOHHBIX CHCTEMax
MEePCOHANIbHBIX TaHHBIX, YTB. 3aM. nupekropa ®CTIK Poccuu 15.02.08 r. (JCII)

2.9 bazoBast Mozienb yrpo3 6€30macHOCTH MEPCOHATBHBIX JTaHHBIX MPH WX 00pabOTKe B
MH(POPMALIMOHHBIX CHUCTEMaX IMEpPCOHATBHBIX NaHHBIX, YTB. 3aM. aupekropa ®CTOK Poccumn
15.02.08 r. (ACII)

2.10 Meronuka ornpeeneHusl akKTyalbHbIX YTpo3 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX

npu ux 00paboTke B MHPOPMAILIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX IaHHBIX, YTB. 3aM. TUPEKTOpa
OCTIK Poccun 15.02.08 r. (ACII)

3 TepMI/IHLI, onpeacjJcHud U COKpalmeHus

B Hacrosi111eM JOKYMEHTE MCIIONb3YIOTCS CIAEAYIOLUE TEPMUHBI U UX ONPEACICHUS.

ABTOMATH3HPOBAHHAs CHCTEMa — CHCTEMa, COCTOsALIas U3 IEPCOHala U KOMIUIEKCa
CPEACTB aBTOMATH3aLMHM €ro JACATEIbHOCTH, pealu3ylolias WH(POPMALIMOHHYIO TEXHOJIOTHIO
BBINOJIHEHUS YCTaHOBJICHHBIX (DYHKIIMH.

AyTeHTH(QUKAIUS OTHPABUTENS JAHHBIX — IOJITBEPKIECHUE TOrO, YTO OTIIPaBUTEIb
IIOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

Be3onacHocTh MepCOHAJBHBIX JAHHBIX — COCTOSIHME 3alllMIIEHHOCTH IMEPCOHAIbHBIX
JAHHBIX, XapaKTepu3yemoe CIIOCOOHOCTBbIO  TOJIb30BaTellel, TEXHUYECKUX CPEICTB MU
MH(POPMAITMOHHBIX TEXHOJIOTHH 00ecneunTh KOH(DUACHIIMATBHOCTb, LIEJIOCTHOCTh M JIOCTYITHOCTb
HEPCOHATBHBIX JAaHHBIX IPU UX 00paboTKe B MH(GOPMALMOHHBIX CHCTEMaxX MEpCOHAIbHBIX
JTAaHHBIX.

buomerpuyeckne mepcoHaJbHBbIC [JAHHBIC — CBEICHUS, KOTOPBIE XapaKTEPU3YIOT
¢u3nonoruueckue OCOOCHHOCTH 4YEJIOBEKA M Ha OCHOBE KOTOPBIX MOYKHO YCTAaHOBUThH €ro
JUYHOCTh, BKIIOYasg (ororpaduu, OTIEYAaTKU MajblieB, 00pa3 ceT4YaTKU IJ1a3a, OCOOEHHOCTU
CTPOEHHUS TeJla U IPYTYIo M0A00HYI0 HH(OPMALIHIO.

BJiiokupoBaHMe MepPCOHATBHBIX [JaHHBIX — BpPEMEHHOE IIpekpalieHue cOopa,
cUCTeMaTH3alluy, HaKOIUIEHHS, HCIIOJIb30BaHUs, PaclpOCTpaHEHUs], MEPCOHATIbHBIX JaHHBIX, B
TOM YHCJIE UX MEpEAAUN.

Bupyc (KOMNBIOTEpPHBIA, MPOrPAMMHBIN) — HCIOJHAEMBI NPOrPaMMHBIA KOJA WIH
UHTEPIPETUPYEMbIl HAaOOp MHCTPYKUMH, oOdajgaroImuii CBOWCTBAMM HECAHKLMOHUPOBAHHOTO
pacnpocTpaHeHus U camoBocnipon3BeeHus. Co3gaHHble AyOJIUKAaThl KOMIBIOTEPHOIO BUpYyca HE
BCErJa COBMAJAlOT C OPUTMHAJIOM, HO COXPAHSAIOT CHOCOOHOCTh K JajbHEHIIeMy
PacIpOCTPaHEHHIO X CAMOBOCIIPOU3BEICHMUIO.

BpenonocHasi mporpamMma — nporpamma, IpeAHAa3HauY€HHas M OCYILECTBIICHUS
HECaHKIIMOHUPOBAHHOTO JOCTYIA U (MJIM) BO3JAEHCTBUS Ha NEPCOHAIIbHBIE TaHHBIE WJIM PECYPCHI
UH(POPMAILIMOHHON CUCTEMBbI IEPCOHANBHBIX TAaHHBIX.

BcnomoraresibHble TeXHHYeCKHEe CPeJICTBa M CHCTEMbI — TEXHUYECKHE CPEICTBA U
CHCTEMbI, HE MpeJHa3HAauYeHHbIE Ui Tepenaur, 00paboTKU U XpaHEHUs MEePCOHAIbHBIX JTaHHBIX,
yCTaHaBIMBAaEMble COBMECTHO C TEXHWYECKHMMHM CPEICTBAMHU U CHUCTEMAaMH, MpelHa3HauYeHHbIMU
JUIs  00pabOTKM TEpPCOHAIBHBIX JaHHBIX WIM B TOMEIIEHUSX, B KOTOPHIX YCTaHOBJIEHBI
MH(OpPMaIMOHHBIE CUCTEMBI IIEPCOHATBHBIX JIAHHBIX.

JloctTynn B ONEpallMOHHYI0 cpely KoMIblOTepa (MHPOPMALMOHHON CHCTEMbI
NMEePCOHATBbHBIX JAHHBIX) — MOTyYEHHE BO3MOYKHOCTH 3aIlyCKa Ha BBINOJHEHHE IITAaTHBIX KOMAaH]I,
(YHKIMI, TpOLeyp ONEparMOHHON CHCTeMBbl (YHHUTOKEHUs, KOIMPOBAHMs, MEPEMEILCHUs U T.I1.),
UCTIOTHSAEMBIX (haiiIoB PUKJIATHBIX [IPOTrPAMM.

Joctyn Kk HuHGOPMAIMU — BO3MOXXHOCTb IOTy4eHHUs TH(OOPMALMK U €€ UCTIOJIb30BaHMUS.
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3aky1a104HOe YCTPOICTBO — 3JIEMEHT CPECTBA CheMa MH(OPMALMH, CKPBITHO BHEAPSEMBIN
(3aKmampIBacMbIii WM BHOCHMBIA) B MECTa BO3MOKHOTO CheMa HH(poOpMammu (B TOM 4YHCIIE B
OrpaXIeHne, KOHCTPYKIIMIO, 000pYI0BaHHE, TIPEAMETHI HHTEPhEpa, TPAHCTIOPTHBIE CPEZICTBA, A TAKKE B
TEXHUYECKHE CPEJICTBA M CUCTEMBI 00pabOTKH MH(POPMAIIHH ).

3ammumaemas uHdopmanus — uHGOpMAIWS, SBIAIOMIASACT MPEIMETOM COOCTBEHHOCTH MU
MO/IeKalas 3allliTe B COOTBETCTBUM C TPeOOBAaHMSIMU INPABOBBIX JOKYMEHTOB WM TPeOOBaHUAMU,
YCTaHABJIMBAaEMBbIMU COOCTBEHHMKOM MH(OPMALIHH.

NnenTudukanmus — NprCBOCHUE CyOBEKTaM M 00BEKTaM JIOCTYIA WACHTU(HKATOpa U (MiN)
CpaBHEHHE NMPEABSBIISIEMOr0 HICHTH(HKATOPA C IIEPEUYHEM TPHUCBOCHHBIX UACHTU(PHUKATOPOB.

HNudopmaTuBHBI CHTHAJ — DIIEKTPUUECKUE CUTHAIIBI, aKyCTUYECKHE, SJIEKTPOMArHUTHbIC U
npyrue (usnueckre Moist, MO IapaMerpaM KOTOPhIX MOXET ObITh PacKpbiTa KOH(HICHIMATbHASL
nH(opmarws (TiepcoHaIbHbIE JTaHHbIC) 0OpadaThiBaeMas B MH(OOPMAIIMOHHOW CHCTEME MEPCOHATBHBIX
JTAaHHBIX.

Nudopmanuonnas cucrema nepcoHajbHbiX AaHHbIX (MCIIAH) — nuadopManmonHas
cucTeMa, MPEJCTABISIONIass COOOW COBOKYITHOCTh IEPCOHAJBHBIX MAHHBIX, COJIEPIKAIIUXCS B
0a3e NaHHBIX, a TaK)Ke MHPOPMAIIMOHHBIX TEXHOJIOTUN M TEXHHUUYECKUX CPEACTB, MO3BOJISIOIINX
OCYIIECTBIISAITh O0pPa0OTKY TAaKHX MEPCOHAJBHBIX JaHHBIX C HCIOJIB30BAaHUEM CPENCTB
aBTOMAaTHU3AINK WU 0e3 UCIIOJIb30BAHUS TAKUX CPECTB.

HNudopmanuoHHble TeXHOJOTMH — TIPOLECCH, METOIBI TOMCKa, cOOpa, XpaHEHWs,
00paboTKH, TPEIOCTaBICHHUS, pacIpocTpaHeHHsT MHGOPMAIMH M CHOCOObI OCYIIECTBICHMSI TaKHX
MPOIIECCOB U METO/IOB.

Hcnonb3oBaHue mepcoHAIbHBIX JaHHBIX — JCHCTBUs (OMEepanuu) ¢ MEePCOHATbHBIMU
JAHHBIMH, COBEpIIAEMbIC ONEPATOPOM B LEJSX NPHUHITHS PEIICHUH WM COBEPUICHHUS HHBIX
NENCTBUH, MOPOXKAAOIINX IOPUINYECKUE TIOCTEACTBUS B OTHOIICHUU CyOBEKTa MEepCOHATBHBIX
JMAHHBIX WM JAPYTHX JIMI JIMOO MHBIM 00pa3oM 3aTpardBarollMX IpaBa U CBOOOIBI CyOBEKTa
MEPCOHAIBHBIX JaHHBIX WU APYTUX JTUIL.

Hcrounuk yrpo3bl 0Oe3omacHocTH HWHGpOPMAUMM — CYOBEKT IOCTYNA, MaTepUaTHHBINA
00BEKT WM (DM3MYECKOe SIBJIEHHUE, SBJIAIOLIMECS MPUUMHON BO3HMKHOBEHMS YIpO3bl 0€30IMacHOCTH
uH(pOpMaLIUH.

KonTpoampyemasi 30Ha — IPOCTPAHCTBO (TEPPUTOPHS, 31aHNE, YaCTh 3/1aHHs, TIOMEIIICHHE), B
KOTOPOM HCKITIOUYEHO HEKOHTPOJMpPYEMOe IpeObIBaHME MOCTOPOHHUX JIMIl, a TAKKe TPAHCIIOPTHBIX,
TEXHUYECKHX U MHBIX MaTepUaIbHBIX CPE/ICTB.

KonpuaeHunaJibHOCTh TEPCOHAJBHBIX [JAaHHBIX — O00S3aTeNbHOE I COOMIONCHUS
OIEpPaTopoM WM HMHBIM MOJYYMBIIMM JOCTYH K IEPCOHATBHBIM JIAHHBIM JIMLIOM TpeOOBaHUE He
JIOIyCKaTh MX pacrlpocTpaHeHHe 0e3 coracks CyObeKTa MEPCOHATBHBIX JAHHBIX WM HAJIMYUSI HHOTO
3aKOHHOT'O OCHOBAHMSI.

Me:xceTeBoii JIKpaH — JIOK&IbHOE (OJHOKOMIIOHEHTHOE) WM  (PYHKIHMOHAIBHO-
pacrpesiefieHHoe MPOrpaMMHOE  (IIPOrpaMMHO-ANIapaTHOE) CPeCTBO  (KOMILIEKC), pealu3yrolee
KOHTPOJIb 32 MH(OpPMAIEH, MOCTyNamed B MHOOPMAIIMOHHYIO CUCTEMY TEePCOHATBHBIX JaHHBIX U
(1) BBIXOZAILEH U3 MHPOPMAIIMOHHOW CUCTEMBI.

Hapyumre/b 6e30MacHOCTH MEPCOHATBHBIX JAHHBIX — (PU3HUYECKOE JIHTIO, CITy4aifHO W
IpeHAMEPEHHO COBEpILIAIOIIEe JEHCTBUS, CIECTBHEM KOTOPBIX SIBJIAETCS HapylleHHe Oe30MacHOCTH
MIEPCOHATBHBIX JAHHBIX MPH UX 00pabOTKe TEXHUYECKUMH CPEeJICTBAMH B MH(OPMAIMOHHBIX CHCTEMAX
MEPCOHATBHBIX JTAHHBIX.

HeaBromaTusnpoBanHassi 00padoTka NepPCOHATbHBIX [JaHHBIX — 00paboTKa
NEPCOHANBHBIX JaHHBIX, COJEPIKALUIMXCSA B MH(OPMAIIMOHHON CHCTEME MEePCOHANBHBIX JaHHBIX
ar00 W3BJICUCHHBIX M3 TAaKOW CHUCTEMBI, CUUTAETCS OCYIIECTBICHHOW O€3 HCIOIb30BaHUS
CPEICTB aBTOMATH3alUU (HEaBTOMATU3WPOBAHHOM), €CIM Takue JEHCTBUS C MEepPCOHATbHBIMU
JAHHBIMH, KaK HCIIOJb30BaHME, YTOYHEHHE, PACIpPOCTPAHEHUE, YHUYTOXKEHUE MEPCOHATBHBIX
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JAHHBIX B OTHOLICHHM KaXKJOTO M3 CyOBEKTOB MEPCOHAIBHBIX JAHHBIX, OCYLIECTBISIOTCS MpU
HEMOCPEJICTBEHHOM Y4acTHH YeJIOBEKa.

HenekaapupoBaHHble BO3MOKHOCTH —  (DYHKIMOHAIBbHBIE BO3MOXKHOCTH — CPEZICTB
BBIUHCITUTEILHON TEXHUKH, HE ONMCAHHbBIE WM HE COOTBETCTBYIOILME OMMCAHHBIM B TIOKYMEHTAIUH, TIPH
UCIIOJIb30BaHUM  KOTOPBIX BO3MOXKHO —HApyIICHHME KOH(HACHIMAIBHOCTH, JOCTYITHOCTH —WIIH
IIEJIOCTHOCTH 0OpabaThiBacMol HH(OPMAIIHH.

HecaHKIMOHMPOBAHHBbI J0CTYN (HECAHKIMOHUPOBAHHbIE JefCTBUS)— JOCTYIl K
uHbopMal WM JISUCTBHA ¢ MH(pOpMaIHel, Hapyllarole MpaBuiia pa3TpaHuueHUsl JIOCTyIa C
UCIIOJIb30BAaHMEM  INTaTHBIX ~ CPEACTB, MPEIOCTABISIEMbIX  HWH(GOPMAIMOHHBIMH  CHCTEMaMU
MEPCOHAIBHBIX JaHHbBIX.

Hocuteapr ungopmanuu — dusnueckoe M0 WIM MaTepHAIbHBIL OOBEKT, B TOM YHCIIE
¢usuyeckoe 1mosie, B KOTOpoM HH(MOpMAIMs HAXOIUT CBOE OTPAKEHHUE B BHJE CHMBOJIOB, 0OPa3oB,
CHUTHAJIOB, TEXHWYECKHX DEIIEHHWH W TPOLECCOB, KOIMUECTBEHHBIX XapaKTEPUCTHK (PU3MUYECKUX
BEJIMYMH.

O0e31MuNBaHNe MEPCOHATBHBIX [aHHBIX — JCHCTBHs, B pe3yabTare KOTOPBIX
HEBO3MOXKHO OIPEACTUTh MPUHAIICKHOCTh MEPCOHAIBHBIX JIAHHBIX KOHKPETHOMY CYOBEKTY
NEPCOHAIBHBIX JIAHHBIX.

O0padoTKa nepcoOHANBHBIX JAHHBIX — JICHCTBUS (ONIEPaLN) C IEPCOHATLHBIMU TAHHBIMHU,
BKJIFOYasi cOOp, CHCTEMATW3AIMIO, HAKOIUICHWE, XpaHEHWe, yTouHeHue (OOHOBIICHHE, W3MEHEHHE),
UCTIONB30BAaHUE, PAaCIpoCTpaHeHHe (B TOM 4YHCIE Mepeaady), oOe3NnMuuBaHue, OJIOKHMpPOBaHHUE,
YHUUTOXKEHHE MTEPCOHATIBHBIX TAHHBIX.

OO01menocTynHble MepPCOHA/IbHbIE IaHHbIE — TIEPCOHANBHBIE JAaHHBIE, JOCTYII
HEOTPAaHMYEHHOTO Kpyra JIMI K KOTOPBIM IMPEJOCTAaBIIEH C COTJIACHS CYOBEKTa MEpCOHAIBHBIX
JaHHBIX WM Ha KOTOPHIE B COOTBETCTBUU C (efepalbHBIMU 3aKOHAMHU HE PaCHpOCTpPaHSAETCS
TpeGoBaHue COOMIOACHNS KOH(PUICHIINATHHOCTH.

Omnepartop (mepcoHANbHBIX JAHHBIX) — FOCYIAPCTBEHHBIN OpraH, MyHULIMIIAIbHBIA OpraH,
IOPUIMUECKOe WM (DU3MUECKOE JIMIO, OpraHu3yromiee W (WIM) OCYIIECTBILIOIIee 00paboTKy
HEPCOHANTBHBIX JTAHHBIX, a TaKKE OMPEAEISIIONIME e U CofiepykaHne 00pabOTKU IMEepCOHATBHBIX
JTAHHBIX.

Texnuyeckune cpeacrsa HHGPOPMALMOHHON CHCTEMbl MNEPCOHAJBHBIX JAAHHBIX —
Cpe/ICcTBa BBIYMCIIUTEILHON TEXHUKH, HH(OPMAIMOHHO-BBIYHUCITUTEIbHBIE KOMIUIEKCHI U CETH, CPeICTBA U
CHCTEeMBI Tepesaud, npuema U oOpadotku [1JIH (cperncTBa M cHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOM3BE/ICHUSI, TIEPETOBOPHbIE U TEJIEBU3WOHHBIE YCTPOWCTBA, CPEICTBA W3TOTOBJICHMS,
TUPAKUPOBAHMS JIOKYMEHTOB M JIpyrMe TEXHHUUYECKUE CPEeCcTBa OOpabOTKH pedeBoM, Ipadryeckoi,
BUJICO- U OYyKBEHHO-IIM(PPOBON WHPOpMAIWK), MPOrPaMMHBIE CPEICTBA (OMEpalMOHHBIE CHCTEMBI,
CHUCTEMBI YNpaBjieHus: 0azaMH J@HHBIX M T.I1.), CPEICTBAa 3alUThl MH(POPMALMH, TPUMEHSEMbIE B
MH(OPMAIMOHHBIX CUCTEMAX.

IlepexBar (MHoOpManMm)— HEMpaBOMEpHOE MONIy4YeHHE UHGPOpMAUU C UC-
M0JIb30BAHNEM TEXHHUYECKOI'O CPE/ICTBA, OCYLIECTBIISIIOIIET0 OOHApYKEeHHE, TPUEM U 00paboTKy
UH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHbIe — J1100as MH(DOPMALIKS, OTHOCSIIASACA K ONPEACTICHHOMY WU
ONpeJieTsIeMOMY Ha OCHOBAaHMM TakoW uWHpoOpMammu (u3nueckoMy JHiy (CyOBEeKTy
NIEPCOHATBHBIX JIaHHBIX), B TOM YHUCIIE €r0 (paMHIIHs, UM, OTIYECTBO, TO/I, MECSAII, JaTa U MECTO
pPOXJIEHUs, aJpec, ceMeilHoe, COIMajJbHOe, MMYIIECTBEHHOE I0JIOKEeHHe, oOpa3oBaHue,
npodeccusi, 10X0bl, Apyras HHbopMaIus.

IloGouHble 3JIEKTPOMATHMTHbIE M3JY4YeHUS] MW HABOAKH — DJEKTPOMArHUTHBIC
U3Ty4eHHs] TEXHUYECKHX CPEICTB 0O0pabOTKM 3amuiiaeMod MHGOpMalui, BO3HUKAONIUE Kak
no0OYHOE $SIBJICHHE W BbI3BAHHBIE DJJIEKTPUYECKMMU CUTHAJaMH, JACUCTBYIOIIMMH B UX
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IIEKTPUYECKUX M MArHUTHBIX LIEMSAX, @ TAKXKE AIEKTPOMArHUTHBIE HAaBOAKHU ATUX CUTHAJIOB Ha
TOKOIPOBOSIIUE TUHUHU, KOHCTPYKIIUH U LIETTU TUTAHHUSL.

IMosmTKAa «YHCTOrO CTOJMA» — KOMIUIEKC OpraHM3allMOHHBIX  MEpONPUSATHUH,
KOHTPOJIMPYIOIUX OTCYTCTBHE 3alMChIBaHUA Ha OyMaKHble HOCUTENIU KIO4Yed M aTpuOyToB
nocryna (maposieii) U XpaHeHHs UX BOJIM3H 00BEKTOB JIOCTYIIA.

IHoab30oBaTeib HMHMOPMANMOHHON CHCTEMbI MNEPCOHAJBHBIX JAAHHBIX — JIUIIO,
y4JacTByroIee B (YHKIMOHUPOBAHUN WH(POPMALMOHHONW CHCTEMbI NEPCOHAIBHBIX JTaHHBIX WIIH
UCIIOJB3YIOLIEE PE3YNIbTaThl €€ (PYHKIIMOHUPOBAHHUS.

IIpaBuia pasrpaHuyeHMsi JOCTYNA — COBOKYIHOCTb IPaBUJ, PETIAMEHTUPYIOLIUX
IpaBa J0cTyna cyObeKTOB JOCTyIa K 00bEKTaM JI0CTYIIa.

IIporpamMmmHuas 3akJiajgKa — KoJl IPOrpaMMBbl, IPEIHAMEPEHHO BHECEHHBIH B POrpaMMy
C LEJIbI0 OCYIIECTBUTh YTEUKY, H3MEHUTb, OJOKHPOBaTh, YHMUYTOXHUTh HH(OPMAIHMIO WU
YHUYTOXXUTh U MOAM(DUUIUPOBATH MpPOTrpaMMHOE obecrieueHne WHGPOPMALMOHHON CHCTEMBI
NEPCOHAIbHBIX JAHHBIX U (WJIM) OJIOKUPOBATh alMapaTHbIC CPEJICTBA.

IIporpammHoe  (mIporpaMMHO-MaTeMaTH4YeCKOe)  BO3JAEHCTBHE —  HECAHKIINO-
HUPOBaHHOE BO3JECHWCTBUE Ha pecypchl AaBTOMATU3UPOBAHHON HH(MOPMAIIMOHHONW CHCTEMBI,
OCYILIECTBIISIEMOE C UCIIO0JIb30BAHUEM BPEJOHOCHBIX ITPOrpPaMM.

PackpbiTHEe NepPCOHATBHBIX JAHHBIX — YMBIIUICHHOE WIM ClydailHOe HapyleHHe
KOH(HICHIIMATHLHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHue mepcoHabHBIX AAaHHBIX — JICHCTBUSA, HallPaBJICHHbIE Ha Nepeaavy
NIEPCOHAIBHBIX JaHHBIX ONPEAEICHHOMY KPYTy JIUIl (TIepeaya nepcoHalbHbIX JaHHBIX) WIM Ha
O3HAKOMJICHHE C IEPCOHAJIbHBIMU JAHHBIMH HEOTPAHMYEHHOrO Kpyra JIMI, B TOM 4YHCIIE
00HapoJ0BaHHE MEPCOHAIbHBIX JaHHBIX B CPEICTBAX MAacCOBOM MH(OpMaLNU, pa3MELIEHUE B
UH(POPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIX ~ CEeTAX MM  IMpeloCTaBlIeHHE JOoCTyna K
NEPCOHATBHBIM JJAHHBIM KaKUM-JTO0 HHBIM CIIOCOOOM.

Pecypc uHpOPMALHOHHOW CcHCTEMbl — HUMEHOBAaHHBII  3JIEMEHT  CUCTEMHOIO,
MPUKIIATHOTO UJIU aliapaTHOro odecnevyeHrs pyHKIMOHUPOBAHUS HH(POPMAIOHHON CHCTEMBI.

CnenmnanbHble KAaTeropuH IEPCOHAJBHBIX [JAHHBIX — II€PCOHAIBHBIE JAHHBIC,
KacalolllMecsi  pPacoBOM, HAlMOHAJIBHOM  NPUHAMJIEKHOCTH, TOJIUTUYECKUX  B3IVIAJIOB,
PETUTHO3HBIX WIH (UIOCOPCKUX YOSKIEHHM, COCTOSHUS 3/10pOBbS U HWHTUMHOW >KHU3HU
CyOBbEeKTa MEPCOHATBHBIX JAHHBIX.

CpencrBa BBIYHCIMTEIBHOH TEXHMKH — COBOKYITHOCTb IPOIPAMMHBIX M TEXHHYECKUX
AJIEMEHTOB CUCTEM OOpaOOTKH [AaHHBIX, CHOCOOHBIX (YHKIMOHHUPOBATH CaMOCTOSITENIbHO WM B
COCTaB€ APYTUX CUCTEM.

Cy0bekT noctyna (cy0beKT) — JMIIO WK MPOLIECC, JEHCTBUS KOTOPOrO PErJIaMeHTUPYIOTCS
IIPaBWJIaMU Pa3rpaHUYEHUs AOCTYTIA.

Texnuveckuii kaHana yTedyku HHGOPMALMHM — COBOKYIHOCTb HOCHUTENS HH(OpMAaln
(cpenctBa 00pabOTKM), (HM3UUECKON Cpe/bl pacipoCTpaHeHHss MH()OPMATHBHOIO CUTHANA U CPEJICTB,
KOTOPBIMHU JJOOBIBAETCsI 3allUIIaeMasi THPOpMaLusl.

TpancrpannyHasi mepeaaya IepPCOHAJIBHBIX [JaHHBIX — II€peadya IEepPCOHAIBHBIX
JTaHHBIX onepatopoMm udepes ['ocynapcrBenHyto rpanuny Poccutickoit denepanuu opraty BJIacTy
MHOCTPAHHOTO TOCYNapcTBa, (U3MYECKOMY WIM IOPUAWYECKOMY JIMIy HHOCTPAHHOIO
rocyaapcTBa.

Yrpo3bl 0€30MaCHOCTH NMEPCOHANBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBUM M (DAaKTOpOB,
CO3JIAIOLIMX OMACHOCTh HECAHKIIMOHHPOBAHHOTO, B TOM YHCIIE CITy4aifHOrO, JOCTYMa K MePCOHATBHBIM
JTaHHBIM, PE3YJBTaTOM KOTOPOTO MOXKET CTaTh YHHUTOKEHHE, H3MEHEHHe, OJIOKMPOBaHHE, KOMPOBAaHHUE,
pacnpoCTpaHEHUE MEPCOHATBHBIX JAHHBIX, & TAKKE WHBIX HECAHKIIMOHUPOBAHHBIX JIEUCTBUM MPH KX
00paloTKe B MH(POPMALIMOHHOW CHCTEME NEPCOHATBHBIX JAHHBIX.
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YHUYTOKEHHE MEePCOHATbHBIX JaHHBIX — JICHCTBUS, B PE3YJIbTaTe€ KOTOPHIX HEBO3MOXKHO
BOCCTAaHOBHUTBH COZICPKaHWE TICPCOHATBHBIX JIAHHBIX B HMH(OPMAIIOHHOW CHCTEME TEePCOHATIBHBIX
JAHHBIX WIA B PE3YJIbTATE KOTOPBIX YHUYTOXKAOTCS MaTEpUaJIbHBbIE HOCHUTENM IEPCOHAIBHBIX
JTaHHBIX.

VYreuka (Bammmaemoil) uHpoOpMAIMHM 1O TEXHUYECKHMM KaHAJIAM — HEKOH-
TPOJMPYEMOE pactpocTpaHeHHe HWH(OpPMAIMK OT HOCHUTENS 3alllUIIaeMor HMHGOpPMAIMK  Yepe3
(GHBUYECKYIO Cpemy 0 TEXHIMIECKOTO CPEIICTBA, OCYIIECTRIIIOIIETO TIepeXBaT HHPOPMAITHH.

Yupexnenne — PI'bOY BIIO «bI'TIY ».

Va3BUMOCTB — C1a0OCTh B CPEACTBAX 3allUThl, KOTOPYHO MOXKHO HCIOJIB30BaTh st
HapYIIIEHNS CHCTEMbI WM COZIepyKaIleiicst B Hel nH(opMaIwu.

HenocTHOCTH HHGOPMAIIUM — CIIOCOOHOCTH CPECTBA BHIUMCITUTEIBHON TEXHUKH WITH
ABTOMATHU3UPOBAHHOM CHCTEMBI OOECIICUMBATh HEM3MEHHOCTh HH(OPMAIIUH B YCIIOBHSX CITY4aifHOTO
W/WITH TIPeTHAMEPEHHOTO UCKKEHUS (pa3pyIIeHNs ).

ABC — aHTUBHpYCHBIE CpECTBA

APM — aBTOMaTH3MpOBaHHOE pabouee MEeCTo

BTCC — BcnomoraresbHble TEXHUYECKHE CPEICTBA U CUCTEMBI
NCI1JIH — nadopMalimoHHast CUCTEMa ITePCOHATIBHBIX JaHHBIX
K3 — xonTponmupyemas 30Ha

JIBC — nokanpHasi BIYHCIUTENbHAS CETh

MD — MexceTeBoil 3kpaH

HC/1 — HecaHKIIMOHUPOBAHHBIN JOCTYIT

OC — oneparmoHHas cucrema

[T/11 — mepcoHaNbHbIE JaHHBIC

IIMB — nporpaMMHO-MaTeMaTH4eCKOE BO3ICHCTBUE

[1O — nporpammHoe obecrieyeHue

[TOMUH — noGo4HbIe AMEKTPOMArHUTHBIE W3ITy4YeHHUsI U HABOAKU
CA3 — cucrema aHanu3a 3alMIIEHHOCTH

C3U — cpencra 3aminThl HHPOPMALUH

C3I1/Jx — cucteMa (IoICUCTEMA) 3alUThI IEPCOHAIBHBIX TaHHBIX
COB — cucrema oOHapyXeHHs BTOP)KEHUN

TKYU — TexHnueckre KaHaIbl yTeUKr HHPOpMALU

VBI1IH — yrpo3b! 6e30MacHOCTH IEPCOHATBHBIX TAHHBIX

4 O0muMe MoJI0KeHus

Konnenmnus pa3zpaboTaHa B COOTBETCTBUM C CHCTEMHBIM IMOJAXOJIOM K 00O€CHEYeHHIO
UHPOpPMaLMOHHOM Oe3omacHOCTH. CHUCTEMHBINH MOAXOJ MPEAINoJiaraeT MpoBeACHNE KOMIUIEKCa
MEPONPUITHHA, BKJIIOYAIOIMIUX HCCIEIOBaHHE Yrpo3 HHPOPMAIMOHHON 0€30MacHOCTH U
pa3paboTKy cuctembl 3ammThl [1/[H, ¢ MO3UIMM KOMIUIEKCHOTO NMPUMEHEHUS TEXHHUYECKUX U
OpPraHU3aI[MOHHBIX MEP U CPEJCTB 3AIIUTHI.

[Ton  unHdopmammonHoit  OGe3omacHocThto  [I/lH  MOHMMaeTcs  3alIMIEHHOCTb
MEPCOHAIBHBIX JaHHBIX U 00pabaThiBaromlel MX MHPPACTPYKTYpE OT JHOOBIX CIy4YallHBIX WU
3JI0HAMEPEHHBIX BO3JIEHCTBUN, pPE3yJIbTaTOM KOTOPHIX MOJKET SBUTbCS HaHeceHue yiiepoa
camoit wH(popmaruu, ee BiuanensiaMm (cyowektam I1JlH) wnum wHpacTpykType. 3amaun
UHPOPMALIMOHHOM 0€30MacCHOCTH CBOJATCS K MHUHUMM3AIMM yiiepba oOT BO3MOXKHOM
peanuzanuu yrpo3 6ezonacHoctu I1/[H, a Takke K MPOrHO3UPOBAHUIO U MPEJOTBPALICHUIO TAKHX
BO3JICUCTBUM.

Konnemmms SBaseTcst METOI0JIOTHIECKON OCHOBOI JIJIS:
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— (OpMUPOBAHUS U MPOBEACHUS SIUHON MOJIUTUKH B 00JacTH oOecmeueHus: 6e30MacHOCTH
I1Ja B UCITQH Yupexnaenus;

— NIPUHSTHA YIPABICHUYECKUX PEIICHUHN U pa3padOTKU MPAKTUYECKUX MEp 110 BOIUIOIIEHHUIO
nonutuku Oe3omacHoctd IIJ[H W BBIPAaOOTKM KOMILJIEKCA COTJIACOBAHHBIX MeEp
HOPMAaTUBHO-TIPAaBOBOT'O,  TEXHOJOIMYECKOIO0 M OPraHHU3allMOHHO-TEXHHYECKOIO
XapakTepa, HaIpaBJICHHBIX HA BBIBICHHE, OTPAKEHUE W JIMKBHUJALUIO IOCIIEICTBUI
peaM3alnyy pa3IuYHbIX BUA0B yrpo3 [1J1H;

— KOOpAMHALIMKM  JEATEIBHOCTH CTPYKTYPHBIX MOJpa3feiieHud  YUpexxJIeHus Ipu
npoBeJeHNH padoT no pa3Bututo u dkcruryatanuu UCIIIH ¢ cobmtonenuemM tpeboBaHmMit
obecneuenus 6e3omacuoctH I1/1H;

— pa3pabOTKM MNPEUIOKEHUH [0 COBEPIICHCTBOBAHUIO IIPaBOBOIO, HOPMAaTUBHOTIO,
METOAMYECKOT0, TEXHHUECKOTO U OPraHU3aIlMOHHOr0 obecnieyenus 6e3onacuoctu [1/1H B
NCIIu Yupexnenus.

Ob6unacte npumenenust Konuenmuu pacnpoctpansiercss Ha PI'BOY BIIO «bITIV»,
JKCILTyaTUpyrolee TexHuueckue u  nporpamMMmubeie  cpeacrBa  MCII/IH, B koTOphIX
OCYILECTBIISICTCSI aBTOMAaTH3MpoBaHHass oOpabotrka II/lH, a Takke Ha mOApa3ICICHHUS,
OCYILECTBIIIIOLIME  CONPOBOXKIEGHHE, OOCIyXHBaHHE M  oOecreueHue  HOPMaJbHOI'O
¢yukuuonuposanust UCIJIH.

IIpaBoBoii 0a3zoif ans paspaboTku Hactoswmed Konuenuum ciayxar TtpeOoBaHUA
neiictByomux B Poccun 3akOHOZATENbHBIX M HOPMATHBHBIX JOKYMEHTOB IO 0OECIEUYEHUIO
0e30macHOCTH NepcoHaIbHbIX qaHHBIX (IT1H).

Hacrosimass Konuenmmst ompenenseT OCHOBHBIE LENM M 3a7add, a TaKXke OOIIyIo
CTPATEeTHI0 MOCTPOCHMSI CUCTEMbI 3aIIUThl nepcoHanbHbIX AaHHBIX (C3IIH) Yupexnenus, B
cootBercTBuM C Ilepeunem UCIIIn. Konnenuus onpenenser oCHOBHbIE TpeOoBaHUS U 0a30BbIE
HOJXO/IbI K UX peau3aliy, A5 JTOCTUKEHUs TpeOyeMoro ypoBHs 0e301acHOCTH HH(POpMaLUH.

C3I1[ln npencraBisger coOOH COBOKYIHOCTb OPraHU3AallMOHHBIX U TEXHHUYECKUX
MeponpusaTHd A 3amuTel IIJ[H OT HempaBOMEpHOro WM CIy4yailHOTO JOCTyNa K HUM,
YHUUYTOXKEHUS, W3MEHEHHUs, OJIOKMpOBaHMs, KOMMpoOBaHUs, pacnpoctpaHenust I1J[H, a Taxxke
MHBIX HETIPABOMEPHBIX JEMCTBUM C HUMH.

be3omacHOCTh  MEpCOHANBHBIX  JAHHBIX  JOCTUTAeTCs  MyTEM  HCKIIOYECHMS
HECaHKLMOHMPOBAHHOIO, B TOM YHCJE CIy4allHOro, JOCTyNa K II€PCOHAJIBHBIM JaHHBIM,
Pe3yJIbTaTOM KOTOPOI'O MOKET CTaTh YHMUYTOKEHUE, U3MEHEHHE, OJIOKHPOBaHNE, KOMMPOBAaHUE,
pacnpoCcTpaHEHHUE NIEPCOHATIBHBIX IaHHBIX, @ TAK)KE UHBIX HECAHKIIMOHUPOBAHHBIX JEHCTBUM.

Crpykrypa, coctaB u ocHoBHbie GyHKuMu C3II/H ompenensitoTcs UCXOs M3 Kiacca
NCTIJu. C3IIJIH BriIrOYaeT OpraHU3allMOHHBIE MEpPbl U TEXHUYECKUE CPEACTBA 3aIMUTHI
uHpopManuu (B TOM uHcie MmU(poBabHbIE (KpUNITOrpapuuecKue) CpeacTBa, CpeacTBa
NPEJOTBPALICHNUS HECAaHKIIMOHUPOBAHHOTO JOCTYNa, YT€YKHM HH(POPMALUU IO TEXHUYECKUM
KaHajaM, IpOrpaMMHO-TEXHHUUECKHUX BO3JIEHCTBUI Ha TeXHUYECKHE cpeacTBa oopadboTku I1/1H),
a TaKk)Ke MCIoJIb3yeMble B HH(OPMAIIMOHHOHN cucTeMe HHPOPMALMOHHbIE TEXHOIOTHH.

OTH Mepbl pU3BaHbl 00€CIEUNTD:

— KOH(QUAeHUHMAJLHOCTh  MHpOpMaLuu  (3alMTa  OT  HECAHKIMOHHPOBAHHOIO
03HAaKOMJICHUS );

— LEJIOCTHOCTh MH(pOpMaIUHU (aKTyaJlbHOCTh M HEMPOTHUBOPEUYMBOCTh MH(pOpMAIUH, ee
3alIUIIEHHOCTh OT pa3pylIeHUs] 1 HECAHKIIMOHUPOBAHHOTO U3MEHEHMS);

— JIOCTYNMHOCTH HH(pOpMaUU (BO3MOXKHOCTD 3a MPHUEMIIEMOE BpeMs MOJTYIUTh TpeOyeMyto
UH(POPMALIMOHHYIO YCIIYTY).

Cragnu co3ganus C3I1/IH BKIIFOYAIOT:
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— TpeanpoeKTHas CTaaus, BKJIOYAmOImIas npeanpoektHoe oocnenoanue MCIIH,
pa3pabOTKy TEXHUUYECKOTO (YaCTHOTO TEXHUYECKOI0) 3a/IaHUs Ha €€ CO3/IaHNCE;

— cTaaus npoeKkTupoBanus (pa3zpaboTku npoektoB) U peanuszaunn VCII/H, BkItovaromas
paspabotky C3I1/In B coctaBe UCII/IH;

— craaus BBoja B aerctBue C3II/IH, BKIrOYarOmas ONBITHYH 3KCILUTyaTallMI0 U IPUEMO-
CAATOYHbIC WCIBITAHUSA CPEJCTB 3allUThl MHGOPMAIUH, a TAK)KE OLIEHKY COOTBETCTBUSA
NCTI/Ia TpeboBanusiM 0€30aCHOCTH HH(POPMAIIHH.

OpranuzanvoHHbIe MEPHI MPEIyCMaTPUBAIOT CO3/IaHNE U MOJACpKaHUE ITPaBOBON Oa3bl
6e3onacHoctu [IJIH m pa3paboTky (BBeACHHE B JCHCTBUE) MpPEayCMOTpPeHHBIX I[lomuThkoii
uHpopmanmonHoi O6ezonacHoctu MCII/IH crienyromux opraHU3aliOHHO-PACTOPSIUTEIBHBIX
JIOKYMEHTOB:

— Ilnan meponpusTuii mo odecneuenuro 3amuTsl 1/ mpu ux o6padotke B UCII/H;

— [lnan MeponpusTHii o KOHTpoJt0 obecniedeHus 3amuthl [1]1H;

— Tlopsmok pesepBupoBaHus W BoccTtaHoBieHHs padortocnocobHoct TC um T1O, 6a3
nmannaeix u C3U;

— JlomkHocTHast uHCTpykuus aamuHuctpatopa HWCII[lH B wactm obecrieyeHus
oe3omacuoctu [1/]a pu ux obpadotke B UCII/IH;

— JlomkHOCTHAsE UHCTPYKLUA aagmMuHucTpaTopa 6ezonacHoctu UCI/H;

— JlomxHocTHast uHcTpyKuus nonb3oBarens MCIIIn B yactu obecrnieueHus: 6€30MacHOCTH

[T11 npu ux o6padotke B UCII/H;

— HHcTpykuusa Ha ciaydali BOSHUKHOBEHMS BHELITATHOW CUTYalLUy;
— Pexomenpanuyu 1mo HCIOJIB30BAHUIO IMPOTPAMMHBIX U alapaTHBIX CPEACTB 3alllUThI
uHpOpMaLUH.

TexHudueckne Mepbpl 3alIUThl  PEATU3YIOTCA MPH  IOMOIIM  COOTBETCTBYIOIIHX
IIPOrPaMMHO-TEXHUYECKHUX CPEACTB U METOIOB 3ALLUTHI.

[lepeueHb HEOOXOUMBIX MEp 3aIUTHI HHPOPMALIUH OIPENESAETCS 110 pe3ynbTaTaM
BHYyTpeHHel nposepku OezonacHoctu UCITIH Yupexnenus.

5 3agaun C3I11n

OcHoBHo#t nenbto C3I1JIH siBasSieTcss MUHMMM3AIMS yiiepOa OT BO3MOKHOM peanu3aiu
yrpo3 6ezonacHoctu [1/1H.

Jns nmoctmwxkenuss ocHOBHOM 1enmu cuctema OesomacHoctu [I[In UCII/IH momxHa
oOecrieunBaTh F3PHEKTUBHOE pelIeHUE CIETYIONNX 3aau:

— 3alUTy OT BMeHIaTenabcTBa B mporecc GpyHkuuonuposanus MCII[IH nocTOpoHHUX JIHIL
(BO3MOXHOCTh Hcnoib30oBaHusi AC U JOCTyl K €€ pecypcaM JOJKHBI UMETh TOJIBKO
3aperuCTPUPOBAHHBIE YCTAHOBICHHBIM ITOPSIKOM MOJIb30BATENH);

— pa3rpaHUyYEHHE [JOCTyla 3aperuCTPUPOBAHHBIX IMOJB30BaTENEed K ammapaTHbIM,
nporpaMMHbIM U HHGopMarmoHHbIM pecypcam MCIIIH (BO3MOXKHOCTH JOCTyMa TOJBKO
K TeM pecypcaM U BBINOJIHEHHS TOJBKO TEX ONEepanuil ¢ HUMH, KOTOPbIE HEOOXOAUMBI
KOHKpeTHbIM  monib3oBatensiMm  VMCII/IH  ams  BBIIOJIHEHHWST CBOMX — CIIYKEOHBIX
00s13aHHOCTEH ), TO €CTh 3aIUTY OT HECAHKIIMOHUPOBAHHOI'O JIOCTYTIA:

1. K uHpopmauuu, nupkynupytomeit B UCIIJIH;

2. cpeacTBaM BeluucaurenbHor Texuuku MCIIIH;

3. anmnapaTHbIM, IPOrPaMMHBIM M KpUNTOrpaduYecKuM CpeICTBaM 3allUThl,
ucnoaszyemsiM B UCII/IH;

be3 noo 00Kymenm Oeit, 8 uacoe nocne pacnewamxu. /lama u 6pems pacnevamiu:

Bepcua: 01 2e 08 a01a 1575 cmp. 11 u3 28



file:///F:/labs/aaDocuments/aaБезопасность/Документация%20БГПУ/Мероприятия%20по%20защите%20ИСПДн/2.Документация/Приложение%2022%20Типовое%20Техническое%20задание%20на%20разработку%20системы%20обеспечения%20безопасности%20информации%20объекта%20вычислительной%20техники%20учреждения.doc
file:///F:/labs/aaDocuments/aaБезопасность/Документация%20БГПУ/Мероприятия%20по%20защите%20ИСПДн/2.Документация/Приложение%2023%20Типовой%20Эскизный%20проект%20на%20создание%20системы%20обеспечения%20безопасности%20информации%20объекта.doc
file:///F:/labs/aaDocuments/aaБезопасность/Документация%20БГПУ/Мероприятия%20по%20защите%20ИСПДн/2.Документация/Приложение%205%20Политика%20информационной%20безопасности.doc
file:///F:/labs/aaDocuments/aaБезопасность/Документация%20БГПУ/Мероприятия%20по%20защите%20ИСПДн/2.Документация/Приложение%205%20Политика%20информационной%20безопасности.doc
file:///F:/labs/aaDocuments/aaБезопасность/Документация%20БГПУ/Мероприятия%20по%20защите%20ИСПДн/2.Документация/Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc
file:///F:/labs/aaDocuments/aaБезопасность/Документация%20БГПУ/Мероприятия%20по%20защите%20ИСПДн/2.Документация/Приложение%2014%20План%20внутренних%20проверок.doc
file:///F:/labs/aaDocuments/aaБезопасность/Документация%20БГПУ/Мероприятия%20по%20защите%20ИСПДн/2.Документация/Приложение%2013%20Порядок%20резервирования%20и%20восстановления%20работоспособности%20ТС%20и%20ПО,%20баз%20данных%20и%20СЗИ.doc
file:///F:/labs/aaDocuments/aaБезопасность/Документация%20БГПУ/Мероприятия%20по%20защите%20ИСПДн/2.Документация/Приложение%2013%20Порядок%20резервирования%20и%20восстановления%20работоспособности%20ТС%20и%20ПО,%20баз%20данных%20и%20СЗИ.doc
file:///F:/labs/aaDocuments/aaБезопасность/Документация%20БГПУ/Мероприятия%20по%20защите%20ИСПДн/2.Документация/Приложение%2017%20Инструкция%20администратора%20ИСПДн.doc
file:///F:/labs/aaDocuments/aaБезопасность/Документация%20БГПУ/Мероприятия%20по%20защите%20ИСПДн/2.Документация/Приложение%2017%20Инструкция%20администратора%20ИСПДн.doc
file:///F:/labs/aaDocuments/aaБезопасность/Документация%20БГПУ/Мероприятия%20по%20защите%20ИСПДн/2.Документация/Приложение%2019%20Инструкция%20администратора%20безопасности%20ИСПДн.doc
file:///F:/labs/aaDocuments/aaБезопасность/Документация%20БГПУ/Мероприятия%20по%20защите%20ИСПДн/2.Документация/Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc
file:///F:/labs/aaDocuments/aaБезопасность/Документация%20БГПУ/Мероприятия%20по%20защите%20ИСПДн/2.Документация/Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc
file:///F:/labs/aaDocuments/aaБезопасность/Документация%20БГПУ/Мероприятия%20по%20защите%20ИСПДн/2.Документация/Приложение%2020%20Инструкция%20пользователя%20по%20обеспечению%20безопасности%20обработки%20персональных%20данных,%20при%20возникновении%20внештатных%20ситуаций.doc
file:///F:/labs/aaDocuments/aaБезопасность/Документация%20БГПУ/Мероприятия%20по%20защите%20ИСПДн/2.Документация/Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc

— PETruCTpalHI0 IECUCTBUM I0JIb30BATENICd IIPU HCIIOIb30BAHMM 3AlLMINAEMBIX PECYpPCOB
NCII[JH B cCUCTEMHBIX KypHajaxX U NEPUOANYECKHIT KOHTPOJIb KOPPEKTHOCTH JACHUCTBHI
I10JIb30BATENEH CUCTEMBI ITyTEM aHAJIU3a COAECPKUMOrO ITUX KYPHAIIOB;

— KOHTPOJIb LIETTOCTHOCTH (00ecreueHre HEeM3MEHHOCTH) CpeJibl UCIIOIHEHHS POTrpamMM U
€€ BOCCTAaHOBJICHHE B ClIy4ae HapyLICHUS;

— 3aIIUTy OT HECAaHKIMOHUPOBAHHOW MOAM(UKAMU W  KOHTPOJb IEIOCTHOCTH
ucnonpzyembix B HWCIIJIH mporpaMMHBIX CpEACTB, a TaKKe€ 3allUTy CHUCTEMBI OT
BHEJIPEHUSI HECAHKIIUOHUPOBAHHBIX IPOTPaAMM;

— 3amuty [I/IH OT yTeuykn mo TEeXHHUUYECKUM KaHalaM IpH ee o0paboTKe, XpaHEHUH U
nepegaye 1o KaHajiaM CBSI3H;

— 3ammry I1/{H, XpaHumoi, oOpabaThiBaeMOW W TE€pelaBacMOM MO KaHajiaM CBS3H, OT
HECAaHKI[MOHUPOBAHHOIO pa3riallleHHs] WIM UCKaXKEHUS;

— obecrieueHue KHUBYYECTH KPUNTOrpaUUYeCKUX CPEACTB 3alIUThl WHPOpPMAIMU TIPU
KOMITPOMETAIMH YaCTH KJIFOUEBOM CHCTEMBI;

— CBOEBpPEMEHHOE BBISBICHHE UCTOYHHKOB yrpo3 O6e3zomacHoct [1/IH, mpuyuH U ycioBuid,
CIOCOOCTBYIONMX HaHeceHWIo ymepba cyowrektam [IJ[H, co3manue MexaHuW3Ma
OTIepaTUBHOTO pearupoBaHus Ha yrpo3bl 6e3omnacHocty [1/[H 1 HeraTuBHbBIE TEHICHIUY;

— CO3/IaHHM€ YCJIOBUH [ MHMHMMM3ALlMM ¥ JIOKaJM3allud HaHOCUMOro yuepOa
HEIPAaBOMEPHBIMU  JIEHCTBUSAMHU (PU3MYECKUX M IOPUAMYECKUX JIMI, oOcjaadieHue
HEraTUBHOT'O BJIMSHUS U JUKBUIAIMS MOCIEICTBUN HapyieHus 6e3onacHoctu [1/]H.

6 O0BLEeKTHI 3a1UTHI

6.1 IlepeyeHb HHPOPMATMOHHBIX CHCTEM
B ®I'OY BIIO «bITIY» HNPOU3BOAUTCS 00pabOTKa MEpPCOHAIBHBIX JaHHBIX B
MH(OPMaLMOHHBIX cucTeMa 00paboTku nepcoHanbHbIX AaHHbIX (UCIIH). Ilepeuens UCIIn
oIpezeNnsaeTcss Ha OCHOBaHUM «OTYeTa 1o pe3yibTaTaM BHYTPEHHEeH POBePKH».

6.2 IlepeuyeHb 00HEKTOB 3AIMTHI

OObexkTamMu 3alIUTHl SBISIOTCS — HH(popmanus, oOpabareiBaemass B MWCII[H, u
TEXHUYECKHE CcpeacTBa ee oO0paboTkW M 3aumuThl. IlepedeHb NEepCOHANBHBIX JAHHBIX,
NoJJIeXale 3auuTe, onpeneieH B [lepeuHe nepcoHambHBIX JaHHBIX, MOJUIEKAIINUX 3alllUTe B

NCTII.
OOBEKTHI 3aLIUTHI BKIIIOYAIOT:
1) OO6pabaTbiBaeMast HH(OpMAIHSL.
2) TexHonornueckas uHpopMalus.
3) [TporpaMMHO-TeXHUYECKHE CPEACTBA OOPAOOTKH.
4) Cpenctsa 3amuts! [1/]H.
5) Kanaibel nH(pOpMaIMOHHOTO OOMEHA U TeIEKOMMYHUKAIUH.
6) OOBeKThl U MOMENIEHHUS], B KOTOPBIX pa3melieHbl komrnoHeHTsl MCIT/IH.

7 Knaccudukanus noan3oBareseid UCIIAn

7.1 TlonwszoBarenem WCII[H sBnsieTcs nuI0, ydacTByollee B (YHKIMOHUPOBAHUU
UH(POPMALIMOHHOM CHUCTEMbl TEPCOHAIBHBIX JAaHHBIX WM HCIOJB3YIOIIee pPe3yibTaThl ee
¢byuknuonuposanus. [lonb3oBarenem WCII[IH sBnsiercs 1000 COTpyAHHMK YUpekIeHUS,
umeroumit gocryn k MCII[IH u ee pecypcam B COOTBETCTBUU C YCTAHOBJIEHHBIM IOPSIKOM, B
COOTBETCTBUHU C €ro (PyHKIHOHAIBHBIMHU 00513aHHOCTSMHU.

Py T 2 2 7 5
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7.2 Tlonwp3oBarenu UCII/IH nensiTcst Ha TpU OCHOBHBIE KaTETOPUU:

1)

2)

3)

Anmunuctparop  UCIIJIn.  Corpyanuku  YupexaeHus, KOTOpPbIE

3aHUMAIOTCS HACTPOUMKOW, BHEAPEHHEM U COIMPOBOXKICHUEM CHCTEMBI.

Anmvunnctparop UCIIIx obnagaeT cieayronmM ypoBHEM JOCTYIIA:

—o0Omagaer monHOW uWHGOpMANMEd O CHCTEMHOM U TPHUKIATHOM
nporpammuom obecrieuennu UCTIH;

—o0Omagaer ToNHOW WHPOpPMANMEd O TEeXHWYECKHUX CPEICTBaX U
koHpuryparuu UCI1H;

—mHMeeT JOCTYyll KO BCEM TEXHHYECKMM CpeAcTBaM 00paboTKu
nadopmanuu u gaaaeiM UCI1H;

—o0Omagaer mpaBaMu  KOHQUTYPUPOBAHHS W aJMHUHUCTPATUBHOM
HacTpoiiku Texuuueckux cpeacts UCIIIH.

[Tporpammuct-pazpaborunk MCIIJIn. Cotpynauku VYUpeKIeHHS WIH

CTOPOHHHX  OpraHu3aiiid, KOTOphIE  3aHUMAIOTCA  pa3pabOTKOU

nporpamMmmHoro odecneuenus. Pazpadorunk UCIIIn obnanaer cneayromum

YPOBHEM JIOCTYyTIA:

—obnagaer uHbopmarnerr 00 anropuT™Max M NporpaMmax oOpabOTKH
unpopmanuu Ha UCII/H;

—o0JagaeT BO3MOXKHOCTSIMA BHECEHHsI OIIMOOK, HEICKIAPUPOBAHHBIX
BO3MOJKHOCTEH, MPOTrPaMMHBIX 3aKJIaJ0K, BPEIOHOCHBIX IPOTpaMM B
nporpaMmmHoe obecneuenue WCIIJIln Ha craguum ee pa3paboTku,
BHEJIPEHUS U COIIPOBOKICHUS;

— MOXeET pacrojararh JO0bIMU (hparMeHTaMu UHPOPMAIMH O TOMOJIOTHH
UCIAx u TexHu4eckux cpenctBax oOpaborkum u 3ammtel [1/1H,
obpabateiBaembix B ICII/H.

Onepatop  UCIIOn. CoTpyaHuku  mojapasleleHud  YupexIeHus

yuactBytonux B mpouecce skcrryarauun WMCIIIH. Oneparop WCIIIH

o0najgaer CleAyIOIUM yPOBHEM JOCTYyIA:

—o0nanaer BceMHM HEOOXOJUMBIMH aTpuOyTaMu (Hampumep, Mapoiiem),
o0ecrneunBarOIIUMHU JOCTYT K HEKOTOpoMy IoaMHOxecTBY [1/1H;

—pacmonaraeT KOH(UICHIHMATbHBIMU JaHHBIMM, K KOTOPBIM HMEET
JOCTYIIL.

Kareropun monp3oBatesneil 10bKHBI ObITh onpeaenenbl s kaxaon MCITIu. JomkHo
ObITh YTOUHEHO pa3/ieleHue COTPYIHUKOB BHYTPU KaTETOpHil, B COOTBETCTBHM C THUIIaMHU
noJib30Barenei onpeneneHubiMu B [lonutuke nHGOpMaMOHHON 6€30IacHOCTH.

Bce BbIsiBIIEHHBIE T'PYIIBI MOJb30BaTENEed oTpaxkaroTcs B OTdere mo pesyabraram
BHYTpPeHHel mpoBepku. Ha ocHoBanuu Otdera ompenenstorcs MpaBa JOCTyla K AJIEMEHTam
NCII/In ans Bcex rpymm moJib3oBaresieil U oTpaxarorcss B Marpuue noctyna B Ilonoxenun o
Pa3rpaHMYeHNH MPAB A0CTYyNAa K 00padaTbiBaeMbIM MEPCOHAIBHBIM JAHHBIM.

8 OcHOBHBIE NPUHIUIBLI MOCTPOCHUSA CUCTEMbI KOMILJIEKCHOM 3aIIUThI

uHpopmanuu

[Toctpoenue cucrtemsl obecrneuenuss Oe3omacHoctu [IJJln UCII[dn Yupexnenus u ee
(GYHKIIMOHUPOBAHHUE JOJDKHBI OCYIIECTBISATHCS B COOTBETCTBHH CO CIIEAYIOIIUMU OCHOBHBIMH

MpUHIHUITIaMHU
— 3aKOHHOCTbD,
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— CHCTEMHOCTb;

— KOMILJIEKCHOCTb;

— HEINpPEPBIBHOCTB;

— CBOEBPEMEHHOCTb;

— MPEEMCTBEHHOCTh U HENIPEPBHIBHOCTh COBEPIIEHCTBOBAHNS;
— MEpCOHAJIbHAS OTBETCTBEHHOCTB;

— MUHHUMU3ALUS IOJTHOMOYM;

— B3aUMOJCICTBUE U COTPYAHUYECTBO;

— TUOKOCTh CUCTEMBI 3aIlUTHI;

— OTKPBITOCTH AJITOPUTMOB U MEXAHU3MOB 3aILUTHI;

— IPOCTOTA IIPUMEHEHUS CPEACTB 3alUTHI;

— HayyHasi 000CHOBAHHOCTb M TEXHUYECKAasl PEaTn3yeMOCTh;
— crnenuanu3anus u npohecCuoHaIn3M;

— 0053aTeTbHOCTh KOHTPOJISL.

8.1 3akoHHOCTH

[Ipennonaraer ocCyIIeCTBICHUE 3alIUTHBIX MepomnpusTuid u paspadorky C3II1n
VYupexaeHus B COOTBETCTBUU C JIEHCTBYIOIIMM 3aKOHO/AATENbCTBOM B 00iacTu 3amuThl [0 u
JIPYruX HOPMAaTHUBHBIX AaKTOB IO 0O€30MacHOCTH HH(OPMAIMH, YTBEPKIECHHBIX OpraHamu
rOCy/IapCTBEHHOW BIACTH U YIPABJICHHUS B MpeAesiaX UX KOMIIETCHIIUU.

[Tonw3oBarenu u obcnyxuBatomuit nepconan [11n MUCI/In Yupexnenus 10KHBI OBITh
OCBEJIOMJICHBI O TOpsAKe paboThl ¢ 3ammiaeMoil mHpopmanueir U 00 OTBETCTBEHHOCTH 3a
3amuThl TT/H.

8.2 CucreMHOCTH

Cuctemnsiii moaxoa k moctpoeruto C3II[IH VYupexaeHusi mpeanosiaraeT y4eT BCex
B3aMMOCBSI3aHHBIX, B3aUMOJICHCTBYIOIINUX U U3MEHSIOIINUXCS BO BPEMEHHU 3JIEMEHTOB, YCIOBUH U
(GakToOpoB, CYIIECTBEHHO 3HAYMMBIX JIJII TIOHMMAaHUS W peHIeHHS MpoOiIeMbl 00ecreUeHUs
6e3onacuoctu [11n UCITAH YupexaeHus.

[Ipu co3manum cUCTEMBI 3alUTHl JTOJDKHBI YYUTBHIBATHCS BCE ciaOble M Haumbosee
ysI3BUMBIE MecTa cucteMbl oOpaboTtku II/lH, a Takke Xapaktep, BO3MOXKHBIE OOBEKTHI H
HarpaBJICHUS aTak Ha CUCTEMY co CTOPOHBI HapymuTenen (ocobenHo
BBICOKOKBAJIM(DUIIUPOBAHHBIX 3JTOYMBIIUICHHUKOB), IMyTH MPOHUKHOBEHHUS B paCHpeeseHHBIC
cucrtembl 1 HCJl x undopmaruu. Cucrema 3auThl JOHKHA CTPOUTHCS C YYETOM HE TOJIBKO
BCEX M3BECTHBIX KaHanoB npoHukHOBeHUS U HC/I k nundopmammu, HO ¥ C y4ETOM BO3ZMOKHOCTH
MOSIBJICHUS IPUHITATIAATFHO HOBBIX MyTEH pean3aliui yrpo3 0€301macHOCTH.

8.3 KoMIIeKCHOCTD

KommuiekcHoe  MCHOJb30BaHME  METOJOB W CPEACTB  3aIUTBI  MPEIIoJaract
COTJIACOBAHHOE TPUMEHEHHUE PA3HOPOIHBIX CPEACTB MPH MOCTPOCHHH IICIIOCTHOW CHCTEMBI
3alUThI, TICPEKPHIBAIOIICH BCE CYIIECCTBCHHBIC (3HAYMMBIC) KaHAJbl peallu3allid yrpo3 U He
coJiep KaIeit cabbIXx MECT Ha CTHIKAX OT/EIBHBIX €€ KOMIIOHCHTOB.

3ammTa JIOJKHA CTPOUTHCS  DIICTOHUpPOBaHO. [l  KaKAOro KaHajga yTEYKH
uHbOpMALMd H I KakIOW Yrpo3bl 0€30MacHOCTH JIOJDKHO CYIIECTBOBAaTh HECKOJBKO
3alUTHBIX pyOeked. Co3maHue 3alIUTHBIX PYOEkKei OCYIIECTBIISIECTCS ¢ y4EeTOM TOrO, YTOOBI
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JUI MX TIPEOJIOJCHUS MOTCHLIUAIBHOMY 3JIOYMBIIUIEHHUKY TpeOOBaIUCH NMPO(dhecCHOHAIbHBIC
HaBBIKM B HECKOJIBKUX HEB3aMMOCBS3aHHBIX O0JIACTSX.

Buemnssa 3amura  JOJDKHA o0ecrnieunBaTbCs bu3nIecKuMu CpelncTBaMu,
OpPraHM3allMOHHBIMH M TpPaBOBBIMH Mepamu. OIHMM M3 HauOoiee YKPEIUIEHHBIX pyOekei
NpU3BaHbl OBITH CPEACTBA KPUNTOIPAPUUECKONW 3allUTHl, PEaTU30BaHHBIC C HCHOJIb30BAHHUEM
texHoioruu VPN. IlpuknagHoii ypoBeHb 3alUTHI, YYUTHIBAIOIINI OCOOEHHOCTH NPEIMETHON
00J1aCTH, IPEICTABISAET BHYTPCHHUN PyOexk 3alUTHI.

8.4 HenpepbiBHOCTD 3amuThl [1/1H

ammra [IJIlH — HE pa3oBoe MEPONPUATHE U HE MPOCTAsi COBOKYITHOCTh ITPOBEACHHBIX
MEPONPUITUA M YCTAHOBJIEHHBIX CPEACTB 3allIMTHl, a HEIPEPBHIBHBINA lI€JICHANPABICHHBIN
IpolLecc, MPEANOJaralouuil NPUHITHE COOTBETCTBYIOLIMX MEp Ha BCEX 3Talax >XMU3HEHHOTO
nukiaa UCI/IH.

NCII[IH nomkHBl HAaxXOIWUTHCS B 3alIMIICHHOM COCTOSSHUM Ha MPOTSHKEHHH BCEro
BpeMEHHU MX (DYHKIIMOHHPOBAHUS. B COOTBETCTBUH C 3TUM NPUHIMIIOM JIOJKHBI TPUHUMATHCS
Mepsl 110 HeponyuieHuto nepexonaa MCII/H B He3aMIIIEHHOE COCTOSIHUE.

BonbmmHCTBY (PHU3MYECKUX M TEXHHUYECKUX CPEICTB 3almUThl s 3((HEKTUBHOTO
BBIMIOJTHEHUS] CBOMX (YHKIMHA HeoOXoIMMa IOCTOSHHAs TEXHHYECKas M OpraHu3allMOHHAas
(amMUHHCTpaTUBHAs) TOAJIEPKKAa (CBOEBpEMEHHasi CMEHa U o0ecreyeHue MPaBUIBHOTO
XpaHEHUsT M TPUMEHEHHS UMEH, TNapoyield, Kioueld muQpoBaHus, MepeonpeaeieHme
nosHomMounit u T.m.). IlepepbiBbl B paboTe CpeAcTB 3alIUThl MOTYT OBITH HCIIOJIb30BAaHbI
3JI0yMBIIUICHHUKAMH JUJISl aHAJIM3a IPUMEHSAEMBIX METOJ0B M CPEJCTB 3alLUTHI, 1JIs1 BHEIPEHUS
CHEIMAJIbHBIX IPOTrpaMMHBIX M amnmapaTHbIX "3aKiaalok" M APYTUX CPEACTB IPEOAOTICHUS
CUCTEMBI 3alIUThI TIOCJIE BOCCTAHOBIIECHUS €€ (PYHKIIMOHUPOBAHUSI.

8.5 CBoeBpeMeHHOCTH

[Tpeanonaraer ynpexnaarouiuii xapakrep Mep obecnedenus: 0ezonacuoctu I1/1H, To ecTh
MOCTaHOBKY 3aiad no koMmiuviekcHoW 3amurte MCII[AH u peanuzauuio Mep obecrieueHUs
6e3onacHoctu [1/IH Ha panHux cragusax paspabotku WCII/H B 1eIoM U ee CUCTEMBbI 3alUThl
nH(pOpMalH, B YaCTHOCTH.

PazpaGoTka cucCTeMbl 3allUTBl JOJDKHA BECTHCh MapalieIbHO € pa3paboTKOW U
pa3BUTHEM CaMOM 3alllMIIaeMON CUCTEMbI. DTO MO3BOJIMUT y4eCTh TpeOOBaHMs 0€3011aCHOCTH IIPU
INPOEKTUPOBAHUU apXUTEKTYphl U, B KOHEYHOM cueTe, co3/1aTh Oosiee 3PPeKTUBHBIE (KaK IO
3aTpaTaM pecypcoB, TaKk U IO CTOMKOCTH) 3aIMILIEHHbIE CUCTEMBI.

8.6 IIpeeMCTBEHHOCTH M COBEPIIEHCTBOBAHHE

[IpenmonaratoT NOCTOSIHHOE COBEPUICHCTBOBAHUE MEP M CPEICTB 3alUThl HHGOPMAIUU
Ha OCHOBE MPEEMCTBEHHOCTH OPraHU3alMOHHBIX U TEXHUYECKUX PELIEHUN, KaJpOBOro COCTaBa,
ananm3a GyakruonupoBanus UCIIJIH 1 ee cucTeMbl 3alUThI C y4€TOM WU3MEHEHUN B METOJIaX U
CpelcTBax IMepexBara HH(POpPMAIUU, HOPMATUBHBIX TpeOOBaHUI IO 3alluTe, TOCTHUTHYTOTO
OTEYECTBEHHOTO M 3apy0EKHOTO OIBITA B ATOW 00JIACTH.

8.7 IlepcoHaibHAs OTBETCTBEHHOCThH

[Ipeamonaraer BO3/70KEHHE OTBETCTBEHHOCTH 3a obOecmedeHue Oe3omacHoctu [IJIH u
CUCTEMBI UX 00pabOTKH Ha KaXKJIOTO COTPYAHHMKA B Mpe/ieyax ero MmoJiHoMounid. B cooTBeTcTBUN
C OTUM TPHUHIMIIOM pacIpeiesieHne MpaB U OOSI3aHHOCTEH COTPYAHHKOB CTPOUTCS TaKUM
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o0pa3oM, 4TOOBI B ciyyae JIF0OOr0 HapylIeHUS KPYr BHHOBHHUKOB ObUI YETKO W3BECTEH HIIU
CBEJICH K MUHUMYMY.

8.8 IlpuHIMN MUHUMHU3AUNH MOJTHOMOYHIA

O3Havaer MpeAOCTaBIICHHE IMOJb30BATENSIM MHUHUMAJBHBIX IpaB JOCTyna B
COOTBETCTBUHU C IPOU3BOJICTBEHHOW HEOOXOJIMMOCTHIO, HA OCHOBE NIPHUHIUIIA «BCE, YTO HE
paspenieHo, 3anpereHo.

Hoctyn k II[IH gomKeH IPemnoCTaBIsATHCS TOJBKO B TOM cliydae U O0ObeMeE, €CIH 3TO
HEOOXOIUMO COTPYIHUKY JIJIsl BBIMIOTHEHHSI €T0 JTOJKHOCTHBIX O0S3aHHOCTECH.

8.9 BzaumojeiicTBie U COTPYIHUYECTBO

[Ipeamonaraer co3manue OnaronpusTHOM arMocdepbl B KOJUIEKTHBAX MOAPA3CICHHM,
obecnieunBaromux jgesrensHocth WCII[AH  YupexneHus, s CHIDKCHHS BEPOSITHOCTH
BO3HUKHOBCHUS HETATUBHBIX JCHCTBHI CBSI3aHHBIX C YSIIOBEYCCKUM (PaKTOPOM.

B Takoii 0OCTaHOBKE COTPYAHUKH JOJDKHBI OCO3HAHHO COOJIIOJATh YCTAHOBJICHHBIC
MpaBWJia M OKa3blBaTh COJCHCTBHC B JCATCILHOCTH MOJPA3IACICHUN TEXHUYECKOH 3alIUThI
uHpopmanuu.

8.10 I'm6kocTh cucTembl 3ammThl 111

[TpunsiTHIE MEpPBI U YCTAaHOBIICHHBIE CPEJCTBA 3ALIUTHI, 0OCOOCHHO B HaualdbHBIA MEPUO
HUX OJSKCIUlyaTalluu, MOI'yT O6€CHG'—II/IBaTI) KaK ‘IpC3MGpHLIfI, TaKk " HGIIOCTZlTO‘-IHLIfI YPOBCHB
3anuThl. s oOecriedeHusi BO3MOXKHOCTH BapbHUPOBAaHUS YPOBHEM 3aIIMIEHHOCTH, CPEICTBA
3aIIUTHl JTOJDKHBI 00JIaaTh OMpeAesieHHOW THOKOCThI0. OCOOCHHO BaXKHBIM 3TO CBOWCTBO
ABIISIETCS B TE€X CIydYasX, KOTJla YCTAaHOBKY CPEJCTB 3allUThl HEOOXOAMMO OCYIIECTBISATH Ha
paboTaroNIy0 CUCTEMY, HE HapyIas mpolecca €€ HopMaabHOro (PYyHKIIMOHUPOBAHUSI.

8.11 OTKPBHITOCTH AJTOPUTMOB U MEXAHHU3MOB 3aIUTHI

CyTh NpHUHIMIA OTKPHITOCTH aITOPUTMOB U MEXAHU3MOB 3aIIUTHl COCTOUT B TOM, UTO
3aIUTa He JIOJDKHA 00€CTICUNBATHCS TOJIBKO 332 CUET CEKPETHOCTH CTPYKTYPHOW OpraHHU3aIlu U
aANropuTMOB (HYYHKITMOHMPOBAHHUSI €€ TIOJICUCTEM. 3HAHUE aIrOPUTMOB PabOThI CUCTEMBI 3AIIUTHI
HE JIOJDKHO JIaBaTh BO3MOXHOCTH €€ MpeojofieHus (qaxe aBTropam). OqHaKO, 3TO HE O3HAYAET,
4yT0 HHGOPMAIUs 0 KOHKPETHONU CUCTEME 3alllUThI JOJKHA OBITH OOIIEAOCTYITHA.

8.12 IIpocToTa NpUMeHeHHUsI CPeICTB 3aALUTHI

MexaHu3MBbl 3aIUThI TOJDKHBI OBITh MHTYMTUBHO TOHSATHBI U MPOCTHI B UCIIOJIBb30BAHUH.
[TpriMeHeHue CpesICTB 3alUThl HE JOJKHO OBITh CBSI3aHO CO 3HAHUEM CHEIHAIbHBIX S3bIKOB MU
C BBINIOJHEHHEM JIeMCTBUHM, TPeOYyIOIUX 3HAYUTEIbHBIX JOMOJHHUTEIBHBIX TPyAO3aTpaT MpU
00BbIYHOI paboTe 3aperucTpUpOBAHHBIX YCTAHOBICHHBIM MOPSAKOM IOJIB30BaTENIEH, a TaKXKe He
JIOJDKHO TpeOoBaTh OT IOJIb30BATENsl BBIMOJHEHUS PYTUHHBIX MAJIOMOHATHBIX €My OIepanuit
(BBOJI HECKOJIBKUX Mapojiei U UMEH U T.1.).

JlomkHa 1OCTUraThCsl aBTOMAaTH3alUsl MAaKCHUMaJIbHOTO YHCia ACHCTBUN IOJIb30BaTENEH
u anmunuctparopoB UCII/Ix.
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8. 13 HayuyHasi 000CHOBAHHOCTH M TEXHHYECKAasl Peajin3yeMocTh

WMHpopMallMOHHBIE TEXHOJIOTUH, TEXHHUYECKHE M MPOTPaMMHBIE CPEACTBA, CPEACTBA U
Mephl 3alIUThl WH(POPMALMK JOJDKHBI OBITh peain30BaHbl HA COBPEMEHHOM YPOBHE pa3BUTHS
HAayKd W TEXHUKH, HAyYHO OOOCHOBAaHBI C TOYKM 3PCHUS JTOCTHIKCHHUS 3aJlaHHOTO YPOBHS
Oe3omacHOCTH HMH(OpPMAMK W JOJDKHBL COOTBETCTBOBATh YCTAHOBJICHHBIM HOpPMaMm U
TpeboBaHusM 10 6e3omacHoctu [1/]H.

C3I1/Jn nomxHa OBITH OPMEHTHPOBAHA HA PELICHHUS, BOSMOXKHBIE PUCKU JJISI KOTOPBIX H
MEpbl MPOTUBOJICHCTBHS OSTHUM PUCKAM TIPONUIA BCECTOPOHHIOID TEOPETUYECKYI U
NPaKTUYECKYIO TIPOBEPKY.

8.14 Cnennanusanus u npogeccuoHaIu3M

[Ipenmonaraer mnpuBieYeHHEe K pa3paboTKe CPEACTB M pealu3alud Mep 3allUThI
UHOPMALIUU CTICHATU3UPOBAHHBIX OpraHU3aluid, Hauboee MOATOTOBICHHBIX K KOHKPETHOMY
BUJIY JIeATeNbHOCTU Mo obecneueHuto Oe3omacHocTu [IJ[H, MMEIOIIMX OMBIT MPAKTHUECKOMN
paboThl ¥ TOCYAAPCTBEHHYIO JIUIIEH3UIO Ha MPaBO OKa3aHUs YCIYyT B 3TOM obnactu. Peanuzanus
aIMUHHUCTPATUBHBIX MEp M OKCIUTyaTallMsl CpEJICTB 3allMThl JOJDKHA OCYIIECTBISATHCS
po(heCcCHOHANIBHO MOATOTOBICHHBIMU CHELMATUCTAMU Y UPEKACHHUS.

8.15 Obs13aTeIbHOCTH KOHTPOJIA

HpeﬂnonaraeT 00513aTEILHOCTD U CBOCBPCMCHHOCTD BBIABJICHUA U IMPCCCUCHUA IMOIBITOK
HapyIIeHUs] YCTAHOBJCHHBIX MpaBWi oOecnedeHusi OezomacHoctn [I/[H Ha ocHOBe
HCIIOJIB3YEMbBIX CUCTEM U CPCACTB 3alIUThI I/IH(bOpMaIH/II/I IIpHU COBCPUICHCTBOBAHNHN KPUTCPHUECB U
METOJIOB OLIEHKH 3((PEKTUBHOCTH ITUX CUCTEM U CPEJICTB.

KoHTposb 3a IeATEIbHOCTBIO JIFOOOTO IOJIB30BATENS, KaXKA0TO CPEACTBA 3AIIUTHI U B
OTHOILEHUM JII0OOOr0 OOBEKTa 3allUThl JODKEH OCYIIECTBIATHCA Ha OCHOBE INPUMEHEHUS
CpCaAcCTB OIICPpaTUBHOIO KOHTPOJIA n peructpanmuu n JOJIDKCH OXBaThIBaTh Kak
HECAaHKIIMOHUPOBAHHBIE, TAK U CAHKIIMOHUPOBAHHBIE IEHCTBHS MOJIb30BaTENEH.

9 Mepbl, MeTOIBI M CPeACTBA o0ecnedeHnsi TPedyeMoro ypoBHs 321U ILEHHOCTH

Obecneuenne TpeOyeMOro YpOBHS 3alIMIIEHHOCTH JIOJDKHOCTH JIOCTHIaThCcs ¢
UCIONB30BAaHUEM MeEp, METOJO0B M CpeAcTB Oe3omacHOCTH. Bce Mepbl obecnedeHus
6e3onacoctu UCII[H noapasnenstorces Ha:

— 3aKOHO/aTelbHbIE (PAaBOBBIE);

— MOPAJIBHO-ITUYECKUE;

— OpraHM3alloOHHbIE (aIMUHUCTPATUBHBIE);

— (¢usnueckue;

— TeXHHMYECKHe (anmnapaTrHble U MPOrpaMMHBIE).
[Tepeuens BEIOpaHHBIX Mep oOecrieueHus 6e30macHOCTH oTpaxkaercs B Iliane meponpusTHii
110 00ecIeYeHHI0 321U ThI IEPCOHATbHBIX JAHHBbIX.

9.1 3akoHoaaTeibHBIE (IPAaBOBbIE) MEPbI 3AIIUTHI

K mpaBoBeIM Mepam 3allMTBI OTHOCSTCS JEHUCTBYIOIIME B CTpPaHE 3aKOHBI, YKa3bl U
HOpPMAaTHBHBIE aKThI, periJaMeHTUpyomue npasuia oopamenus ¢ [1/1H, 3akperuidtoniye npasa u
00s13aHHOCTH YYaCTHUKOB HWH(OPMALMOHHBIX OTHOLIEHHH B TMpoiecce ee 00paboTKu U
UCIIOJIb30BaHUs, & TAaK)K€ YCTAHABJIMBAIOLIME OTBETCTBEHHOCTb 3a HAPYIIEHUs JTUX IPABUIL,
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INPENATCTBYS. TEM CaMblM  HENPAaBOMEpPHOMY ucnonb3oBanuto IIJlH u  sABisArommecs
CIEP’KUBAIOLIUM (PaKTOPOM ISl HOTCHIIMATIbHBIX HAPYLIUTEIEH.

[IpaBoBBIE MepBHI 3alIUTHl HOCAT B OCHOBHOM YIPEXIAIOUINHA, NPO(QUIaAKTHUSCKHUMA
XapakTep U TpeOYOT IIOCTOSHHOW pa3bsICHUTENBHOW pPAabOTBI € IMOJB30BATESIMU U
00CIIy’)KUBAIOIIUM [IEPCOHATIOM CHCTEMBI.

9.2 MopaibHO-3THYECKHE MePbI 32U ThI

K MOpaibHO-3THYECKHM MepaM OTHOCSTCSI HOPMBI MOBEAEHMS, KOTOPbIE TPAJAUIIMOHHO
CJIOKWJIMCh WJTU CKJIAJIBIBAIOTCS TI0 Mepe pacnpoctpanenuss OBM B crpane winun obuiectse. Tu
HOpPMBI OOJIBIIEH YacThIO HE SIBISIOTCSA O0SA3aTEIbHBIMU, KAaK 3aKOHOAATEIbHO YTBEPIKICHHBIC
HOPMATHBHBIE AaKThl, OJHAKO, MX HECOONIOJICHHE BeIeT OOBIYHO K IAJCHHUIO aBTOPUTETA,
IpecTHKa YeJI0BeKa, TPYMIbI JHI] WK OpraHu3anuu. MopallbHO-3TUYECKUE HOPMBI ObIBAIOT KaK
HenucaHble (HampuMmep, OOIeNpU3HAHHBIE HOPMBI YECTHOCTH, MAaTPUOTH3MA M T.I.), TaK M
nucaHble, TO €CTh O(OpMIICHHBIE B HEKOTOPBIN CBOJ (YCTaB) MPaBUJI WM IPEITUCAHHIA.

MopanbHO-3THUECKUE MEpPbl 3alUThl SBISAIOTCA NPOMUIAKTUYECKUMH U TpeOyroT
MOCTOSIHHOM paboThl 1O CO3JAHHIO 3J0POBOTO MOPAJIBHOTO KiIUMaTa B KOJUIEKTHUBAX
nozpaszesieHuil. MopaabHO-3THUYECKHE MEpbl 3aIUThl CHUYKAIOT BEPOSTHOCTh BO3HUKHOBEHUS
HETraTHUBHBIX JEHCTBUI CBSI3aHHBIX C YEJIOBEYECKUM (haKTOPOM.

9.3 Opranu3auuoHHble (AAMUHUCTPATHBHbIE) MePbI 3aIIUTHI

Opranu3anyoHHbIe (aIMUHUCTPATUBHBIC) MEPHI 3AIIUTHI - 3TO MEPbl OPraHU3aLUOHHOTO
XapakTtepa, periaMeHTHpyomme mnponecchl (yaknuonupoBanus HWCII/IH, wucmons3oBanue
pecypcoB UCII/IH, paedarenbHOCTh OOCIY)KMBAIOUIETO IEpCOHaNa, a TakXke MOPAJoK
B3auMoieiicTBusl moiw3oBareneid ¢ MCII[IH Takum oOpa3om, 4ToObl B HAMOOJBIICH CTENEHU
3aTPYAHUTh WM MCKIIOYMTH BO3MOXKHOCTb peai3alliil yrpo3 Oe30MacHOCTH WIM CHU3UTh
pa3mep MOTeEPh B CIIyYae UX peaanu3alni.

I'maBHass 1enp  agMUHUCTPATHUBHBIX ~ MEp, NPEANPUHUMAEMBIX Ha  BBICIIEM
yIpaBjIeHYECKOM ypoBHE — cpopmupoBatrh [lonutuky mHdopmannonHoir 6ezomacHoctu I1/1H
(oTpaxkarollyr0 MOJIXOAbI K 3aluTe HH(pOpMAlMU) U OOECHEeYUTh €€ BBIOJHEHHE, BBIICIASA
HEOOXOIUMBIE PECYPCHI U KOHTPOJIUPYS COCTOSIHUE JIEJI.

Peanuzanus IMomutuku nndopmarnmonHoit 6e3onacuoctu [1/ln 8 UCIIAH cocrosaT u3
Mep aAMHUHHCTPATUBHOTO YPOBHS M OPraHM3alMOHHBIX (IPOLEAYPHBIX) MEp 3allUThI
UHpOpMaLIUH.

K anMuHHCTpaTUBHOMY YpPOBHIO OTHOCATCS PELIEHMs] PYKOBOJCTBA, 3aTparvBaroliye
nesrenbHocTs MCITJIH B menom. OTu pemieHus 3akpemsitores B [lonuTtuke nHGOpMarmoHHON
6e3omacHocTH. [IpuMepoM TakuX pereHuil MOryT ObITh:

— MpUHATHE peleHus O (HOPMUPOBAHMM MM TIEPECMOTPE KOMIUIEKCHOW IMPOrpamMMbl
obecnieuenus 6e3onacHocTH [1/1H, onpeesieHue OTBETCTBEHHBIX 3a €€ pean3altio;
— (¢opMyIMpoBaHUE LIeJeH, MOCTaHOBKA 3a/1a4, OINpe/eJeHIe HalpaBICHUN NesSTeIIbHOCTH

B obOsactu 6e3omacHoctu [1]1H;

— MPUHATHE pElIeHWH IO BOMPOCaM pealMu3alluy IMPOrpaMMbl OE30MaCHOCTH, KOTOpHIE
paccMaTpUBAIOTCS HA YPOBHE Y UPEXKACHUS B LIETIOM;
— obecrieueHre HOPMATUBHOM (TIPaBOBOIA) Oa3bl BOMPOCOB OE30MACHOCTH H T.II.

[TonuTuka BEpXHEro YpOBHS JOJDKHA YETKO OYEPTUTH Cepy BIMSHUS U OIPAaHUUYECHUS
npu onpeseneHuu 1enei 6e3onacuoctu I1J[H, onpenenuts kKakuMu pecypcamu (MaTepHallbHBIE,
NepcoHas) OHM OyAYT IOCTUTHYTHl U HAaWTH pa3yMHBIH KOMIIPOMHUCC MEXAY MPHEMIIEMBbIM
ypoBHEM 0€30MacHOCTH U GpyHKIHOHATbHOCTHIO UCTI/IH.
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Ha opranuszaninoHHOM ypOBHE ONPEAEsOTCS MPOLEAYphl U MPaBUIa JOCTHKEHUS 1eJei
u pemenus 3a1a4 [lomutukn napopmanmonHoit 6e3omacHoctu [1/{H. DTH paBuIa onpenesior:

— KakoBa 00JacTh MPUMEHEHHMSI MOMUTUKH Oe3onacHocTH [1]1H;

— KaKOBBI pOJIM U 00S3aHHOCTH JIOJKHOCTHBIX JIMII, OTBEYAIOIUE 32 TPOBECHHE MOTUTUKH
6e3omacHoctu [1/]H, a Tak e UX yCTaHOBUTH OTBETCTBEHHOCTB;

— KTO UMeeT Ipasa gocryna k [1J1H;

— KaKHMH MepaMH | cpelicTBaMu obecnieunBaercs 3ammuTa [1)]H;

— KaKUMM MEpaMU U CPEACTBAMU OOECIIEUMBAETCS KOHTPOJIb 332 COOJIIOIEHUEM BBEIECHHOIO
pexxuma 6e30MacHOCTH.

OpraHuzalvoOHHbIE MEPBI IOJIKHBI:

— MpeaycMaTpuBaTh  PErVIaMEHT  HMH(OPMAIMOHHBIX  OTHOIIEHUH,  HCKIFOYAIOLIMX
BO3MOXKHOCTbh HECAaHKI[HOHUPOBAHHBIX JIEHCTBHIA B OTHOLIEHUN OOBEKTOB 3aILUThI;

— OIpENesATh KOAIMIMOHHBIE UM HEPapXWYECKHE NPHUHLMIBI U METOJbl pa3sTpaHUYCHUs
nocryna k [1/1x;

— OoIpeAensaTh MOpPsSIOK padboThl C HPOrpaMMHO-MATEMAaTUYECKUMH U TEXHUYECKUMHU
(anmapaTHbl€) CpeICTBAMHU 3alUThl U KPUITOZALUTHI U IPYTUX 3alIUTHBIX MEXaHU3MOB;

— opranuszoBarb  Mepel  nporusogeiictBus  HCJI  monp3oBatesnssMu  Ha  Jranax
ayTeHTU(UKALMK, aBTOpPHU3alMM, WACHTU(GHUKAIMM, OO0ECHeUHBAIOUIMX TrapaHTUU
peanu3auy MpaB U OTBETCTBEHHOCTH CYOBEKTOB MH()OPMAIIMOHHBIX OTHOIICHHH.

B opranuzannoHHbie MEPHI JOTKHBI COCTOSITh U3:

— pernamMenTa gocryna B nomenienus UCIIH;

— MOPSAOK JIONYCKa COTPYAHUKOB K Hcnob3oBanuio pecypcoB UCII/IH Yupexnenus;

— perjJiaMeHTa TMpOILIECCOB BeAeHUA 0a3 JaHHBIX U OCYIIECTBICHHUS MOAM(PUKAIUI
UH(OPMAaIIMOHHBIX PECYPCOB;

— perJlaMeHTa MPOIIECCOB OOCITYKUBAHUSI U OCYILECTBICHUS] MOAU(DUKAIIMKM alllapaTHBIX U
nporpaMMmHbIx pecypcoB UCII1/IH;

— uHctpykiuid none3oBatened MCII[In (agmunuctpatropa WCII[H, ammuaHCTpatopa
6e3omacHocTH, oneparopa UCIT/IH);

— HHCTPYKUUSA M0Jb30BATENS TPU BOZHUKHOBEHUHU BHEUITATHBIX CUTYAIIH.

9.4 ®u3uyeckne Mepshl 3aLUTHI

®usnyeckue Mepsl 3alIMThl OCHOBAaHbI Ha NPUMEHEHUH PA3HOTO POAA MEXAHMYECKHX,
JJIEKTPO- WU DJIEKTPOHHO-MEXAaHUYECKUX  YCTPOMCTB U COOPYKEHMH, CIELUAIBHO
NpeIHAa3HAYEHHBIX JJIS CO3/aHus (U3MYECKHUX TPENATCTBUH HA BO3MOXHBIX IYTAX
IIPOHMKHOBEHUs M [JOCTYyIla IMOTCHLMAJIBHBIX HApYIIUTEIEH K KOMIIOHEHTaM CHUCTEMBI M
3alUIIaeMoil nH(OpMaIUY, a TaKkKe TEXHUYECKUX CPEJCTB BU3yaJbHOTO HAOMIIOEHUS, CBA3U U
OXpPaHHOHN CUTHAJIU3ALUH.

O®uznyeckas 3allldTa 3JaHUN, MOMEIIEHUH, OOBEKTOB M CpeICTB HH(OpMaTH3alUU
JIOJIKHA OCYILECTBIIATHCS IIYTEM YCTAHOBIIEHUs COOTBETCTBYIOIIUX ITIOCTOB OXPaHBbI, C IIOMOIIBIO
TEXHUUYECKHUX CPEICTB OXpaHbl WU JIFOOBIMH JPYTMMHU CHOCO0aMH, MPEAOTBPAIIAIONIUMHU HIIN
CYLIECTBEHHO 3aTPYyAHSIOIMMU IIPOHMKHOBEHUE B 3[aHUE, IOMEILUECHHUs ITOCTOPOHHUX JIUIL,
XUIIeHNEe WH()OPMAIMOHHBIX HOCHUTENEH, caMHX CpelCcTB MH(QOpMATH3aIUH, HCKIIOYAOIUMU
HaXO0XXJICHUE BHYTPU KOHTPOJIUPYEMOi (0XpaHsAeMOit) 30HbI TEXHUUECKUX CPEJCTB Pa3BEIKH.
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9.5 AnmnapaTHo-nporpaMmmHuble cpeacTsa 3ammThl [11H

TexHuueckue (ammapaTHO-MPOTrPAMMHBIE) MEPBI 3alllUThl OCHOBaHbI HAa MCIOJIb30BaHUU
Pa3IMYHBIX IEKTPOHHBIX YCTPOMCTB U CHELHANIBHBIX NTporpamMm, Bxoadumux B coctaB UCII/IH u
BBIMOJHSIONINX (CAMOCTOATEIBHO WM B KOMILUIEKCE C APYTMMHU CPEICTBAMU) (DYHKLIHU 3aIIUThHI
(uneHTU(UKAUIO U ayTeHTU(UKALUIO MOJIB30BaTENeH, pa3rpaHUUYCHUE JOCTyIa K pecypcam,
PErucTpalnio coObITUH, KpUNTorpaguueckoe 3akpeiTe HHGOPMALIUU U T.1.).

C yderom Bcex TpeOoBaHUU M MpUHIUNOB oOecnieueHus: 6e3omacuoctu [1/1n B UCITIx
[0 BCEM HANpaBJICHHUSAM 3alllUThl B COCTaB CHUCTEMBI 3alUTHl JOJDKHBI OBITH BKJIIOYECHBI
CJIEYIOIINE CPECTBA!

— cpeactBa wuaeHTUPUKaUM (OMO3HABAHUSA) W ayTCHTH(PUKAIMK  (TIOITBEPKIACHUS
noyinHHOCTH ) nofib3oBarened MCIH;

— CpeICTBa pasrpaHUyYEHUs] JIOCTYIa 3apErUCTPUPOBAHHBIX I0JIb30BATECH CHUCTEMBI K
pecypcam UCITIn Yupexaenus;

— cpeacTBa 00ecnedyeHUs U KOHTPOJS LEIOCTHOCTH IPOrpaMMHBIX M HMH(OPMalMOHHBIX
pecypcos;

— CpEeICTBa ONEPATUBHOIO KOHTPOJISI U PETUCTPALIUN COOBITHI O€30MacHOCTH;

— Kkpunrorpaduueckue cpeactna 3amurth [1J]H.

VYcnemHoe NpUMEHEHHWE TEXHUYECKUX CPEACTB 3alIMThl HAa OCHOBAaHUM MPUHLIMUIIOB
(paszmen S5) mpexarnosiaraeT, YTO BBITOJIHEHUE IEPEUMCIICHHBIX HI)KE TPEeOOBAaHUU OOECIICUEHO
OpPraHU3aI[MOHHBIMH  (aIMUHUCTPATUBHBIMH) MEpaMH U HCIOJIb3YEeMbIMH (PUINUECKUMU
CPEJICTBAaMU 3aIUTHI:

— obecneueHa ¢puznueckas 1enoctTHocTh Beex komnoHeHT UCITH;

— Kaxablii coTpyaHuk (monb3oBarens WCIIJIH) unm rpynma mosb3oBareiel  MMeer
YHUKAJIbHOE CUCTEMHOE UMSI U MUHUMAJIbHO HEOOXOAMMBIE ISl BBITIOJHEHUS UM CBOMX
(GYHKIIMOHAIBHBIX 0053aHHOCTEN MOJTHOMOYHS 110 IOCTYIY K pecypcaM CUCTEMBIL;

— B UCII[JH VYupexnaenus pa3paboTka M OTJIaJKa MPOTpaMM OCYIIECTBISETCS 3a
npeaenamu UCII/IH, Ha ucipITaTeIbHBIX CTEHAX;

— BCE W3MEHEHHUs KOHQUTYpalluu TEXHHUeCKUXx u mporpammubix cpeacts HCIIIx
IIPOU3BOJATCS CTPOrO0  YCTAHOBJEHHBIM  MOPSIAKOM (peructpupyrotcs u
KOHTPOJIMPYIOTCS) TOJIBKO HA OCHOBAaHUM PacloOpsLDKEHUN PYKOBOJCTBA Y UpExkICHNUS;

— ceTeBoe 00OpynOBaHWE (KOHILIEHTPATOPhI, KOMMYTAaTOpPbHI, MapHIpyTH3aTOpPhl U T.II.)
pacroiaraeTcsi B MecTax, HeIOCTYITHBIX JIJISl MOCTOPOHHUX (CHEeIHaTbHBIX MOMEIICHHUSX,
mkadax, u T.11.).

CnenmnanucraMu  YUpexIeHUsT OCYIIECTBIIETCS  HENPEPHIBHOE  YIOPAaBJICHUE U
aIMUHUCTpPATUBHAS MOICPKKA (PYHKITMOHUPOBAHUS CPEJICTB 3AIIUTHI.

10 Kontpoab 3¢pdextuBHoctu cucrembl 3auTsl UCIIIH Yupexaenus

10.1 Kontpons s>¢pdextuBrocTr C3II/IH H0WKEH OCYIMIECTBISETCS HA TMEPUOINICCKOM
ocHoBe. llenpto  KoHTposs  3(PPEKTUBHOCTH  SIBISETCS  CBOEBPEMEHHOE  BBISBIICHHE
HeHaexXamux pexumMoB pabotel C3IIIH (oTKiIIOYEHHE CpEeACTB 3allUThI, HapylIEHUE
PEKUMOB  3aIUTHI, HECAHKIIMOHHMPOBAHHOE WM3MEHEHHE pEeXHMa 3alluThl M T.I.), a Tak
IIPOrHO3MPOBAHUE U IPEBEHTUBHOE pearupoBaHUe Ha HOBBIE yrpo3bl Oe3omacHocTH [1/]H.

10.2 KoHTposb MOXET MPOBOAMTHCS Kak agMuHHMCcTparopamu OesomacHoctu MCII/Ix
(omepaTUBHBIA KOHTPOJIb B Mporiecce uwHpopmamnronHoro 3aumozeiicteus B MCII/IH), Tak u
IIPUBJIEKAEMBIMH JUIsl 9TOW LIEJIM KOMIIETEHTHBIMU OPTraHU3alMsIMM, UMEIOIIMMHU JINLEH3UIO Ha
9TOT BUJ JeaTenbHOCTH, a Takke DCTIK Poccun 1 ®CB Poccun B mpenenax ux KOMIETEHITUH.
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10.3 KoHTposib MOXET OCYLIECTBIATHCS aAAMHHUCTPATOPOM O€30MacHOCTH KakK C
MOMOIIBIO IITATHBIX CPEACTB CHCTEMbl 3amuThl [1J[H, Tak W C TMOMOIIBIO CIEIUATBHBIX
IPOTPAMMHBIX CPEICTB KOHTPOJISL.

10.4 Omuenka »ddexTuBHOCTH Mep 3amuThl [I/I[H TpoBOIUTCA ¢ HCMOIB30BAHUEM
TEXHUYECKUX U TMPOTPAMMHBIX CPEJCTB KOHTPOJS HA MPEAMET COOTBETCTBUS YCTAHOBJICHHBIM
TpeOOBAHUSIM.

11 Cepsbl oTBeTcTBeHHOCTH 32 Oe3onmacHocTh I1/IH

OTBeTCTBEHHBIM 3a pa3pabOTKy Mep M KOHTpPOJIb Haja olecredeHueM Oe30HmacHOCTH
MEPCOHANIBHBIX ~ JAHHBIX SBJSETCA PYKOBOAMUTENIb YUpexkJaeHus. PyKoBoauTenb MOXKET
JIEJIETUPOBATh YaCTh OJTHOMOYHI 110 00ecrieueHUI0 O€30MaCHOCTH MTEPCOHANBHBIX TAHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOIUTENS BKIIOYACT CICAYIOIIAE  HAMPABICHUS
obecneuenus 6e3omacuocty [1/1H:

— IlmanupoBanme U peanusanus Mep mo ooecrnedeHuto 6e3omacuoctu [1/1H;

— Amnanus yrpo3 6e3omnacuoctu [1/1H;

— Pa3paboTky, BHeJpeHrEe, KOHTPOJIb UCIOIHEHUS U MOJAEepPKaHUE B aKTyalbHOM
COCTOSIHUM IOJIUTUK, PYKOBOJCTB, KOHUENUHWN, TMPOUEAYp, PErJIaMEHTOB,
WHCTPYKIIUA ¥ JPYTUX OPTraHU3alMOHHBIX JOKYMEHTOB II0 OOCCIICUCHUIO
0€e30I1aCHOCTH;

— KonTpons 3anmmennoctu UT undpactpykryps Kommnanuu ot yrpo3 Ub myrewm;

— OOyuenne u mHpopMupoBanue mnonb3obarencii UCII/H, o mopsake paboTsl ¢
I1/IH 1 cpencTBaMu 3alIUTHI;

— IlpenorBpaiieHue, BBISBIECHUE, PEArMPOBAaHUE M PACCIEIOBAHME HAPYIICHUM
oe3omacuoctu I1/1H.

[Tpu B3auMoneiCTBUM CO CTOPOHHUMM OpPTaHU3ALUSAMH B CIydasx, KOI/la COTPYAHUKAM
TUX OpraHM3allMid MTPENOCTaBIsAETCS JOCTYH K OObekTaMm 3amuThl (paznen 3), ¢ 3TUMHU
OpraHu3alUsIMM JIOJDKHO OBITh 3ariitoueHo «CornameHue o KOH(UACHIUATILHOCTH», JMO0
«Cornamenue o cobmonennn pexkuma 6e3omnacHoctu [1JIn npu Beimoanenun padot B UCTI .
[TonroToBka THUIMOBBIX BapUaHTOB JTHUX COIJIALIEHUH OCYIIECTBISIETCS COBMECTHO C
KOpunuueckum otaenom.

12 Mopeab HapymuTes 0e30MacHOCTH

Ilong HapymmrenreM B VYUpexXAEHMM IOHHMAETCS JIMLIO, KOTOPOE B pe3yJbTare
YMBIIJIEHHBIX WM HEYMBIIIJICHHBIX AEHCTBUI MOXKET HaHECTH yliepd 00beKTaM 3aluThl.

Hapymmrenn mnoapasnensitorcss mo mnpusHaky mnpuHaanexxHoctu k MCIIIx. Bcee
HapYIIUTEIN JEIATCS Ha JBE TPYIIIBL:

— BHEIIHKWE HapyluTeIu — (PU3HUecKUe JIMla, He UMEIoIMe MpaBa npedbIBaHUs HA
TEPPUTOPUU KOHTPOJIIMPYEMOM 30HBI, B IIpelenax KOTOpOM pa3mMeliaercs
ob6opynoBanue UCII/IH;

— BHYTPEHHHUE HapyIIUTEIU — QU3NYECKHe JMIIA, UMEIOIKe MpaBo MpeObIBaHUS Ha
TEPPUTOPUN KOHTPOJIMPYEMOM 30HBI, B IIpelenax KOTOpOW pa3zMeniaercs
ob6opynoBanue UCII/H.

Knaccudpukanuusa HapymuTeneid mnpeacraBieHa B Mojenn yrpo3  0€30MacHOCTH
MEepPCOHANBbHBIX NaHHbIX Kaxaou NCII/H.
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13 Moaeab yrpo3 6e30nacHOCTH

Hnsa UCIIn VYupexaeHus BBIACIAIOTCS CJICAYIOIIMNE OCHOBHBIE KaTeropuu Yrpo3s

0€e301acHOCTH INEPCOHATIBHBIX JaHHBIX:

1.
2.

Yrpo3bl OT yTEUKH 110 TEXHUUYECKUM KaHaJIaM.

VYTpo3bl HECAHKLIIMOHUPOBAHHOIO JOCTYIA K HUH(POpMALIUU:

Yrpo3pl  yHuYTOXKEHMs, XulieHus anmnapatHeix cpeactB  MCIIJIH  Hocuteneit
uHpopmanuu mytem ¢uszndeckoro aoctymna K nemerntam UCIT/IH.

Yrpo3bl  XUIICHHS, HECAHKIMOHUPOBAHHOW MOMUGUKAIMA WIH  OJOKHPOBAHUS
uHpopMalu 3a cyeT HecaHKnuoHupoBaHHoro pgoctyna (HCI) ¢ npumeHeHuem
POrpaMMHO-AINAPATHBIX W TPOTPAMMHBIX CpPEACTB (B TOM YHCJIE MPOTPaMMHO-
MaTeMaTHYECKUX BO3JICHCTBUM).

Yrpo3bl HenmpeIaHaMEepeHHBIX JEHCTBUN TOJIb30BATENICH W HapyIICHUH Oe30MacHOCTH
¢dbyukuonupoBanust MCII[n u C3II/In B ee cocrtaBe u3-3a c00E€B B MPOrpPaMMHOM
obecrieueHnH, a TakXKe OT Yrpo3 HEAHTPONMOTeHHOro (cOOeB ammaparypbl H3-3a
HEHA/IeKHOCTU DJIEMEHTOB, COOEB AJIEKTPOMHUTAHUSA) M CTUXHHHOTO (YZapOB MOJIHHM,
M0’KapoB, HABOJAHEHUH U T.I1.) XapaKTepa.

Yrpo3sl IpeAHaMEPEHHBIX ACHCTBUN BHYTPEHHUX HAPYLINUTEIEH.

VYTrpo3bl HECAaHKIMOHUPOBAHHOIO JJOCTYIIA 10 KaHaJaM CBS3H.

Onucanne yrpo3, BEpOATHOCTh UX peald3alldd, OIMACHOCTb M  aKTyaJbHOCTh

npecTaBieHbl B Mojienu yrpo3 0e30macHOCTH NepCcoHaNbHBIX AaHHbIX Kaxkaoi MCIT/H.

14 Mexanu3sm peaauzannu Konnenunu

Peanuzanms KOHI_Iel'II_H/II/I AOJIKHA OCYHICCTBIIATHCSA Ha OCHOBE IEPCIICKTUBHBIX MTPOTpaMM

H IJIaHOB, KOTOPBIC COCTABJIAKOTCA HAa OCHOBAHUHN U BO UCIIOJIHCHUC!

— (¢enepanbHBIX 3aKOHOB B 00J1aCTH 0OecrieueHus: HHPOPMAIIMOHHOM 0€30MacHOCTH
Y 32U THl HTHPOPMAIUH;

— noctanoBneHuil [IpaBurensctBa Poccniickoit denepanmu;

— PYKOBOJSIIUX, OPTraHU3AIMOHHO-PACIIOPSTUTEIIBHBIX U METOTUICCKIX
nokymeHToB @CTIOK Poccuu;

— notpednocteit UCII/IH B cpencTBax obecrneueHus: 6€30macHoCTH HH(OPMALIUH.

15 Oxupaembliii 3¢pdext ot peasmzanun Konuenuuu

Peammzanms Konnenmuu 6e3onacuoctu I[1/1r B UCITH mo3BowT:

— OUEHMUTH cocTosiHue Oe3onacHocTH MHpopmanuu VCIIJIH, BBIIBUTH MCTOYHUKU
BHYTPEHHUX M BHEUIHMX Yrpo3 HMH(POPMALMOHHOW OE30MacHOCTH, ONpPEHCTUThH
IPUOPUTETHBIE HANpPaBJICHUS NMPEAOTBPAIICHUS, OTPAXKEHUS U HEUTpau3aluu
3TUX yrpo3;

— pa3paboTaTh pacnopsaUTENbHbIE U HOPMATHBHO-METOIMYECKHE JOKYMEHTHI
npumenutensHo kK UCII/IH;

— mnposecTH kiaccuduxanuio u cepruduxanuto UCIIH;

— IPOBECTH OPraHM3aLMOHHO-PEXMMHBIE W TEXHUUYECKHE MEPONPHUITHS IO
obecnieuenuro 6e3omacHoctu [1/n B UCIT/H;

— o0ecrnieunTh HEOOXOIMMBIN YPOBEHB O€30MaCHOCTH OOBEKTOB 3AIIUTHI.
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OcyIecTBICHHE JTHX MEPONPUSATUI O00ECIEeUUT CO3JaHUe EAWHON, IEIOCTHOW U
CKOOPJIMHUPOBAHHOW cucTteMbl mHpopmarmonHoit 6e3onacHoctr MCIIJIH u co3mact ycioBus
JUISL €€ JAJIbHEHNIIIET0 COBEPILIEHCTBOBAHMS.

IToarorosneHo:

HavanbHuk yrpaBieHust THPOPMAIMOHHBIX
Y TEIIEKOMMYHHKAITHOHHBIX TEXHOJIOTHIA

1 nH()OpPMAITMOHHOM 0€30MMacHOCTH
Cémoukun A.H.
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be3 nooi 00Kymenm Oeit,

25.08.2014, 12:22

8 uacoe nocne pacnewamxu. /lama u 6pems pacnevamiu:

cmp. 26 u3 28




Ipunoxenune B

®. 1-03
JIMCT perucrpauuu u3MeHeHHu i
Howmep nmcta (cTpaHuiisn) Bcero [Toanucs,
Ne AHHY- JIUCTOB OUO, BHOCHB-
U3MEHe 3ame- JIUPO (mocne Hlara Brece- OCYIIECTBIISIOIIETO Iero
HeH- | HoBoro P HUS Y N
HUSA Horo BaH- n3Me- BHECCHUE M3MCHCHHI nu3Me-
HOTO HEHUH) HEHUS
. Bes noo 0 oei 8 » .l uamku:
Bepcuﬂ. 01 2583082014’ 12021(éwuenm uacoe nocie pacnevyamku. ama u 6pemMa pacneuamsu. cmp. 27 u3 28




IIpuiaoxenue I'

®. 1-04
JIucT ydera nepuoHYECKUX MPOBEPOK
Jlara ®OUO nuna, ITonnuce numna,
POBEDKHU BBIIIOJIHUBIICTO BBIITOJIHUBIICTO (DOpMy.TII/IpOBKI/I 3aMeYaHUuM
DOBEP IPOBEPKY IPOBEPKY
1 2 3 4
be3 noo 00Kymenm Oeit, 8 uacoe nocne pacnewamxu. /lama u 6pems pacnevamiu:

Bepcus: 01 2e 08 a01a 1575 cmp. 28 uz 28




