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1 IIOSICHUTEJIBHAS 3AIIUCKA

1.1 Heab AUCHUIIMHBI: O3HAKOMJIEHHE ¢ 0011Ie# TpobaemMoit nHdopMaImoHHoM O6e30mac-
HOCTU HH(OPMAITMOHHBIX CUCTEM, OPTaHU3AIMOHHBIMY, TEXHUICCKIUMH U JPYTUMH METOJaMH U
CpeICTBAaMU 3alUThl UH(POpPMALIUU, C 3aKOHOAATEIHCTBOM M CTaHJApTaMU B 3TOH 00s1acTu, ¢ Co-
BPEMEHHBIMU KPUIITOCHCTEMaMH, C KOMITbIOTEPHBIMH CPEACTBAMH PEaTH3alMU 3aIIUTH B HHOP-
MAaI[MOHHBIX CUCTEMaX, U3yYeHHE METO0B HICHTU(UKAIIUH [10JIb30BaTeNei, 00pbObI C BUpyCcami;
OcBOCHME (PyHIaMEHTAIBHBIX 3HAHUK B 00J1aCTH MH(OPMAIIMOHHON 0€30MaCHOCTH U BHIPAOOTKA
MPAKTUYECKUX HABBIKOB IPUMEHEHHUSI 3TUX 3HAHUU.

1.2 Mecto aucuuniaunsl B crpykrype OOIL: ducinnnuna « MTadopmannonnas 6e3omac-
HOCTB» OTHOCHUTCS K JAUCIHMILIHHAM 00s3aTenbHoi yactu 610ka b1 (51.0.24).

Conepxanne quctumuinHbl «HPOpMamonHas 6€30MacHOCThY BXOIUT B HEOOXOTUMBIIA
MUHUMYM TpodeccuoHanbHbix 3HaHUM. [IpenogaBanne aucuunnunsl «MHpopmanonnas 6e3-
OIIaCHOCTBY CBSI3aHO C IPYTMMHU JTUCIHUILTMHAME POPECCHOHATHLHOTO KA K APXUTEKTYpa KOM-
NBIOTEPHBIX CETEH CeTH», K APXUTEKTYpa HH(HOPMALIMOHHBIX CHCTEM.

1.3 IncuunjimHa HanpaBJieHa HA (popMHUpoOBaHue ciaeayomux komnerenuuii: OITK-

- OIIK-2. CriocobeH NMpUMEHATh COBPEMEHHBIM MaTeMaTUYeCKHUi anmapar, CBSA3aHHBIN C
MIPOCKTUPOBAHUEM, Pa3pabOTKOM, peanrn3alrell U OLIEHKON KauecTBa MPOrPaMMHBIX MPOAYKTOB U
IPOTPaMMHBIX KOMIUIEKCOB B Pa3JIMYHBIX OOJIACTSAX YEJIOBEUYECKOH NEeSATEIbHOCTH, HHAUKATO-
PaMM JIOCTH)KEHUSI KOTOPOU SIBJISETCS:

e OIIK-2.1 —3HaeT: MaTeMaTHYECKHE OCHOBBI IIPOTPAMMHUPOBAHMS U SI3BIKOB MPOTPaM-
MHUPOBaHMs, OpraHu3aluu 0a3 JaHHBIX U KOMIIBIOTEPHOTO MOJICIMPOBAHUS; MAaTEMAaTUYECKUE Me-
TOJIBI OLIEHKU Ka4eCTBa, HAJIE)KHOCTU M 3PPEKTUBHOCTH MPOTPAMMHBIX MPOYKTOB; MaTeMaTuye-
CKHE METOJIbl OpraHu3alMi HH(POPMAIIMOHHON 0€301MacHOCTH MpH pa3pabOTKe M IKCIUTyaTalluu
IPOrPaMMHBIX IPOAYKTOB U IPOIPAMMHBIX KOMILIEKCOB.

e OIIK-2.2 — ymeeT HCIIOIB30BaTh ATOT anmapar B Mpo(ecCHOHANTBHON JesITeTbHOCTH.

e OIIK-2.3 — uMeeT HABBIKH NMPHUMEHEHHUs JTaHHOTO MaTeMaTHYECKOTO armapara MpH
pELIEHNN KOHKPETHBIX 3a1a4.

1.4 TlepeyeHb NJIAHUPYEMBIX Pe3yJIbTATOB 00y4eHMs. B pe3ynbraTe U3ydeHus qUCLu-
IUTMHBI CTYACHT JJOJKEH
3HATh:

® 3HaTh PaBOBbIE OCHOBBI HH(OPMAIIMOHHOMN 0€30MacHOCTH U 3alUThl HH(pOPMALINH;

e OIpeereHne OCHOBHBIX MOHATHH 3allIUThl MHPOPMALIMHU, TUTIOBBIE TPOrpaMMHO-aIapar-
HBIC CPECACTBA U CUCTCMBI 3aIIUTHI I/IHCbOpMaI_[I/II/I OT HCCAHKIOUOHUPOBAHHOI'O AOCTYIIa B
KOMITBIOTEPHYIO CPELY;

e crnocoObl MU(pPOBaHUS KOMIBIOTEPHBIX JAHHBIX, CTAHAAPThI, MOJEIH U METOJIbI IIU(PO-
BaHMUA;

® [PUHIUIBI KpUNTOrpadguyeckux npeodpa3zoBaHuii, AUCKpEeTHOE Mpeoldpa3oBanue Dypbe;

® THUIIOBBIC CPCACTBA 3AIIUTHI I/IH(l)OpMaIII/II/I 1 BO3SMOXHOCTH UX UCIIOJIB30BaHUA B PCAJIbHBIX
3ajauax CO3/1aHus U BHEAPEHUs HH(OPMAIIMOHHBIX CHCTEM;
yMeTb:

® yMeTh peaI30BbIBATh MEPONPUATHUS AJIs OOECTieueHus Ha MPEeANPUATHH (B OpraHu3alin)
JeSITeIbHOCTH B 00J1aCTH 3aIUTHl HH(pOpMaIum;

® [IPOBOJUTH AHAJIU3 CTENEHH 3ALIUIIEHHOCTH MH()OPMAIIMN U OCYLIECTBIIATH MOBBIILICHUE
YPOBHA 3allIUTHI C YUCTOM Pa3BUTUA MATCMATHYCCKOI'O U IPOTrPpaMMHOTO o0ecreyeHnst BEI-
YHUCJIIMTCIBHBIX CUCTCM,



e paspabarbIBaTh CPEACTBA U CUCTEMBI 3aLIUTHI HHGOPMAITUU
BJIA/1€Th:

® METOJaMH 3alUTHI IPOrPaMM OT BUPYCOB;

® HaBBIKAMHU ayTEHTU(UKAIIMH [10JIb30BATEICH.

1.5 O6mas TpyroeMkocTh AucuMIUIMHbI «HQOpManmonHas 6€30mMacHOCThY COCTaB-
asiet 4 3auetHblie eaunuiisl (nanee — 3E) (144 yaca).

[Iporpamma mpeaycMaTpruBaeT U3ydYeHHE MaTepuaia Ha JIEKIUAX W MPAKTHUYCCKUX 3aHs-
tusx. [IpeaycMoTpena camocTosTeNibHas paboTa CTYISHTOB 110 TeMaM U pazzaenam. [Iposepka 3Ha-
HUW OCYIIECTBIIsACeTCA (PpOHTAIBHO, MHINBHUIYAIBHO.

1.6 O0beM JUCUMIITIMHBI M BUAbI Y4€OHOM 1eATeJIbHOCTH

O0beM TUCHHILUIMHBI M BH/IbI YUe0HOI JiesiTeJIbHOCTH (04uHast popMa o0yueHuUs)

Buj y4eOHoii padoThI Bcero yacos Cemectp 7
OO61mas Tpya0eMKOCTh 144 144
AynUTOpHBIE 3aHATHS 54 54
Jlekuun 34 34
JlabopaTopHbie pabOThI 20 20
CamocrosTenpHas padbora 54 54
Bun utToroBoro KOHTpOJIs 36 JK3aMeH

2 YYEBHO-TEMATHUYECKOE IINTAHUPOBAHHUE
2.1 Oynasn ¢opma o0y4eHus

Y4yeOHO-TEeMAaTHYECCKUH IIJIAH

AyIMTOPHBIC 3AaHATHS Camocrosi-
HaumenoBanue Bcero
Ne JlabopaTop- TeJbHas
TeM (pa3aesioB) 4acoB Jlekuuu
Hble padoThI pabdora

BBenenue B unpopmanon-
Hy10 6e3omacHocTh. O01mas
npobaemMa nHOOPMAITMOHHON 4 2 2
6e30macHOCTH HH(POPMAIIUOH-
HBIX CHCTEM.

OOu1ecucTeMHbIE OCHOBBI 3a-
IATHI THPOPMAIIHA H TIPO-
1ecca ee 00paboOTKH B BBIYHC-
JINTENLHBIX CUCTEMAX. 3alnuTa
uH(bOpMaIIUY TIPU peain3auu 8 4 4
MH(POPMAITMOHHBIX TTPOIIECCOB
(BBOJ, BBIBOJI, IIEepeaya, oopa-
00TKa, HAaKOIJIEHUE, XpaHe-
HHUE)




[TpaBoBoe OOecIIcUeHHE UH-
(dhopMaImoHHON 6€30MacHOCTH

OpranuzannonHoe odecrieye-
HUE HH(POpPMAITMOHHOM 0e3-
OIAaCHOCTH

Texnnueckue cpeacrBa odec-
nedeHust tHHOPMaIIHOHHON
0€30MacHOCTH

3amra HHGOPMALIUHU OT He-
CaHKIIMOHUPOBAHHOIO JI0-
cryna. IIpegorBpanieHue He-
CaHKIIMOHUPOBAHHOIO JI0-
CTyIla K KOMIIBIOTEPHBIM pe-
cypcam U 3aIuTa Iporpamm-
HBIX CPEJCTB

3ammra OT KOMIIbIOTEPHBIX
BHUPYCOB

MaremaTuueckue 1 METOJu4e-
CKHe cpeacTBa 3amuThl. Kpun-
Torpaduyeckoe 3aKpbITHE UH-
dbopmanuu

20

10

YHUYTOKEHHE OCTAaTOUYHBIX
JTAHHBIX

10.

3amuTa oT noTepu UHdopma-
LIUU U OTKA30B MPOTPaMMHO-
annapaTHbIX CPEJICTB

11.

KomnsrorepHsie cpeacTsa pea-
JU3aIMH 3aUThl B THPOpMa-
IIMOHHBIX CHCTEMaX. 3aluTa
MH(}OPMALMOHHO-TIPOrpaMM-
HOTO oOecrieueHus: Ha YpOBHE
OTEPAIMOHHBIX CUCTEM

10

12.

3amura nHpoOpMaIuU Ha
YPOBHE CUCTEM YIIPABICHUS
0a3zaMH TaHHBIX

13.

Crnenuduyeckue 0COOEHHOCTH
3aIuThl HGOPMAIIUH B JIO-
KaJIbHBIX U FJ'IO63J'IBHI)IX KOM-
MBIOTEPHBIX CETAX

14

14.

[IporpamMma uHpopManoOHHON
6e3onacHoctu Poccun u mytu
ee peanusanuu. CoBpeMEHHBbIE
CpezcTBa 3alIUThl HHpOpMa-
uun ot HC/|

DK3aMeH

36

UTOTO

144

34

20

54




HNHTEepakTHBHOE 00yUYeHHE MO JUCHHUIIHHE

dopma Koa-
HHTEPAKTUB- BO
HOI'O 3aHATHA | YaCOB

HaumenoBanue Bun
TeM (pa3/aesioB) 3aHATUA

1. | Benenue B nHGOPMAIMOHHYIO OE€30MMACHOCTbD.
O6mras nmpo6siema nHGpOpMaMOHHOHN Oe3omac- JI
HOCTH MH()OPMAIIMOHHBIX CUCTEM.

2. | 3ammra nHGOpPMAIMKA OT HECAHKI[MOHUPOBAH-
Horo goctyna. IIpenorBpaienne HECAHKINO-
HUPOBAHHOTO JIOCTyIa K KOMITBIOTEPHBIM pe-
CypcaMm | 3aIlluTa IPOrPaMMHBIX CPEICTB
UTOro 18

Jlekuus-nuckyc-
cusa

10

JIb PaboTa B mapax 8

3 COAEP/)KAHUE TEM (PA3EJIOB)

1. BBEAEHUE B UH®OPMAILIMOHHVYIO BE30ITACHOCTbD. OBIIA S ITPOBJIEMA
MHO®OPMAILIMOHHOM BE30ITACHOCTH UH®OPMAILIMOHHBIX CUCTEM

[ToHATHE HAaLMOHANBHOM 6€30MacCHOCTH: BU/IbI OE30IACHOCTU: TOCYJApCTBEHHAs, SKOHO-
MHUYECKasi, OOIIECTBEHHAsI, BOCHHAsI, YKOJIOTHYECKas, THPOPMALIMOHHAS; POJIb U MECTO CHCTEMBI
obecrieuenuss nHGpopManmonHoi 6e3omacHocty (Mb) B cucreme HanmMoHaIbHON 0€30MMacCHOCTH
P®; noxrpuna Ub, ucropus npobiemsr Ub, yrpo3st Ub; meToas! u cpencrsa odecneuenus 1b;
METO0JIOTUYECKHE U TEXHOJIOTHYECKHE OCHOBBI KOMILIEKCHOT0 obecnieuenus: Ub; monenu, crpa-
TETUHU U cucTeMbl oOecrieuenus: Mb; MeToap! ynpaBieHus, OpraHu3alny U ooecredeHus: padboT mo
obecneuennto b; obecnieuenne b B HOpManbHbBIX M Ype3BbIUAHBIX CUTYalUSX; IPOOJIEMbI HH-
dbopmarmonHoi BoiHbIL. [Ipeamer 3anuTel. OCHOBHBIE COCTaBISAIONIME MHGOPMAITMOHHYIO 0e3-
OIaCHOCTb.

2. OBIHECUCTEMHBIE OCHOBBI 3AIIUTBI THOOPMALIMU U TTPOLIECCA EE
OBPABOTKUN B BBIYMCJIIMTEJIBHBIX CUCTEMAX. 3AILIMTA MHO®OPMAILIMN [1PU
PEAJIMBAIIMN MHO®OPMALIMOHHBIX ITTPOLIECCOB (BBOJ, BBIBO/, ITEPEJAYA,
OBPABOTKA, HAKOIIVIEHUE, XPAHEHUE)

CtpykTypa ¥ IpUHIHIG (YHKIMOHUPOBAHUS COBPEMEHHBIX BBIYHCIHUTENBHBIX CHCTEM.
[Tpobnembr obecrieuenus: 6e30nacHOCTH 00pPaOOTKU M XpaHEHUs] MH()OPMAIMKM B BBIYHCIUTENb-
HBIX CHUCTeMaX. ba3oBble ATarmbl MOCTPOSHHS CUCTEMBI KOMITJICKCHOM 3aIIUTHl BEIYMCIUTEIBHBIX
cucteM. AHalu3 MoZieiel HapyIuTess. Y Tpo3bl HHPOPMALMOHHO-TIPOrPaMMHOMY 00€CTIEYEHU IO
BBIYUCITUTENFHBIX CHCTEM U MX Kiaccuukanus. OyHKIUU CUCTEMBI 3aIIUTHI 110 MPEIYIIPEkKIe-
HUIO YIpO3 U YCTPAaHEHMIO MOCIENCTBUM ux peanuzanuu. Kiaccudukanus cnoco6oB U cpencTs
KOMIUIEKCHOH 3amuThl HHpopMarun. Kiaccupukarus MeTo10B 3aluThl HHPOPMAIIUU C UCTIOIh-
30BaHUEM IIPOrPaMMHO-AIAPATHBIX CPEJICTB BHIYUCIUTEIBHON CUCTEMBI.

OpraHn3anyoHHas CTPYKTypa CHCTEMBl KOMILIEKCHOW 3aIlIUThl WHPOPMAIMOHHO-TIPO-
rpaMMHOro obecrieueHus. YIpaBieHHe CUCTEMOM 3auThl. DyHKIUH sSApa CUCTEMbI KOMILIEKC-
HOU 3amuThl. MHOTOYPOBHEBAsI CTPYKTYpa CHCTEMBI 3aIIMTHl HA OCHOBE IPOTPaMMHO-armapaT-
HBIX CPEJICTB BBIYUCIUTENBHOI cucTeMbl. [IpoekTrpoBaHre CUCTEMBI 3AIIUTHI.

3. IPABOBOE OBECIHEYEHUE NTHOOPMAITMOHHOM FE30ITACHOCTH

IIpaBoBbIe 1 HOpMaTHUBHBIE aKkThI B o0nacT Mb. Poccuiickoe 3akoHOIaTEIBCTBO B 001aCTH
MH(OPMallMOHHON 0€30MaCHOCTH, 3aIIUThI FOCYAAPCTBEHHON TailHBbI M KOH(UIEHIIMAIBHON HH-
(opmanuu; KOHCTUTYLIMOHHBIE TApaHTHH MIPaB TpakKaaH Ha HH(GOPMAIIMIO U MEXaHU3M UX pealu-
3alli¥; MTOHATHE W BUJIBI 3alIUIIaeMoil WH(GOpMAIMK TI0 3aKOHOAATeNbCTBY PD; 3ammra wHTEN-
JIEKTYaJIbHOM COOCTBEHHOCTH CPECTBAMHU IMMATEHTHOT'O U aBTOPCKOTO MPaBa; MpaBoBas perjiaMeH-
Talysl OXPaHHOH eATEIbHOCTH; MEXAYHAPOIHOE 3aKOHOJATEIBCTBO B 00JIACTH 3aILUThI HH(OP-
marmu. O030p 3apyOeKHOTO 3aKOHOIATENIBCTBA B 001aCTH MH(OPMAITIOHHON 0€3011aCHOCTH.
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OneHouyHble CTaHAAPTHI U TEXHUUECKHe crienndukaniu. «OpaHxkeBas KHUTa» Kak OLlEHOY-
HeIid cTannapt. Pekomennanuu X.800. Crannapt «Kpurepun omeHKH 6€30macHOCTH WH(OpMAIIU-
OHHBIX TeXHOJOTHi». PykoBoasmue nokymenTsl ['ocrexkomuccuu Poccun.

4. OPI'’AHU3ALIMOHHOE OBECIIEUEHUME MH®OPMALIMOHHOM
BE3OITACHOCTH

OcHOBHBIE OTIpeNIeNIeHus] M KpUuTepuu Kiaccupukanuu yrpos. Ciyyaiinsie yrpossl. [Ipen-
HaMepeHHble yrpo3bl. OCHOBHBIE YIpO3bl LETOCTHOCTH, JIOCTYMHOCTH, KOH(MUIECHIHNATbHOCTH.
AHaiu3 ¥ OIleHKa yrpo3 nH(GOpMAIIMOHHON O6e30nmacHOCTH 00BEKTa; OIleHKa yiiepOa BCIIeCTBHE
MPOTUBOMNPABHOTO PACKPBITUS HH(OPMALIMK OTPaHUYSHHOTO JIOCTYIAa U MEPHI MO €ro JIOKaIu3a-
IIUH; CPEACTBA M METO/BI (PU3MUECKON 3aIIUTHl 0OBEKTOB; CUCTEMbI CUTHAJIN3ALIUH, BUACOHAOIIO-
JEHUS, KOHTPOJIS IOCTYIIa; CIy>k0a 6e30macHOCTH 00BEKTa; 10A00p, pacCTaHOBKA U paboTa ¢ Kaj-
pamu; OopraHu3anusi U 00ecliedeHHe peKUMa CEKPEeTHOCTU; OpraHu3alus IPOIyCKHOIO U BHYT-
PHOOBEKTOBOIO peXUMa; OpraHU3alusl pekruMa U OXpaHbl OOBEKTOB B IPOLIECCE TPAHCIIOPTHU-
POBKH; 3auTa HHOOPMAIHH TIPU aBAPHSX, MHBIX IKCTPEMAJIbHBIX CUTYalUsAX U B YCIOBUAX Ype3-
BBIYAHOTO TOJIO’KEHUSI; TEXHOJOTHYECKHEe Mephl MOJAepKaHus HHPOPMAIIMOHHOM Oe30macHo-
CTH OOBEKTOB; oOecrieueHrne WH()OPMANMOHHONW OE30MaCHOCTH OO0BEKTa (Y4pekIeHUs, OaHKa,
MPOMBINIICHHOTO MPEANPUITHS) IPU OCYIIECTBICHUH MEXKIYHAPOJHOTO HAyYHO-TEXHHUYECKOTO
Y DKOHOMHUYECKOI'0 COTPYIHUYECTBA.

AJMUHUCTPATUBHBIN ypOBEHb MH(GOPMAIIMOHHON 0€30MacCHOCTH. YTIPABICHUE PUCKAMH.
OcHoBuble nonsTus. [lonmutuka 6e3onacuoctu. [lporpamma Ge3onacuoctu. [loaroroButenbubie
STansbl ynpasieHus puckaMu. OCHOBHBIE 3Tallbl YIPABICHUS PUCKAMH.

5. TEXHUYECKHME CPEJCTBA OBECIIEYEHUSI HMH®OPMAILIMOHHOM
BE3OITACHOCTH

OO01ue Bonpockl OpraHu3aluy MPOTUBOAECHCTBUSI TEXHUUECKON pa3BEIKe; OCHOBHBIE Op-
TaHU3AIMOHHBIE U TEXHUYECKHE MEPOIPHUATHS, UCIIOIb3YEMbIE AJI MPOTHUBOICHCTBUS TEXHUYE-
CKOH pa3BeKe; METO/Ibl U CPEJICTBA 3ALIUTHI PEXKUMHBIX OOBEKTOB OT YTEUKH KOHPUACHIINATbHON
UHGOPMALIUH 110 TEXHUYECKUM KaHanaM; (U3NYeCKre OCHOBBI 00pa30BaHMsI MOOOYHBIX JIEKTPO-
MarHUTHBIX U3TY4EHUH OT TEXHUYECKHUX CPE/ICTB; KaHalbl yTEUKH HH(POPMAIIUMU: 3JI€KTPOMArHuT-
Hble, JJIEKTpUYecKue (IIPOBOJHBIE), BUOPOAKYCTHUECKHUE, 3alllUTa TEXHUUYECKUX CPEACTB OT
yTeUKH MHPOPMAIMH 110 3TUM KaHajlaM; HOPMbI 3()(PEKTUBHOCTHU 3aIlUTHL; POJIb U MECTO TEXHHU-
4eCKOT0 KOHTPOJIs 3¢ (hEeKTUBHOCTH 3aLIUTHI HH(POPMALIUU; HOPMBI, pyKOBO/SIINE JOKYMEHTHI 10
OpraHM3aly U BEJIECHNIO KOHTPOJIS; OpraHN3allMOHHbIN U TEXHUYECKUIM KOHTPOJIb; METO/IbI KOH-
TPOJISL; OCOOEHHOCTH KOHTPOJISl OOBEKTOB B Pa3IMYHbIX c(hepax; anmaparypa KOHTPOJIS; B3aUMO-
JefiCTBHE KOHTPOJIbHBIX OPTaHOB € MOAPa3/IeICHUSIMU KOHTPOJIS Ha MECTaxX; METO/I0JIOTMUECKHe
OCHOBBI aBTOMATH3alMM TEXHUYECKOTO KOHTPOJIS; OCHOBHBIE 3aJjauld TEXHUYECKOTO KOHTPOJIA,
TpeOytolIre aBTOMaTU3UPOBAHHOTO PEIICHHUS.

6. 3AILMUTA MHOOPMALIMM OT HECAHKIWOHMWPOBAHHOI'O JJOCTVYIIA.
I[MPEAOTBPAIIEHWE HECAHKIIMOHNPOBAHHOI'O JJOCTYIIA K KOMIIbBIOTEPHBIM
PECYPCAM U 3AIIUTA ITPOI'PAMMHBIX CPE/ICTB

Wnentudukanus nonb3oBareneii 1 yCTaHOBIEHHE WX MOJJIMHHOCTH MPH JOCTYIE K KOM-
NBIOTEPHBIM pecypcaM. OCHOBHBIE 3Tallbl AOIYCKa K PECYpcaM BBIUMCIMTEIBLHON cucTemsl. M-
M0JIb30BaHKE MPOCTOro napoJis. Mcrnonb3zoBanue JUHAMHYECKH U3MEHSIOLIErocs napos. Bzanm-
Hasi IPOBEpKa MOVIMHHOCTH U Jpyrue ciaydau ono3HaHus. CrocoObl pasrpaHMYeHHs JA0CTyNa K
KOMIIBIOTEPHBIM pecypcaM. Pasrpanmdenue goctyna mo crnuckam. Mcmonb3oBaHue MaTpuilbl
YCTaHOBJIEHMS MOJIHOMOUNN. [Ipon3BonbHOE M IPUHYIUTENBHOE yIIpaBIeHUE JOCTyoM. Pasrpa-
HUYEHHE JOCTYNa MO YPOBHSIM CEKPETHOCTU M KareropusM. [loHsTue MeTok 0e30MacHOCTH.
VYnpasienue MmeTkamu 6e3onacHocTd. [lapoibHOe pasrpaHMueHHe JOCTya i KOMOMHUPOBAHHBIE
MeTo1bl. OCOOEHHOCTH MPOrPaMMHOM peanu3aluy KOHTPOJIS YCTaHOBJIECHHBIX MOJTHOMOYM. 3a-
[IMTa MPOTPAMMHBIX CPEACTB OT HECAaHKIIMOHUPOBAHHOTO KOMMMPOBAHUS, UCCIEAOBAHUS U MOJIH-
¢ukanuu. [Ipusszka nporpamm K cpene GyHKIHOHUPOBAHUS. 3alIUTa MPOrpaMM OT HECAaHKIIHO-
HUPOBAHHOTO 3aIlyCKa.



7. 3AIIIUTA OT KOMIIBIOTEPHBIX BUPYCOB

BpenonocHoe nporpammuoe obecrnieuerne. McTopusi mosiBICHHsI KOMITBIOTEPHBIX BUPYCOB
U (hakTophl, BIUAIONIME HAa UX pacripocTpaHeHue. [loHarue kommnbroTepHoro supyca. OCHOBHBIE
ATaIbl )KU3HEHHOTO LUKJIa BUPYCOB. OOBEKTHI BHEAPEHUS, PEKUMBI (DYHKITMOHUPOBAHHS H CIIE-
uanbHble QyHKIMH BUPYcoB. CxeMbl 3apakeHus ¢ailioB. CxeMbl 3apaxkeHus 3arpy3uukoB. Cro-
cOOBI MAaCKHPOBKH, HCIIOIb3yeMble BUpycaMu. Kiaccudukanus KOMIObIOTEpHBIX BUPYcoB. O0mas
OpraHM3alys 3alUThl OT KOMIIBIOTEPHBIX BUPYCOB. TpaH3UTHBIA U JMHAMUYECKUN PEKUMBI aH-
TUBUPYCHOM 3amuThl. [IoMCK BUPYCOB 1O CUTHATypaM H 00e3BpeXKUBaHUE OOHAPYKEHHBIX BUPY-
cOB. YI1yOJIeHHBIH aHaI13 Ha HAJIMYME BUPYCOB IIyTEM KOHTPOJIS STAJIOHHOTO COCTOSHUS KOMIIb-
IOTEPHON CHCTEMBI. 3alUTa OT JECTPYKTUBHBIX AECUCTBUN U pa3sMHOXEHUS BUpYcoB. Mcnoinb30-
BaHME CPEJICTB allapaTHOIO U NPOrpaMMHOro KoHTpouia. Crparerus 3a01aroBpeMeHHOM MoAro-
TOBKH K 3()()eKTUBHOM JTMKBUAAIIUH MTOCTIEICTBUI BUPYCHON ATIHIEMHH.

8. MATEMATHYECKHME MW METOAMYECKHE CPEJACTBA 3ALIUTHI
KPUIITOTPAOUYECKOE 3AKPBITUE NHOOPMALINU

Beenenne B kpuntorpaduto. IlpeacraBnenue 3amuiiaeMoil MHGOpMaIMM; yrpo3bl
0e30macHOCTH WH(POPMALWU; [EHHOCTh WH(GOpPMAIMK; OCHOBHBIE TEPMUHBI M TOHSATHS
KpUNTOrpa(uu; OTKPHIThIE COOOLICHUS U UX XapaKTEPUCTHKH; MOJAEIH OTKPBITHIX COOOLICHMIA;
UCTOPUYECKHI O4YepK pa3BUTUs Kpunrorpadum; Tumbl kpunrorpaduyueckux cuctem. [Ipoctsie
MeToAbl Mu(ppoBaHUs: MWHUPPHI MOACTAHOBKH U NEPecTaHOBKU. 110ACTaHOBKHM C NepeMEeHHbIM
koo dunuentom capura. MHorocioiiHsle mmdpsl. Vcrnons30BaHue MCEBAOCITyYalHBIX YUCET
JUIs TeHepauuu Kiodyed. BpiOop mopokaaromero 4Yuciaa W MaKCHUMU3aUUsl  JUIMHBI
MIOCJIEIOBATEIBHOCTH Yncel Kitova. Pexxumer mmdposanus. OcodeHHOCTH MM (POBAHUS JaHHBIX
B pexuMe peanbHoro BpemeHd. llludpoBanue kitoya mpu HEOOXOJUMOCTH €ro XpaHEHMsS C
3amupoBaHHBIMA JaHHBIMH. CKOPOCTHBIE M HEJICTEPMUHUPOBAHHBIE MPOrPAMMHBIE IIH(PHI.
OcHOBbl ~ ckopocTHOro  mmu¢poBaHus. BHeceHune  HeompeneneHHocTell B mpolecc
Kpuntorpaduueckux npeodpasoBanuil. Ctanaaptel mudpoBanus. [Iporokonsl pacnpeneneHus
KJII0Yel; MPOTOKOJIbI YCTAHOBJIEHUS MOJIMHHOCTH; 3JEKTpoHHas mudpoas nmoanuch, OOmas
OpraHu3anus Kpunrorpadpuyeckon 3auThl HHHOPMaIUK.

9. VHUYTOXEHUE OCTATOYHBIX TAHHbBIX

Beenenue B mpoGnemy. Buabl ocrarounsix gaHHbIX. CrocoObl  3alIUTBI  OT
HECAHKIIMOHMPOBAHHOTO  HCIOJB30BaHUS  OCTaTOuYHOW  MHGpopmauuu. Vcronb3oBaHue
CHEMAIM3UPOBAHHBIX MPOrpaMM [0 YHUYTOXKEHHIO OCTaTOYHbIX JaHHbIX. CrenuanbHbIe
PEKUMBI M1 OCOOCHHOCTHU IIN(POBAHUS JTAHHBIX B PEXKHMME PEATbHOTO BPEMEHU C BO3MOXKHOCTh
MI'HOBEHHOT'O YHUUTOXKEHMsI JaHHBIX. Vcroib30BaHNEe 00IIECHCTEMHBIX U CIIEUATN3UPOBAHHBIX
IIPOrPaMMHBIX CPEJCTB /11 MTHOBEHHOT'O YHUYTOXKECHUSI JTAHHBIX.

10. 3AIIUTA OT IIOTEPU HNHOOPMAILIMK U OTKA30B IIPOI'PAMMHO-
AIIITAPATHBIX CPEACTB

OcHoOBHBIE CTIOCOOBI 3alIUTHI OT MOTEPU MHPOPMAIIUU U HApYIIEHUH pabOTOCIOCOOHOCTH
BBIYUCIIUTENBHBIX CpelCTB. BHecenne ¢GyHKIMOHAIBHON M MH()OPMAIMOHHONW M30BITOYHOCTH.
Cnioco6s1 pe3epBupoBaHuu uHGpopManuu. [IpaBuina 0OHOBIEHUS PE3EPBHBIX JTaHHBIX. MeTOabI
ckaTus MHpopManuu. ApxuBanus GainoBbx JaHHBIX. OCOOEHHOCTH apXUBAaLlMU HA MarHUTHBIE
JTUCKW ¥ MarHUTHYIO JIEHTYy. Pe3epBupoBaHue cucteMHbIX AaHHbIX. [10Ar0TOBKA MporpaMMHBIX
CpeZCTB BOCCTAHOBJIEHUA. be3onacHast HHCTAIUIALMS TPOrpaMMHBIX cpeacTB. OOmIHe cBeieHus o
HapylLIeHUH JOCTyNa K JUCKOBOM W ONepaTMBHON mMaMsATH. TEXHOJOTHs BOCCTaHOBJIEHHS
JIMCKOBOM M oniepaTUBHOM mamsTH. /[lnarHocTUpoBaHKe U YCTpaHEHHE JIOTUYECKUX U (PU3UUECKUX
nedeKToB MarHMTHBIX JTUCKOB. OTMeHa pe3yibTaToB (opMaTHpoBaHHMsS M BOCCTAHOBIIEHHE
MOBPEXJCHHBIX (ailloB NTaHHBIX. 3ammra (ailyioB OT yAajdeHHUs U BOCCTAHOBJIEHUE YAAJCHHBIX
¢aitnoB. be3onacHoe k3mupoBanue U nedparMeHTanus JUCKOBOM maMatu. BoccTaHoBieHue u
ONTUMM3ALMSI ONIEPATUBHOM NIaMATH KOMIIbIOTEpa. PyuyHOoe BoccTaHOBIIEHHE TaHHBIX. bezonacHoe
OKOHYaHHE pabOThl HA KOMIIBIOTEPE.
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11. 3AIIMTA HUHO®OPMAIMOHHO-IIPOTPAMMHOI'O OBECIIEYEHHA HA
YPOBHE OITEPAITUOHHbBIX CUCTEM

OO61ue cBelleHUsl O pean3aliy 3alUThl HHPOPMAILIMOHHO-TIPOTPAMMHOI0 O0eCTeueHus
B OIEpalMOHHBIX cucTemax. Kiaccubukanus GyHKIUH 3a0UTHI 110 YPOBHSM 0€30MacHOCTH,
nojaepxkuBaeMbIx onepanuonnoi cuctemoit (OC). Sapo 6e3omacHocTr OC. AnmapaTHasi OCHOBa
peanuzanuu 3amuThl Ha ypoBHE OC. CtanaapTel 10 olleHKe ypoBHs 6e3omacHoctu OC. BHecenue
(GyHKIMOHATBLHON W WMHMOPMAIMOHHOW H30BITOYHOCTH pecypcoB Ha ypoBHe OC. OCHOBBI
HajnexHoro agmuHucTpupoBanus OC. HMcmonb3yemble crocoObl pasrpaHHuYEHHs] JOCTyNa K
KOMIIBIOTEPHBIM pecypcam, a Takke CiayxObl peructpauuu u curHanuzauuu. Cpencrsa OC no
JUArHOCTUPOBAHUIO U JIOKAJIW3allMM HECaHKUMOHMpPOBaHHOro Joctyna K pecypcam BC.
bezonacusie daitnoBeie cuctembl coppemeHHbIXx OC (HPFS, NTFS). [Toacuctemsr 6e3omacHocTr
coBpemennbix OC (Windows 95, Windows NT, UNIX), ux He0CTaTK{ ¥ OCHOBHBIC HAIIPABJICHHSI

COBEPIICHCTBOBAHUSI. [Maponbhas ayTCHTU(HUKALHSL. OnHOpa3oBbIe HapoJIH.
Wnentudukanms/ayTeHTUPHUKAIHS ¢ TOMOIIBI0 OMOMETPHUYECKUX JaHHBIX. PoeBoe ynpaBienue
JOCTYTIOM.

12. BAIIUTA THOOPMAILIM HA YPOBHE CUCTEM VIIPABJIEHUA FA3AMU
JAHHBIX

KoHnuenTyanbHble BONPOCH NOCTPOEHUS YPOBHEW 3allUTHI CUCTEM yIpaBiieHUs Oazamu
nanHbiX (CYBJI). OcHoBHBIE TpeOoBaHus K nojacucteme 6e3onacHoctu CYB/I. O6mue ceaeHus
0 pasrpaHWYEHUU J0CTyma K 0a3am maHHbIX. OOS3aHHOCTH aJIMUHUCTPATOpa IO 3ammTe 0a3
JaHHBIX OT HECAaHKIMOHUPOBAHHOTO jAocTyna. OmpeleneHue MOJTHOMOYMN MOJIb30BaTeIe Mo
JOCTYITy K 0a3e MaHHbIX. MICTonp30BaHue MaTPHIIBI TIOJTHOMOYHI [T pa3srpaHUYeHUs JOCTYIIA K
sjeMeHTaM 0a3 JaHHbIX. MaHIaTHas cHcTeMa pa3TpaHUYeHHUs JOCTyma. 3aluTa JaHHBIX IpU
CTAaTUCTUYECKON 00padoTke. OOIIee MOHATHE O IEIOCTHOCTH 0a3bl JaHHBIX. THIBI OMHUOOK,
BEJYIIUX K HApPYUICHUIO LEIOCTHOCTU. 3a/laHue OTPaHUYEHUHN LEIOCTHOCTU. TpaH3akius u ee
cBoiicTBa. BoccranoBnenue 0a3bl JaHHBIX. OCOOEHHOCTH BOCCTAaHOBIIEHUS paclpeaeeHHON 0a3bl
naHHbIX. IlpoOrema  HEMPOTHMBOPEYMBOCTH TpU  HapayieibHOW  00pabOTKe  JaHHBIX.
Hcnonp3oBanne OJIOKUPOBAHMS Ui YIOpaBiICHUS TapajiebHOM 00paboTkoi. Meton
HE3aBHCHMOTO BBINIOJIHEHUSI TPaH3aKIMi. YTpaBleHUE MapallieIbHBIMU TpaH3aKIUIMHU Ha
OCHOBE BPEMEHHBIX U BEPCHOHHBIX OTMETOK. MeTosl 0OHapyKeHHs MPOTHUBOPEUMBBIX 3aIlucei
KypHaja perucrpauuu. MeToJ UCMOIb30BaHUS TecTa MPaBUIbHOCTH. Pa3perieHue TymUKOBBIX
cutyauuil. Uacrpymenransusie cpeacta CYB/] mo obecneueHno 1eI0CTHOCTH 0a3 JaHHbIX.

13. CIHEOUOUYECKHUE OCOBEHHOCTU 3AIIUTBI HWHDOPMAILIMA B
JIOKAJIBHBIX U I''TOBAJIbBHBIX KOMITBIOTEPHBIX CETAX

AHanu3 CTPYKTYphl U IPUHLHUIIOB (PYHKIIMOHUPOBAHUS BBHIYUCIUTENbHBIX CETEH C MO3u-
My obecrnieueHuss HHOOPMAITMOHHOM 0€30MacHOCTU. YTPO3bl HHPOPMAIIMOHHO-ITPOTPAMMHOMY
00ecreyeHn10, XapakTepHbIe TOJIBKO ISl paclpe/ieIeHHON BBIYUCIUTENbHOM cpeabl. OcobeHHo-
CTH TIPUMEHEHHS CUMMETPHUYECKIX M aCHMMETPHUYECKUX CHCTeM mudpoBanus. Pacipenenenne
KJIII04Yel MEX[y y3/aMu BBIYMCIUTEIbHON ceTu. BripaGoTka cekpeTHbix kiatoued mo duddu-
Xennmany. Pacripenenenne kitodeld ¢ MOMOIIBI0 aCHMMETPUYECKUX CUCTeM IudpoBanus. B3a-
UMHOE MO/ITBEP>KACHUE MTOATMHHOCTU pU 0OMeHe coobieHusMu B ceTH. [lognepikanue memnoct-
HOCTU LUPKYJIUPYIOLIUX B ceTU cooOmeHnid. @opMupoBaHUE U MPOBEpKa LHUPPOBOM MOAMUCH.
3ammra OT OTpUIaHHs (PAKTOB OTIIPABKHU M MpUEMa cOOOIIEeHHH. 3amuTa OT Ha0II01eHus 32 Mo-
TOKOM cooOmenuii (Tpadukom) B cetr. 3anuta B Internetu Intranet. OcHoBHBIE TOHATHA. APXH-
TEKTypHBIE acleKThl. VIcronb30BaHNe MEXKCETEBBIX HKpPaHOB (OpaHaMay’poB) JUIS 3aIUThl UH-
(dopmanuy B JTOKaTBHBIX BHIYACIHTENBHBIX ceTsX. Kitraccudukamnus Me:KCeTeBbIX SKpaHOB, UX J0-
CTOMHCTBAa W HenocTaTku. OrpaHuueHHe JOCTyNa M3 JoKaJbHOU cetu B Internet ¢ momorkio
proxy-cepsepoB. bezonacnocts JAVA-npunoxennii. AHanM3 3ammImeHHOCTH. OTKa30yCTONYH-
BOCTb U 30Ha pucka. ObecrneyeHne 0TKa30yCTONYMBOCTH.
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14. IPOTPAMMA MHO®OPMAIIMOHHOM BE3OITACHOCTU POCCUU U ITYTU EE
PEAJIM3ALMN. COBPEMEHHBIE CPEJACTBA 3AIIUTHI THOOPMALIMN OT HCAA

Mertoasl U cpeicTBa OTpaHUYEHUs AOCTylNla K KOMIOHeHTaM DBM, HalexHOCTh CpeACTB
3alUTHl KOMIOHEHT; METO/bI U CPE/ICTBA MPHUBSI3KU MPOTPAMMHOI0 00ECIIEUeHUS K alnapaTHOMY
OKPYXEHHIO U (PU3NYECKUM HOCUTEISIM; METO/bI U CPEJCTBA XpaHEHHsI KITF0UeBON HH(pOpMaIuu,
TUIIOBBIE PELICHNUS B OPTaHU3AIMH KIFOUEBBIX CHCTEM; 3aIllUTa IPOrpaMM OT U3Y4EHUSs, CIOCOOBI
BCTpaMBaHMs CPEJICTB 3allUThl B IPOrpaMMHOE OOecleYeHHe; 3aluTa OT pa3pylIaroInX
nporpammubix BoznericTBuil (PIIB), moHaTHe M30IupOBaHHONM MPOTrpaMMHOM Cpe/bl, 3alluTa
[IporpamMMm OT U3MEHEHUSI U KOHTPOJIb LETOCTHOCTU; CUCTEMHBIE BOIPOCHI 3AIIUTHI IPOrPAMM U
JaHHBIX, OCHOBHBIE KAaTErOpUM TPEeOOBAaHMH K MPOrpaMMHONM U IPOrpaMMHO-aNapaTHON
peanu3anuu cpeAcTB obecriedeHusi HHGOPMaIMOHHON 0€30IaCHOCTH; MPOrPaMMHO-aNapaTHbIe
cpeacTBa obecriedeHus HHPOPMAITMOHHONW 0€30IMacHOCTH B THUIOBBIX ONEPAIIMOHHBIX CHCTEMaX,
CUCTEeMax yIpaBieHHs 0a3aMu JaHHbBIX, BBIYUCIUTEIbHBIX CETSIX.

4 METOJIMYECKHUE PEKOMEHJIALIMM (YKA3ZAHMSI) 1JISI CTYJIEHTOB IO U3Y-
YEHUIO JIMCUMILIAHBI

I[I/ICIII/IHJII/IHa HN3Yy4acTCiad CTyACHTAaMU B JICKOUOHHBIX ayAUTOPHUAX W KOMIIBIOTCPHBIX
KJ1accax.

Kypc nekuuii ctpoutcs Ha OCHOBE YETKUX MOHATHI U (POPMYIUPOBOK TaK KaK TOJIBKO IPU
TaKOM IOJX0/I€ CTYCHTbI IPUOOPETAIOT KYJIbTYpy a0CTPAKTHOTO MBIIIICHHSI, HEOOXOJUMYIO JUIsI
BBICOKOKBIM()MITUPOBAHHOTO OakayiaBpa B JIO0OW oTpaciu 3HaHWH. M3mokeHue martepuana
JIOJDKHO OBITH 110 BO3MOXHOCTH IPOCTBIM U 0a3UpoBaThCs Ha YPOBHE Pa3yMHON CTPOTOCTH.
W3noxxeHne TeopeTHuecKoro MaTepraia JUCUUIUIMHBL JOHKHO MPEIIecTBOBATh Ja00paTOPHBIM
3aHATHSM.

BanmarensHOE CIIymiaHUC JICKIHUHU, YACHCHUC OCHOBHOI'O cé COACPpIKaHUA, KpaTKasa, HO
pa3bopumBast 3aIUCh JEKIHUHU - YCIOBUE YCIIEHIHON CaMOCTOSATENIbHON pabOThl KaK0TO CTY/I€HTA.
HOBTOMy CTYACHTBI 00s3aHbl HE TOJILKO BHHMATEILHO CJlymaTtb mnpernoaaBarejiisi, HO H
KOHCIIEKTUPOBaTh H3JaraeMblii uM Matepuas. [Ipm 3TOM KOHCHEKTMpPOBAaHUE MaTepuala
IPEJICTaBIIsIET COOOM 3aMKUCh OCHOBHBIX TEOPETUUYECKUX MOJIOKEHUH, pacCyKACHUMN, N3IaraeMblx
nexktopoM. HyXHO NOMHHUTb, YTO KOHCIEKTHPOBAHME JIEKIUM JA€T CTYIEHTY HE TOJIBKO
BO3MOXXHOCTB I10JIB30BaTHCsA 3aIlIUCAMU J'IGKHI/II‘/’I npu CaMOCTOSITEIIbHOM OArOTOBKE K 3aHATHUAM U
9K3aMeHY, HO U ITy0’Ke M OCHOBATEeIbHEN BHUKHYTH B CYIIECTBO M3JIaraéMbIX B JIEKIIMH BOIIPOCOB,
Jydqme YCBOUTb MW 3allOMHUTDH TeopeTI/ILIeCKI/Iﬁ MaTcpHrall. PCKOMGHI[yeTCSI BBICKa3bIBAEMOC
JIEKTOPOM IT0JIO’KEHHE 3aIIMChIBATh CBOMMH ciioBaMu. [lepen 3anucero Halo mocTapaThCsl BHaYalIe
IIOHATH CMBICJI CKa3aHHOTIO, H€06XOZ[I/IMO CTapaTbCsa OTACIHUTDL I''ITABHOC OT BTOPOCTCIICHHOIO H,
IIPEKIE BCETo, 3allMcaTh OCHOBHOM Marepuail. KadecTBo 3amucy €KUM, KOHEYHO, BO MHOTOM
3aBHCHUT OT HAaBBIKOB KOHCIIEKTUPYIOLIETO, OT €ro 00I1el MoAroTOBKH, OT COOOPa3UTENbHOCTH, OT
YMEHMS U3J1araTh MPENoJHOCUMOE MPENO01aBaTEIEM CBOMMH CIIOBAMHU.

Ha orpaboTky nabopaTopHbIx 3aaHuil Bbiensercs He MeHee 80% BpeMeHu OT oOlIero
BpPEMEHHU Ha JIabOpaTOpHOM 3aHATHH, ocTayibHble 20% BpeMEeHM BBIJIENAETCS Ha TOJIy4YeHUE
3aJJaHUs ¥ OTYETHOCTD 3a €r0 BHITIOJHEHHE Mepe/l pernojaBaTesieM.

OTtpaboTka 1a00paTOPHBIX 3aJaHUN TPOUCXOTUT CIEAYIOLUIMM 00pa3oM:

1) IlpenonaBarens mepes HA4YaIOM 3aHATHS BBIIAET 3aJaHUSI CTYJICHTaM B BHJI€ TEKCTOBBIX
(aiinoB, KOTOpble PEKOMEHIYETCsI pa3MellaTh Ha €IUHOM CETEeBOM pecypce B KOMIIbIOTEPHOM
KJ1acce WM Ha WH(OPMAaLlMOHHOM CepBepe;

2) CryneHT Ha 3KpaHe KOMIbIOTepa BHUMATEIBHO M3y4YaeT IMOJyuYeHHOE 3a/laHue, IpH
HEOOXOAMMOCTH 3a1a€T BOMPOCHI U YTOUHSET MOCIEIOBATEIHFHOCTh BBIMOMHEHUs 3ananus. [Ipu
BBINOJIHEHUH  3aJlaHUi  71a0OpaTOpHBIX pPabOT PEKOMEHJYeTCs HCMOIb30BaTh y4eOHO-
METOAMYECKHE MAaTepUAIIbI.

3) [Tocne BeIMOTHEHUS 3aJaHHSI CTY IEHT COXpaHsIeT pe3yIbTaThl pabOTHI B 3aJaHHOM MECTE
Ha JIOKaIbHOM Jiucke DBM pabouero Mecra Ui Ha CETEBOM pecypce.
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4) Cnaét BBINOJIHEHHOE 3aJlaHiE MPENoJaBaTeito, A Yero BbI3bIBACT €r0, TOBOPUT, UTO
3aKOHYMJI BHITIOJTHEHUE 3a/1aHUS U MTOSICHSET MOCIIeA0BAaTENbHOCT paboThl. [Ipu HeoOxoauMocTu
3aJa€T BOIIPOCHI U OTBEYAET Ha JONOJIHMUTEIbHBIE BOIPOCHI, BOZHHUKAIOIIME y IIPEroaaBarels,
II0JIy4aeT OLEHKY.

IIpu pabore ¢ JsuTepaTypoil TIJIaBHOE BHUMAHUE CIEIyeT YIENATbh OCHOBHOM
pPEKOMEHlyeMOU JiTeparype. JlonoaHuTeNnbHas JIUTEpaTypa MpeJHa3sHauYeHa Ul PACIIUpPEHUs
Kpyro3opa cTyZeHTa M oOecrieuyuBaeT (HhOPMUPOBAHHE JONOJHHUTEIbHBIX NPOPECCHOHATBHBIX
3HAaHUM, YMEHUM U HABBIKOB.

JUis  yCHeImHOro YCBOGHMsI JUCLMIUIMHBI HeoO0XoauMma IpaBWJIbHAas OpraHu3aLus
CaMOCTOSATENILHOM pabOThI CTYI€HTOB. JTa paboTa JOKHA COJEPIKATh:

— peryispHyio (eKeHeAelbHYI0) NpopadOTKy TEOpeTHYEecKoro Marepuaiga 1o
KOHCIIEKTaM JICKIMH U yuyeOHUKaM;

—  peryispHyo (eXeHeleIbHYI0) MOATOTOBKY K J1a00paTOPHBIM 3aHITHUSIM, B TOM YHUCIIE
U3y4YEeHHE ONMHCaHUA Jab0opaTOpHBIX padoT;

— BbBIIOJHEHUE KOHTPOJIBHOW M CAMOCTOATEIbHOW pPAabOT, NHUCHMEHHOIO TeCTa,
HanucaHue pedepara (MEpEeUHU COOTBETCTBYIOLIMX BOIPOCOB U 33/JaHUN MPHUBEACHHI B 11.6.3
PITJT).

Oco0oe BHMMaHHME INPH OPraHU3aLUU CaMOCTOSTEIbHOW pabOThI CleAyeT YAEIUTh
IUTAHUPOBAHMIO MOAroTOBKH. [InaHupoBaHue — BaxHbIN (akTOp OpraHU3aluu CaMOCTOSTEIbHON
pabotel. OHO, BO-NIEPBBIX, MO3BOJSET BUAETH NEPCIEKTUBY PAOOTHI, BBIABIATH, PACHPEIEIISTH
BpEMs M MCIOJIb30BaTh €ro IO CBOEMY YCMOTPEHHUIO. BO-BTOpBIX, OHO AMCLUIUIMHHUPYET,
NOJYMHSCT IOBEJIECHHE CTYICHTa MLelsIM ydeObl. B cBs3m ¢ 3TUM 00s3aTenbHO ClexyeT
IUTAHUPOBATh CBOIO CaMOCTOATENIbHYIO paboTy B mpenenax Henenu. Ilocae Toro, kak cocraBieH
IIJIaH, €ro CIEAYET CTPOro BBIIOIHATH. [IpaBUIIBHO yUUTBIBas CBOE BpPEMs M paclpenessis ero B
COOTBETCTBUH C PACIIMCAHUEM 3aHSATHH, CTYAEHT IPU CTPOrOM COOJIIOJICHUH HAMEYEHHOT O IJIaHa
CMOXET BBIJIEJIUTh JJOCTATOYHOE KOJUYECTBO YACOB JUIsl CAMOCTOATENBHOIN paboThI.

B ciyuae mosiBneHust Kakux-1u00 BOIPOCOB CleAyeT oOpamarbcs K MpenojaBaTeiio B
yacel ero KoHcyubranuil. KpurepmemM kadecTBa YCBOEGHMsS 3HAaHUM MOTYT CIIYKHTh
aTTeCTallMOHHBIE OLIEHKH N0 JUCLMIUIMHE U TEKYIINE OLIEHKH, BBICTABIIIEMBIE IIPENIOIABATENIEM B
TE€YECHHUE CEMECTPA.

YuebHO-MeTOAUUECKOE 00ecIieUeHre CAMOCTOSATEIbHOM paﬁoTbl
CTYACHTOB IO JTUCHHUIIJINHE

KouunuecTBo
®opmbl/BHABI 4acoB, B
HaumenoBanue .
Ne az1ea (Tembl) CaMOCTOSITEILHOM COOTBETCTBHHU €
P padoThI y4eOHO-TeMaTH-

YECKHUM IVIAHOM

1. IToaroroBka K JIEKIIUU-IHC-
Beenenue B nHpopmannonuyto 6e3- | kyccuu. PaboTa ¢ KoHCIEK-
ormacHocTb. OOmiasi mpobiema HH- | TOM U PEKOMEH]IyeMOH JIUTe-

N 9 2
¢dbopmanMoHHOI 0€30IacHOCTH HWH- | paTypoil Mo Teme JeKIUH IS
(opMaIMOHHBIX CUCTEM. cucTeMaTH3alnuu yuyeOHoro

Marepuana.
2. | O0mecucTeMHbBIE OCHOBBI 3aITUTHI

ITonroroBka k caMoCTOS-
uHbopMalMK U Tpolecca ee odpa- .

TenpHOM padoTe. Pabora ¢
OOTKM B BBIYMCIUTEIBHBIX CHCTE-

KOHCIIEKTOM M PEKOMEH]Tye-

Max. 3anmra uHopMaIu mpyu pea- 4

MO JINTEPaTypou IO TEME
JIEKIUY 17151 CUCTEMAaTU3alun
y4eOHOT0 MaTepuara.

TU3aIy HHQOPMAIMOHHBIX TIPOIIeC-
coB (BBOJ, BBIBOJ, Iepenada, oOpa-
00TKa, HAKOIUICHHE, XPAaHCHUE)
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3. Hamucanue pedepara. U3y-
YEHHWE OCHOBHOU M JOIOJIHU-
[IpaBoBoe obecrieueHne uHPOpPMa- .
. TEJIbHOMN JIUTEPATypPhI MO
LIMOHHOMN 0€30M1acHOCTH
Teme Jiekun. Pabora c pe-
cypcamu MHTEpHET.

4. M3ydyenue 0CHOBHOM U J10-
OpranuzannoHHOe o0ecrieueHre UH- | TMOJHUTEIbHON JIUTEepaTyphbl
(dhopMaImoHHON 6€30MacHOCTH o Teme Jyiekiuu. Padora ¢

pecypcamu MIHTEpHET.

5. N3ydyeHnue 0OCHOBHOM U J10-
Texuudeckue cpenacTBa obecrede- .

o MOJTHUTEIBHOMN JTUTEPaTypHhI
HUS WH(OpPMAIMOHHOW Oe301acHo-
. no teme Jiekiuu. Pa6ora ¢
pecypcamu MHTEpHET.

6. | 3amuTa nHbOpMaIMK OT HECaHKIHU- | [loAroToBKa K J1aboparop-
oHMpoBaHHOro aoctyna. Ilpenor- | HbiM paboram. PaboTa ¢ KOH-
BpalllecHHe HECAHKIIMOHUPOBAHHOIO | CIIEKTOM U PEKOMEHIyeMOi
JOCTyNa K KOMIBIOTEPHBIM pPECyp- | JHUTEpaTypoil 1o Teme JeK-
caM W 3alldTa M[POrPaMMHBIX | IIUU JAJIS CHCTeMaTU3alluu
CPEJIICTB y4eOHOro Marepuasa.

7. BrIimmonHeHne KOHTPOIBLHOM

pabotsl. M3yueHune ocHOBHOM
3aiuTa OT KOMIBIOTEPHBIX BUPYCOB .
U IONOJTHUTENLHOM TuTepa-
TYpBI IO TEME JICKIIHH.
8. [ToaroroBka k maboparop-
HBIM paboTtam. PaboTta ¢ KoH-
MatemaTuueckue M METOTUYECKHE .
CHEKTOM M PEKOMEHIyeMOM
cpencTsa 3amuTel. Kpunrorpaguye- o
JUTEPATYPOM TIO TEME JIeK-
CKO€ 3aKpbITHE HHPOpMAITUU
IIUU 7S] CUCTeMaTU3allun
yueOHOro Marepuaa.
9. N3ydeHne 0OCHOBHOM U J10-
MOJTHUTEIBHOMN JTUTEPaTyphI
YHUYTOKCHHE OCTATOYHBIX JTAaHHBIX
1o Teme Jekuuu. Pabora c
pecypcamu MHTEpHET.

10. BrinmonHeHne KOHTPOIBHOU

3amuTa OT moTepu MHPOPMALMU U .
pabotsl. M3yyeHne ocHOBHOM
OTKa30B IPOrpaMMHO-aIMapaTHBIX .
CPEICTB U IONOJTHUTENBLHOM TuTepa-
p TYpBI IO TEME JICKIIHH.
11. | KomnbroTepHbIe CpeicTBa peaiu3a- .
W3ydenue oCHOBHOM U J10-
MW 3alUThl B WH(OPMAIMOHHBIX .
MOJTHUTEBHOM JTUTEpPaTyphI
cuctemax. 3ammTa HHpOpMAIU-
o teme Jekiuu. Pabota ¢
OHHO-TIPOTPAaMMHOTO  OOeCTICUeHHSI
pecypcamu MHTEpHET.
Ha YPOBHE ONEPAIMOHHBIX CUCTEM

12. H3ydyeHnne 0CHOBHOM U J10-
3amuTa nHGOPMAIIUN HA YPOBHE CH- | TOJTHHUTEIHHOU JTUTEPATypPhl
CTEM yIpaBiieHUs! 6a3aMH TaHHBIX o teme Jekiuu. Pa6ora c

pecypcamu MHTEpHET.

13. IloaroroBka x caMoCTOSI-

Crneuunduueckue 0COOEHHOCTH 3a-
IATHl KTHOOPMALIUHU B JIOKATBHBIX U
FJIO6aHLHBIX KOMIIBIOTCPHBIX CCTAX

TenpHOM padoTe. Pabora ¢
KOHCIIEKTOM B PEKOMEH]Tye-
MOW JTUTEpaTypou Mo TemMe
JICKOUHW JJ11 CUCTEMATU3allnu
y4eOHOTr0 MaTepuaa.
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14.

[ToaroroBka k tecry. Pabora
C KOHCIIEKTOM U PEKOMEH/Ty-
€MOH JIUTepaTypou mo Teme 2
JICKLIMH JIJISl CUCTEMATU3aIlU
y4ueOHOro Marepuaa.

[Iporpamma mHpOpMaMOHHON 0O€3-
onacHoctu Poccnu u nytu ee peanu-
3anmu. COBpEMEHHBIE CpelCTBa 3a-
Tl nHpopmanuu ot HCJI

UTOoro o4

5 TIPAKTUKYM 110 JUCIHUIIJITUHE
Tema 9. YHHUTOKEHHE OCTATOYHBIX JAHHBIX
Conep:xxanue

JlabopaTopnasi padora Nel. [Iporpamma 6€3B03BpaTHOrO yAaleHUs JaHHBIX C HOCUTENEH

uHpopmanuu «Tepbep». (2 yaca).

Lenu:

1. ocBOuTH paboTy ¢ MporpaMmoii s 6e3BO3BPATHOTO yAAICHUS JAHHBIX C HOCHTEIEH
uHpopmanuu «Tepbepy;

2. IOJIyYUTh ONBIT pabOTHI € peanu3anueil Mexanu3sma 0€3B03BpaTHOrO y1aJCHUs JaHHBIX.
3ajauu:

l. mpounMTaTh ¥ BBINOJIHUTH HWHCTPYKTUBHYIO 4acTb JabOpaTOpHOH  paboTHI;
2. NpOJEMOHCTPUPOBATh MPENOJABATENI0 pPE3YIbTaThl BBIIOJHEHUS IPAKTHUECKOTO
3ajaHus padoTHI;

3. MOArOTOBHUTH OTBETHI HA BOMNPOCHI, NMPUBEAEHHbIE B KOHIE J1a0OpPaTOpHO pabOTHI;
4. OTBETUTH Ha BOIPOCHI IIpenogaBaress no JadopatopHoit padore.

Tema 11. KomnbloTepHbIe CpeICTBA peaju3alii 3alUTHI B UHPOPMAIMOHHBIX CHCTEMAX.
3amuTa HHPOPMANMOHHO-TIPOrPAMMHOI0 00ecIeYeHNsI HA YPOBHE ONePAllHOHHBIX CHCTEM

Conepxanue

JlaGopaTtopnas padora Ne2. [Iporpamma st KOHTPOJISl U3MEHEHUH 00bEKTOB (haiisioBoit

cucreMbl «Dukcy. (2 gaca).
Hemnn:

1.

OCBOUTH PabOTy ¢ MporpaMMoii st OOHapYKeHUS U3MEHEHH B 00bekTax (aiioBoil cu-
CTEMBI;

2. TOJYYHUTh ONBIT PA0OTHI C peain3anuell MexaHu3Ma KOHTPOJIS IIEIOCTHOCTH.

3apaum:

1. mpouuTaTh TEOPETUICCKUE CBEIICHUS;

2. TPOYUTATh U BBHITIOJHUTH HHCTPYKTHBHYIO YacTh TaOOPATOPHOM paboOTHI;

3. BBINOJHUTH 3aJlaHUs JJI CAaMOCTOSITENILHOTO BBHITIOTHEHHs B KOHIIE JTaOOpaTopHOW pa-
0OTHI,

4. TPOAEMOHCTPUPOBATH MPEIOAABATEIIO PE3YIbTATHI BHITIOTHEHHS MTPAKTHYECKOTO 33 IaHUS
paboThI;

5. MOATOTOBUTH OTBETHI HA BOMPOCHI, MPUBEAEHHBIE B KOHIIE JJA00pAaTOPHOU paboThI;

6. OTBETUTH HAa BOMPOCHI MIPEToaBaTelis Mo 1abopaTopHoi padore.

JlaGopatopHas padora Ne3. [TaponbHas 3amura (2 yaca).

Henn:
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MMO3HAKOMHTHCS C MEXaHU3MaMH MapOIbHOM 3aIIHTHI.

3ananusa:

1. mpoyuTaTh M BHIMOJHUTH HHCTPYKIIUHU K JaOOpaTOpHOI paboTe;

2. TIOJITOTOBUTH OTBETHI HA BONIPOCHL, NPUBEAEHHBIEC B KOHIIE PaOOTHI;

3. TPOJIEMOHCTPUPOBATH MPEIOAABATENIO BBITIOJHEHHYIO MPAKTHYECKYIO YacTh paOOTHI;
4. OTBETUTH HA BOIPOCHI IPEIIOIaBATEIIA.

Tema 8. MaTemaTuueckne U MeTOAUYecKHe cpeacTBa 3amuThl. Kpunrorpaduueckoe 3a-
KpbITHE HH(pOpMALNHT

Conep:xanue

JlaGopatopnas paGora Ned. Kpunrorpaduyeckas 3ammura JaHHBIX Ha HOCHUTEISAX
uHpopmanuu (2 gaca).

C ToukM 3peHUs 3alMTHl KOH(UICHIMANBHOW WH(POPMALWHU, CTaHAAPTHBIE CIIOCOOBI
XpaHeHus: (aiiJIoB Ha HOCUTENSIX MH(OPMALMKU UMEIOT HECKOJIBKO ysi3BUMocTel. Kak mpasuio,
daitoBas cucreMa XpaHuT Bee (paiiiel Ha (PU3MUECKOM HOCHUTENIE B HE3aTM(PPOBAHHOM BHJIE. DTO
O3HAYaeT, 4YTO MPH MOMAJaHUM KECTKUX IMCKOB HIIM IPYTHMX HOCUTENIEH B UyKHE PYKH BCA
uHpOpPMaLKs C HAX MOXXET ObITh mpounTaHa. Takue MeToApl 3aluThl, Kak napoaun Windows u
npaBa Ha (paiiiabl, HE OCTAHOBAT MPOTUBHUKA. [[1s GOPHOBI ¢ ATUM HCTIONB3yeTCS MH(pPOBaHUE
uH(pOpMaIIMK: B 3TOM Cily4yae Ha (U3NYECKOM HOCHUTENE JAaHHBIC XpaHITCA B 3alld(pOBaAaHHOM
BU/JIE, YTO 3aTPYIHSET IOCTYII, 1aXKE €CJIM HOCUTEIID MONaJl B paclopsyKeHUe NpoTUBHUKA. OueHb
Ba)XCH BBIOOP MpOTrpaMMHOro obecreyeHus 1 mudpoBaHus: Hanpumep, mudpoBaHue ¢aityios,
JOCTYITHOE B HEKOTOPBIX Bepcusix Windows Kak ctanmapTHas QyHKIUS ONepaniMiOHHON CHCTEMBI,
ABIIIETCS Ca0bIM M HE CMOKET 3alUTUTHh OT MPOTHUBHUKA C MPOGECCHOHATBLHBIMUA HABBIKAMHU.
Opnaxo, cymiecTByeT IporpaMMHOE oOecrieueHrne, KOTOpoe JaéT KaueCTBEHHYIO 3alllUTy Jaxe
IPOTHUB MPO(HECCHOHATBHOIO IPOTUBHHUKA.

OpHuM M3 OpeAcTaBUTENEH TaKoro MpOorpaMMHOIO oOecrieyeHHs SIBJSeTCsl MporpamMmma
VeraCrypt, KoTopast OTHOCUTCS K KJIaccy IIporpamm, NMpeHa3HaueHHBIX U1 KpUNTorpaduueckoi
3allMThl JaHHBIX HAa KOMIIBIOTEPHBIX HOCUTENAX HHPopMmaruu. Padota VeraCrypt ocHOBbIBaeTCS
Ha 3alIMIIEHHBIX XPAHWINIIAX, KOTOPble MOXXHO MOHTHPOBATh U HCHOJB30BaTh KaK OOBIYHbIE
Joruyeckue Aucku. JlaHHblE Ha TakuX JAMCKax 3allM(poBaHbl: Bce (Qailiibl, KOTOpbIE
3aMMCBIBAIOTCS HA TAKOM JIOTHYECKUN TUCK, MU(PYIOTCS MPU 3aHMCH, U pacIMPPOBBIBAIOTCS IPU
yTeHUH. Takasi opraHu3anus NporeccoB MU(PPOBaHUS U TSI PPOBKH Ha3bIBAETCS NG POBAHUEM
(remm¢ppoBanueM) Ha jery. VeraCrypt mo3BojsieT co34aTh MU(PPOBAHHOE XPaHUJIMILE B BHUJE
oTaenbHOro (aita win 3amudpoBaTh KECTKUN JHUCK IEJIMKOM WK €ro pasnen. B nmanHo#
nabopaTopHOI pabote
paccMmatpuBaroTcs 00a BapHaHTa MCIOJIb30BaHUS ATONH MPOrPaMMBI.

JlabopaTopunasi padora Ne5. Co3aHue M HCMONb30BAHUE CEPTU(UKATOB AIIEKTPOHHOMN
upoBoi moamnucy (2 yaca).
Hean:

1. nomxyuyuTh NpeCcTaBlIEHUs O MEXaHHW3MaxX CO3JaHMSI M MCIIOIb30BaHUs CEPTU(DUKATOB
3IIEKTPOHHOM 1M (POBOI noanuUcH;
2. TIOIYyYUTH OMBIT paboThl ¢ cepTrduraramu DLII.

3apanus:

1. mpouuTaTh U BHIIOIHUTH HHCTPYKIIHIO K JIaOOpaTOpHOU padoTe;

2. TOJTrOTOBUTH OTBETHI HAa BONPOCHL, IPUBEAEHHBIE B KOHILIE PaOOTHI;

3. TMPOJEMOHCTPHPOBATH MPENOIABATEIIO BHITOJHEHHYIO IPAKTHYECKYIO YacTh padoThI;
4, OTBETUTH Ha BOIIPOCHI, 3a/IaHHBIC MTPCTIOAABATCIICM.
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JlaGopaTtopnas padora Ne8. Coznanue u pabora ¢ 3amm(pOBaHHBIMU XPaHUIHILAMH
uHpopmaruu (2 yaca).
Henan:

OCBOMTH IPOCTHIC KPUNTOrpaduIECKUE CPEACTBA 3aUTHI HH(POPMAIIHH.
3amanuda:

1. npounTaTh U BHITONHUTL MHCTPYKIHMIO K Ja6OPATOPHOIL paboTe;
MMOATOTOBUTL OTBCTHI HA BOIIPOCHI, HpI/IBCHéHHBIe B KOHIIC pa60TbI;

3. HpOI[eMOHCTpI/IpOBaTB HpeHOI[aBaTeJIIO BBIHOJIHCHHYIO HpaKTI/I‘ICCKYIO qacCTb pa6OTLI;
4

OTBCTUTH HA BOIIPOCHI, 3aJaHHBIC IPCIIOJABATCIICM.

JlabopaTopnass pa6ora Ne9. Coznanue U MCHOIb30BaHUE CEPTU(HUKATOB AIIEKTPOHHOMN
urdpoBoit moanucu (2 yaca).

B cooTBeTcTBUM CO CXE€MOI paccUMTaTh CYMMapHYI0 pa300punuBOCTb (POPMAHT B CMEKHOM
IIOMEILEHUH, KOPUAOPE U 3a Hapy>KHOM cTeHOM. ChenaTh BBIBOJIBI O BO3MOKHOCTH WJIM HEBO3-
MOKHOCTH YTEUKH 3ByKOBON MH(pOpMAIUH.

BayrpenHui qeop

STAHHS
OJKHO
: K
; | | S
CMeskaan
KomHuara, rae peayrcs KOMHATA

KOHd]HI[EI.[HEL]]LHLIe

IepPeroRophbI @

—
Kopunop @ Hpephb

ypOBHI/I HWHTCHCUBHOCTHU PCUYH B OKTABHBIX ITIOJIOCAX 6epch;I n3 TaomI. 1,
AJI1 BCEX BAPUAHTOB OHHU OJJUHAKOBBLI.

XoJ BBIIIOJIHEHUS na6opaTopH0171 pa6OTBI H €€ PE3YJIbTATHI ITPEACTABLTC B (bopMe OoT4ycCTa.

I

JlaGopatopnas padora NelO. Co3naHue U MCHONB30BaHHE CEPTU(DUKATOB HIEKTPOHHOM
nudposoit moganucu (2 yaca).

B cootBetcTBUM cO cxeMoi (puc. 1) mpOU3BECTH pacyeThl 3alUIIIECHHOCTH TTOMEIIIEe-
HUS OT YT€UKU MH(OPMAIUH TI0 3JE€KTPOMATHUTHOMY KaHay.



I'panrna KOHTPONMHPYEMOH 30HEI

Oxno

2

IISBM

Puc. 1. Cxema noMeIieHus JJIA IPOBCACHHA paCcuCTOB

16

Cpe,I[HeKBaI[paTI/I‘leCKI/IC 3HAUYCHUA HAIIPSKCHHOCTH I10JIA Ea aTMOC(bepHLIX IMOMEX HE pac-
CUUTBIBATDH, 4 CYUTATh OAMHAKOBBIMU JJIS1 BCCX BAPUAHTOB U PABHBIMU

100 MI'u

500 MI'u

1000 MI'n

Ea, MkB/Mm
(Ta=293°K, f,s=40 MI'1)) 0,346

1,738

3,467

Tema 13. Cnenuduyeckne 0cOO0EHHOCTH 3aIIMTHI HHGOPMALMH B JIOKATBHBIX M I71002/1b-

HBIX KOMIIBIOTEPHBIX CETHAX

Conep:xanue

JladopaTopuasi padora Ne6. [Toctpoenne VPN-cetn ¢ MOAKIIOYEHWEM TIO JIOTUHY U

napoJto (2 yaca).
3apanus

O3HakoMuThCS ¢ onucaHusMHU TexHosoruu VPN u mporpammuoro mpoaykra SoftEther

VPN.

COSI[aTB CCThb U3 BUPTYAJIbHBIX MAllIUH, UMCIOLIYIO HpI/IBCI[éHHYIO HHWXKCE KOH(I)I/ITypaI_II/IIO.

YcranoButh 1 HacTpouTh SoftEther VPN Server Ha cepBepHoil mammHe.
YcranoButh 1 HacTpouTh SoftEther VPN Client Ha KTHEHTCKMX MalTuHaX.
[TpoBepuTh paboTOCIOCOOHOCTH CETH MPETIOKEHHBIMU CIIOCOOAMHU.

Oo0mue cBeaeHus
VPN

Virtual Private Network — BupTyambHas 4yacTHas CeTb — 3TO HabOp TEXHOJIOTHH,
MO3BOJISIOIINX MOCTPOUTH JIOTHUECKYHO CETh MIOBEPX JIPYroil ceT, Hanpumep, MatepHera. Takas
JIOTUYECKasi CeTh MOXET COCTOSTh U3 JIByX M 0OJiee y3JI0B, MOXKET OBbITh OJHOPA30BOM, TO €CTh
YCTaHABJIMBACTCS JUI TPOBEICHUS TOJILKO OJHOTO CIUHCTBEHHOrO ceaHca padoThl, TaKk |

CymieCTBOBAThH Ha IMOCTOSTHHO# OCHOBE.

VY cereit VPN ectb aBa OCHOBHBIX Ha3Hauy€HHs: |) MOCTpPOEHHE JIOKAJIBHOM CETH
(COOTBETCTBEHHO OpPraHM3aLUs COBMECTHOH paboOThl M paclpesielieHue pecypcoB MallluH, Kak
IPaBUJIO, HE HAXOAALIMXCS (PU3UYECKH B OHOM JTOKAIBbHOI ceTH), 2) OpraHu3anus 3aiuIEHHOTO
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obmeHa mHpopMaIel MeXy y3JIaMU, COCTaBIISIOMUMHE Takyto ceTb. VPN "acto mpuMeHsroTcs
KOMITAHUSIMU, JJI OpraHu3aliy 3alUIIEHHOT0 YIAIEHHOTO IOCTYyNa COTPYIHUKOB JIOKAJTbHBIM
CeTSIM TMpPEANpUATUS B ciayyae yAaa€HHOW paloThl, sl OObEOUMHEHMs JIOKAIbHBIX CeTel
bunranoB, HaAXOMIIMXCS Ha OOJIBIIUX PACCTOSHUSX IPYT OT IPYyra, B €AUHYIO CETh KOMIIAaHUH, U
Uisi oOMeHa 0co00 BaKHBIMU JITaHHBIMH, KOTOpbIE HENb3sl IepelaBaTh MO0 HE3aIUIIEHHBIM
KaHaJlaM CBSI3U B OTKPBITOM BHJIE.

VPN He sABisIeTCsl €JUHCTBEHHBIM CpPEICTBOM 3allMThl IEPEJAaBAEMbIX JaHHBIX, HO BO
MHOTUX ciydasx cetb VPN okaspiBaeTcss Hambosee ONTHUMAIbHBIM PEIICHHEeM, U 4acTo —
€IMHCTBEHHO BEPHBIM.

Nnes VPN cocTtoutr B TOM, 4TO CBSI3b OCYLIECTBJISETCSA IO CETAM C MEHBIIUM WIIH
HEU3BECTHBIM YpPOBHEM JI0BepUs (Hampumep, Mo MyOJUYHBIM CETSAM), a YPOBEHb JOBEpHUS K
MOCTPOCHHOM JIOTMYECKOM CeTH He 3aBUCUT OT YPOBHS JOBepHs K 0a30BBIM ceTsiM Onaromaps
MCIIOJIb30BAHUIO CpelICTB Kpuntorpaduu (mmdpoBaHusi, ayTeHTH(PUKAIUU, UHPPACTPYKTYPbI
OTKPBITBIX KJIIOYEH, CPEACTB IS 3allUThl OT MOBTOPOB M HW3MEHEHHi, IMepeJaBaeMbIX I10
JIOTUYECKON CETH COOOITICHUH ).

VPN moxeT obecriednBaTh COSIMHEHUS TPEX BUIOB: Y3€I-Y3€, y3el-CETh U CETh-CETh.

Cerp VPN Moxer ObITh MOCTpOEHa Kak Ha OCHOBE CIEUAIbHOrO 00O0pYIOBaHMS,
HarpuMep, MapuIpyTu3aTopoB KoMmnanuu Cisco, TaKk U Ha OCHOBE CIIEIUAIBHOTO MPOTPAMMHOTO
obecrnieueHns Wil KOMOMHUPOBAHHOTO BapHUaHTa.

JlabopaTopunasi pa6ora Ne7. [loctpoenne VPN c monkitoueHHEM Y3JIOB K CETH IO
ceprudukary (2 yaca).
3aoanusn
1. mpounraiite Marepuan pazaena «O01mue CBeICHUY,;
2. BBINIOJHUTE MOATOTOBKY K BBIITOJIHEHUIO MTPAKTHUECKOM YacTH J1abopaTOpHOi paboThI;
3. BBIMOJIHATE YCTAHOBUTE COCTUHEHUE MEXIYy KIMCHTAMU M CEPBEPOM UYepe3 MEXaHU3M
ayTeHTU(UKAINU TI0 cepTH(HUKATAM;
4. 3a0710KUPYITE BO3MOXKHOCTD TIOJIKITIOUCHUS KIIMEHTOB TI0 OJTHOMY U3 CePTH(PHKATOB;
5. yCTaHOBUTE MEXaHU3M ayTeHTU(UKAIINU CepBepa KITUEHTOM;
6. MpoBEpHTE pabOTOCIIOCOOHOCTD CETH.
PexkoMeHayI0TCS K MPOUTEHUIO CIIEAYIOIINE CTaThU:
1. LinuxFormat: «3nextpoHHbsie mnomanucu u 1udpoBsie ceptuduxatel. Yacts 1.»
http://wiki.linuxformat.ru/wiki/LXF93:31ekTpoHHbBIE TOIMUCU
2. LinuxFormat: «JOnektpoHHbie moanucu W 1udpoBbie ceptudukarel. Yacts 2.»
http://wiki.linuxformat.ru/wiki/LXF94:31exTpoHHBIE TOIMUCU
3. OpenOffice Org: «Iloneznoctu: Kak coznare mudpoByro moanuck B 1okymente Qoo
https://wiki.openoffice.org/wiki/OQOo_Ilone3noctu: Kak co3nath_1ndpoBy0 HOIMUCH
B_zaokyMeHnTe_000#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2. .D0.A1.D0.B0
.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.
0.B9 .D1.81.D0.B5.D1.80.D1.82.00.B8.D01.84.D0.B8.D0.BA.D0.B0.D1.82.
A Taxxe crateu u3z Wikipedia:
1. https://ru.wikipedia.org/wiki/IludpoBoii_cepruduxar
2. https://ru.wikipedia.org/wiki/IleHTp_cepTuduKanuu
3. https://ru.wikipedia.org/wiki/CepTuduKaT OTKpPBITOTO_KJIFOYa
4. https://ru.wikipedia.org/wiki/2nekTpoHHas_MOANKCH
5. https://ru.wikipedia.org/wiki/MHdpacTpykTypa OTKPBITBIX KJIOUYEi
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https://wiki.openoffice.org/wiki/ООо_Полезности:_Как_создать_цифровую_подпись_в_документе_ООо#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2._.D0.A1.D0.B0.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.0.B9_.D1.81.D0.B5.D1.80.D1.82.D0.B8.D1.84.D0.B8.D0.BA.D0.B0.D1.82
https://wiki.openoffice.org/wiki/ООо_Полезности:_Как_создать_цифровую_подпись_в_документе_ООо#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2._.D0.A1.D0.B0.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.0.B9_.D1.81.D0.B5.D1.80.D1.82.D0.B8.D1.84.D0.B8.D0.BA.D0.B0.D1.82
https://ru.wikipedia.org/wiki/Цифровой_сертификат
https://ru.wikipedia.org/wiki/Центр_сертификации
https://ru.wikipedia.org/wiki/Сертификат_открытого_ключа
https://ru.wikipedia.org/wiki/Электронная_подпись
https://ru.wikipedia.org/wiki/Инфраструктура_открытых_ключей

18

6 IMAAKTHYECKHUE MATEPHUAJIBI 1JI51 KOHTPOJISA (CAMOKOHTPOJIS)
YCBOEHHOI'O MATEPHAJIA

6.1 OIIeHO‘lHLIe cpeacrea, moxka3aTeJiu U K

HTCPUHA OLCHUBAHUSA KOMIIeTeHII il

HNnaexc
KOMIIe-
TEeHIMH

Onenounoe
CpeacTBO

IToxkazaTenn
OLICHUBAaHUSA

Kpurepun oueHuBanus
cpopMHPOBAHHOCTH KOMIIETEHIM I

OIIK-2

Co0ecemnoBa-
HHUE

Huzkuit
(HEYJOBJIETBOPUTENBHHO),

CTyneHT OTBeYaeT HEMPABMIILHO, HEUETKO
U HEyOedUTENbHO, JTaeT HeBepHbIE (op-
MYJIMPOBKH, B OTBETE OTCYTCTBYET KaKoe-
1100 MPEJICTaBICHHE O BOIPOCE

[Toporossiii
(YZIOBIIETBOPUTEIHHO)

CTyzneHT oTBeYaeT HEKOHKPETHO, ciabo
apryMEHTUPOBAHO W HE YOEIUTENBHO,
XOTSl U UMEETCSl KaKOe-TO MPEICTaBICHUE
0 BOIIpoce

bazoBbIii
(xopor1o)

CTy,Z[eHT OTBCYACT B LCJIOM IIPABUJIBHO,
HO HEAOCTATOYHO ITOJIHO, YETKO U y6eILI/I-
TCJIBHO

Bricokuii
(oTIIMYHO)

CraButcs, eciu NPOAEMOHCTPUPOBAHbI
3HaHHUE BOIIPOCA U CAMOCTOATEIbHOCTH
MBIIICHHS], OTBET COOTBETCTBYET TpeOo-
BaHUSIM IPAaBUIIbHOCTH, MTOJIHOTBI U apry-
MEHTHUPOBAaHHOCTH.

OIIK-2

PasnoypoBHe-
BBIC 3a/1a4U U
3alaHus

Husknii
(HEYJOBJIETBOPUTENHHO),

OTBeT CTYyICHTY HE 3aUUTHIBACTCS ECIIH:

e 3ajaHue BBIIIOJHEHO MEHEe, YeM Ha
MIOJIOBUHY;

e Crynent oOHapyXMBaeT HE3HAHUE
OonbIllell YaCTH COOTBETCTBYIOIIETO Ma-
Tepuana, 10IycKaeT OmuoKy B hopmyiau-
POBKE oTpeeNeHui U MpaBUil, HCKaXKaro-
IIUE UX CMBICI, OECIOPSIIOYHO U3JIaraeT
MaTepual.

[ToporoBbiii
(YZIOBIIETBOPUTEIHHO)

3amanue BBINOIHEHO O0JI€ee, UeEM Ha I10J10-
BuHy. CTyZIeHT OOHapy>XUBaeT 3HAHUE U
IIOHNUMAaHUEC OCHOBHBIX HOHO)KCHI/Iﬁ 3aJga-
HHUSI, HO:

e ll3maraer MaTepuai HEMOJHO U I0MYC-
KaeT HETOYHOCTH B OMNpEAEIECHUU TOHS-
THH;

e He yMmeer 10CcTaTOYHO TIIYOOKO W JI0-
Ka3aTelbHO 000CHOBATH CBOM CYKJICHUS U
IIPUBECTU CBOU NPUMEDBI;

e ll3maraeT Marepwal HEMOCJEI0BA-
TEJIHHO U JIOMYCKAET OMIMOKH B SI3IKOBOM
0(hOPMIICHUH H3JIaraeMoro.

BbazoBblit (xopo11io)

3amaHre B OCHOBHOM BBINOJIHEHO. OT-
BCTHI IPpaBUJIBHBIC, HO:

e B otsere AONYHIICHBI MAJIO3HAYHUTECIIb-
HBIC OH_II/IGKI/I U HCAOCTATOYHO ITOJIHO pac-
KPBITO COJICpYKAHHUE BOIIPOCA;
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e He mpuBeneHsl WUTIOCTPUPYIOIINE
MPUMEPBI, HEIOCTATOYHO UETKO BBIpaA-
KEHO 0000MIaroIe MHCHHE CTYICHTA;

e Jlonymieno 1-2 HemodeTra B MOCIEAO-
BaTEIbHOCTH U SI3BIKOBOM O(OPMIICHUU
H3JIaraeMoro.

Bricokwii (0TM4HO)

3agaHue BBIIOJHEHO B MAaKCHMAJIbHOM
o0beme. OTBEThI OJIHBIE U ITPABUIIBHBIE.
e CrTyAeHT MOJHO M3JIaraeT marepual,
JTACT TPAaBUIBHOE OIPEJIEICHUE OCHOB-
HBIX TTOHATHIA;

e (OOHapyuBaeT IOHMMaHHE MaTepu-
ajla, MOXKET 000OCHOBATh CBOU CYXJICHUS,
IPUMEHUTh 3HAHUS HA MPAaKTHUKe, IpUBe-
CTH HEOOXOAUMBIE IPUMEDBI;

e l3naraer mMarepuan Nocjiae10BaTEIbHO
U IIPAaBUJIBHO C TOUKU 3pEHMsI HOPM JIUTe-
pPaTypHOTO S3BIKA.

bazoBrrIit
(xopor1o)

3agaHue B OCHOBHOM BBIINOJIHEHO:

e CryneHT TBepaO YCBOWI TeMy, Ipa-
MOTHO U IO CYILIECTBY M3JIaraeT ee, Onu-
pasich Ha 3HaAHUSI OCHOBHOU JIUTEPATYPHI,
e He pgomyckaer CylecTBEHHBIX HETOY-
HOCTEH;

e VYBA3BIBACT YCBOCHHBIE 3HAHMUS C MPAK-
TUYECKOM JIeATEIHFHOCTBIO;

e ApPryMeHTHUpPYEeT Hay4dHbIE TOJIOXKE-
HHS;

e JlenaeT BBIBOJBI U 00OOIICHHMS;

e Biuageer cucreMoll OCHOBHBIX ITOHS-
TUH.

Bricokuit
(0TIHMYHO)

3aaHue BBITIOJIHEHO B MaKCHMAIbHOM
o0neme.

e CrynmeHT TIIyOOKO H BCECTOPOHHE
YCBOMJI MPOOJIEMY;

e VYBEpPEeHHO, JIOTUYHO, IOCIEI0BA-
TEIHHO U TPAMOTHO €T0 U3JIaraer;

e Omnwupasick Ha 3HAHUSI OCHOBHOM U J0-
MOJTHUTEIBHON JIUTEpPaTyphl, TECHO TPH-
BSI3bIBAET YCBOCHHBIE HAy4YHBIC IMOJIOXKE-
HUS C PAKTUYECKOM JICATSIIBHOCTHIO;

e VYMeno oOOCHOBBIBAE€T U apryMEHTHU-
pYeT BBIIBUTa€MbIE UM UJICH,

e JlenaeT BBIBOJBI U 00OOIICHHMS;

e (CB00OIHO BIa/Ie€T MOHATHSIMHU.

6.2 [IpoMe:kyTOUHASI aTTECTAIUSI CTYA€HTOB MO ANUCHUIINHE

[IpoMexxyTouHasi aTTecTamus SABJISETCS MPOBEPKOM BCEX 3HAHWMN, HABBIKOB M YMEHUH
CTYACHTOB, IPUOOPETEHHBIX B MPOIECCE U3YUCHUS AUCIUILTUHBL. POPMOI MPOMEXYTOUHOH aT-

TeCTaluH 110 AUCHHUIIIIMHE SABJIACTCA DK3aMCH.
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,HJ'I?I OLCHUBAaHUA PE3YJIbTATOB OCBOCHUA JUCHUIIIIMHBI IIPUMCEHACTCA CICAYIOIIUEC KPUTC-
pyur OUCHHUBAHUA.

Kputepun onieHUBaHHS YCTHOTO OTBETA HA IK3aMeHe

OrnieHka 5 (OTIMYHO) CTaBUTCS, €CJIH:

MOJIHO PACKPBITO COJCPKAHUE BOMIPOCOB B 00beMe MPOrpaMMbl U PEKOMEHOBAHHOM JIv-
TEpaTypbl; YeTKO W MPABHIILHO JAaHbBI ONPEICICHHUS H PACKPBITO COACPKAHKE KOHIENTYaIbHBIX
MOHSITHIA, 3aKOHOMEPHOCTEH, KOPPEKTHO MCIOJIb30BaHbI HAYYHBIC TEPMHHBI; JIJIS IOKA3aTeIbCTBA
WCII0JIb30BaHbI PA3JIMYHBIC TCOPETUYCCKUE 3HAHMSI, BEIBOJIBI U3 HAOJIIOICHHUH 1 OIIBITOB; OTBET Ca-
MOCTOSITEJIbHBIN, HCUEPITBIBAIONINH, 0€3 HABOISAIIMX JOMOJHUTEIHHBIX BOIPOCOB, C OMOPOH Ha
3HaHUs, MPUOOPETEHHBIC B MPOLIECCE CIICIUAIHM3AI[MH 110 BBIOPAHHOMY HaIlpaBCHHIO HH(OpMa-
THKHU.

Ornenka 4 (X0pollo) CTaBUTCS, €CIIH:

PacKpBITO OCHOBHOE COJICPKAHKE BOIIPOCOB; B OCHOBHOM IPABUJIBLHO JIAHBI OMIPEICIICHHUS
MOHSITUI U MCIOIb30BaHbl HAYYHbIE TEPMUHBI; OTBET CAMOCTOSATEIbHBIN; ONPEICICHUS TOHATUI
HETIOJIHBIC, JTOMYIICHBl HAPYIICHHS MOCIEA0BATEIFHOCTH H3JI0KECHUS, HEOOIBIINEe HETOYHOCTH
IIPU UCTIOIB30BAaHUH HAYYHBIX TEPMUHOB WJIHM B BBIBOJIAX M 000OIIEHUSNX, UCIIPABIIsIeMbIE O J10-
MOJTHUTEIIEHBIM BOIIPOCAM YK3aMEHATOPOB.

Ornenka 3 (YAOBIETBOPUTEIbHO) CTABUTCS, €CIIH:

YCBOCHO OCHOBHOE COJICpKAHHME y4eOHOr0o Marepualia, HO U3JI0KEHO (pparMeHTapHoO, He
BCET/Ia MOCIEI0BATEIIBHO; ONPEACIICHUE MMOHATHH HEIOCTATOYHO YETKOE; HE UCIIOIb30BaHbI B Ka-
YEeCTBE JI0KA3aTeIILCTBA BBHIBOJIBI U3 HAOIIOJACHHUA U ONBITOB MJIH JOIMYIIECHBI ONMIHOKH TP UX W3-
JIO’)KEHUU; TOMYIICHBI OIUOKU M HETOYHOCTU B MCIOJIB30BAHUU HAyYHON TEPMHHOJIOTHH, OIpe-
JICJICHUT OHSITHH.

Ornenka 2 (HeyIOBJIETBOPUTENLHO) CTABUTCS, €CIIN:

OTBET HEMPABUJIBHBIN, HE PACKPBITO OCHOBHOE COJICpXKaHKUE TPOrPaMMHOTO MaTepraia; He
JaHbl OTBETHl HA BCIIOMOTATENbHBIE BOIMPOCHI 3K3aMEHATOPOB; JOMYIIEHBI rpyOble OMMOKU B
OTIpe/ICIICHUH TIOHATHH, PH UCIIOIH30BAaHUH TSPMUHOJIOTHH.

TunoBbie KOHTPOJIbHBIC 3aIaHUA UJIX UHBIC MaTCpPHUAJIbI, H606X0}II/IMLIC AJIsA
OHCHKHU PE3yJbTATOB OCBOCHHUS TUCIHHUIIIMHDBI

Ilepeyens npuMepHBIX BONPOCOB K IK3aMEHY

. [lonsitue Ub. Ocuoubie cocTaistomue b u ux pons mipu cozganuu VC.
. 3Hauenue u poas b B coBpeMeHHOM Mupe.
. ¥Yrpo3sl Ub (ocHOBHBIE onpeienenns) U KpUTepUH Kiaccuukauu yrpos.
. Ilpumepsl yrpo3 U puCKOB 10 BCEM OCHOBHBIM cOCTaBIstOINM (acnektam) Ub.
. Ananu3 yrpo3 u puckoB MC ¢ touku 3penus Ub.
. Poccuiickoe 1 Mex1yHapoIHOE 3aKOHOAATENbCTBO B 00IaCTH 3aIIUTHI HHPOPMALIUH.
. Cranmaptel u cienuKaiy B 00JaCTH 3alTUTHI MHPOPMAIIUU, UX OCHOBHBIE
MIOJIO’KEHUS Y TIPUHLUIIBI TIOCTPOEHHUS.
8. «OpanxeBasi KHUTa» KaK OIIEHOYHBIN CTaHIapT.
9. Kpurepuu orieHku 6€301MacHOCTH MHPOPMALTMOHHBIX TEXHOJIOTUI
10. OcHOBHBIE MEXaHU3MBbI U CEPBHUCHI OE30MACHOCTH.
11. CereBas 6e30nacHOCTb, HanboJIee XapaKkTepHble Yrpo3bl Aiis ceTeBbix MIC, Toukn
BXO/[.
12. AnmuHHCTpaTUBHBIN ypoBeHb b (OCHOBHBIE MOHATHS, MOJIUTHKA OE30MACHOCTH).
13. IIporpamma 6€30maCHOCTH, CHHXPOHH3AITUS ITPOTrpaMMbl 0€301TaCHOCTH C
YKU3HEHHBIM LIUKJIOM CHCTEM.
14. Yopasnenue puckaMu. OCHOBHBIE TOHATHS, TPUHIIUIIBI, STAIIbI.
15. Ilpouenypusiii yposenb Wb, kinaccudukamnus mMep 3T0ro ypoBHs.

NN DN RN
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16. [Ipuntune puzndeckoit u apxutekTypHoi 6ezonacuoctu MC. Uepapxuueckas

opranusanus 1C.

17. Unentudukanus u ayreHTHGUKAIMS (CIIOCOOBI, X JIOCTOMHCTBA U HEAOCTATKH),

YIPaBJICHUE JOCTYIIOM.

18. Ynpasnenue 1oCTynoM, TEXHOJIOTHH, IPUHLIUIIBI OPraHU3aluH, TUIINYHBIEC PELICHUS.
19. TexHonmoruu NpOTOKOIUPOBAaHUS U ayauTa. [[pMHIMIIBI TOCTpOEHUS U 3a/1a4H,

3aBUCHUMOCTB OT Apyrux cpeactB Ub.

20. Ucnonp3oBanue kpunrorpaduyeckux rexnonorui B UC.
21. Texuu4eckue cpeacTBa, 00ECIIeUNBAIOIINE 3aUTY HHPOPMAINHU, UX KIacCU(pHUKAIUI

1 Ha3HA4YCHUC.

22. PearupoBaHue Ha HapylIeHHUE peKMMa 0€30MaCHOCTH, TPOLEAYPHI IITAHOBBIX

BOCCTAaHOBUTCIIbHBIX pa60T.

23. OcoGeHHOCTH COBPEMEHHBIX NH(POPMAIIMOHHBIX CUCTEM, CYIIECTBEHHBIE C TOUKU

3peHust OE30MaCHOCTH.
24. PoneBoe yrpaBieHUE JOCTYIIOM.
25. AKTUBHBIN ¥ TAaCCUBHBIN ay/IUT.

OueHo4Hble CpeACTBa IS IPOBEPKH YPOBHS chopMupoBaHHOCTH KommneTenuuii OIK-2

TecT (b1) CONEPHKUT CIACAYIONTNE TUITBI 3aJaHUI

Ne 3a1a- Bec 3apa- | Pe3yabTaT oneHuBaHus (0aJ1bl, MOJy4YeH-
Tun 3aganus st HUSA Hbl€ 32 BBINOJIHEHHE 3a]aHusl / XapaKTe-
(0am) PUCTHKA NPABUJIBLHOCTH 0TBETA)
3amaHus  3akpeitoro | 1, 2, 3, 1 Oamn 1 6 - moysiHOE MpaBHIIBHOE COOTBETCTBHE; ()
TAMma ¢ BeIOOpOM of- | 4,5 0 - oCTaJIbHBIE CITy4au
HOTO TpaBmwiIbHOTO (1
u3 4)
3alaHusl  3aKpeITOro | 6 1 Gamn 1 6 - monHOE MpaBUJIbHOE COOTBETCTBUE; ()
THTIa C BBIOOPOM OJI- 0 - ocTaNbHBIC CITydan
HOTO MPaBUIBHOTO OT-
BETa o cxeme:
«BEPHOY/ KHEBEPHO»
3ajaHus  3akpeitoro | 7, 8, 9, | 2 Gaynna 2 0 — MoJIHOE MPAaBUIBLHOE COOTBETCTBUE (T10-
Tma ¢ BeIOOpom He- | 10 CJIEJIOBATEIILHOCTh BAPHAHTOB OTBETA MOKET
CKOJIBKUX  IpaBUJIb- ObITH JIOOOH); 1 0 — eciu gomylieHa ogHa
HBIX OTBETOB (2 uiu 3 omuOKa / OTBET MPaBWIbHBIN, HO HE TIOJHBIH;
u3 6) 0 6 — ocTanbpHBIE CITy4YaH
3amanus  OTKpeIToro | 11,12 2 Oamna 3 6 — moiHOE MpaBWIbHOE COOTBEeTCTBHUE; () O
TUTIA C KPaTKUM OTBE- — OCTaJIbHBIE CITyYaHu.
TOM
3amaHusi  3akpeiToro | 13, 14 3 Gamna 2 6 — moNHOE MPaBUIBLHOE COOTBETCTBHE; 1 O
THIIA HA YCTAaHOBJICHHE — ©CJIM JOTyIIeHa O/THA OIrOKa / OTBET Tpa-
COOTBETCTBUS (4 Ha 4) BUJIBHBINA, HO HE MONHBIN; 0 0 — OCTalbHBIE
cIyJau
3amaHus  OTKpwITOroO | 15 56amnoB |5 0 — MONHOE MPaBUIBHOE COOTBETCTBHE;
THIAa C Pa3BEpHYTHIM €CJIM JIOMYIIEHa OJHA OUIMOKa/HETOYHOCTD /
OTBETOM OTBET MPAaBWJIbHBII, HO HE TIOJHBIN - 3 Oaa;
€CJIM JOMYIIeHO Oojiee OJHOU OIMOKHU / OT-
BET HEMpPaBWIbHEIHN / 0TBET oTcyTcTBYeT — O
0aJI0B
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dopmupyemas NuaukaTopsl ¢chopMHPOBAHHOCTH KOMIIETEHIHH
KOMIIETCHIUS

OIIK-2. Cioco6en npumeHsTh coBpe- | OIIK-2.1 —3HaeT: MareMaTHYECKHUE OCHOBBI MPOTrpam-
MEHHBI MaTeMaTHYeCKUi ammapar, | MUPOBaHUS U S3BIKOB MPOrPaMMHUPOBAHUSA, OpraHU3a-
CBSI3aHHBIN C TIPOEKTUPOBAHUEM, pa3- | UM 0a3 JaHHBIX U KOMITBIOTEPHOTO MOJICITHPOBAHUS;
paboTKOM, peanu3anMeil M OLIEHKON | MaTeMaTHYeCKHE METO/bl OLIEHKH KauecTBa, HaJeKHO-
KauecTBa MPOTPAMMHBIX MPOAYKTOB U | CTH U 3(PPEKTUBHOCTH MPOrPAMMHBIX MPOIYKTOB; Ma-
MIPOrpPaMMHBIX KOMILIEKCOB B pa3jiny- | TEeMaTUYECKUE METOJAbl OpraHu3aluuu HHGOpPMalUOH-
HBIX 00JIACTSX YEJIOBEUECKOH IeATeNb- | HOM 0€30MacHOCTH MpHU pa3pabOTKe M IKCIUTyaTalluu
HOCTHU MIPOrPaMMHBIX HTPOAYKTOB M MPOTPAMMHBIX KOMILICK-
COB.

OIIK-2.2 — ymeeT UCII0JI30BaTh ATOT aIlrapar B IPo-
(heccuoHaTBHOM e TCIIEHOCTH.

OIIK-2.3 — uMmeeT HABBIKM NMPUMEHEHHUs JTAHHOTO Ma-
TEMATHYECKOTO armapara Mpu PeIieHUH KOHKPETHBIX
3a/1a4

3ananue 1

BHumaTenpHO mpounTaTe 3a1aHUE U YKAKUTE OJMH IPABUJIbHBIA BAPUAHT OTBETA:

CocrosiHre MHPOPMAIUH, TPH KOTOPOM OTCYTCTBYET JIF000€ €€ M3MEHEHHUE JIN00 N3MEHEHUE OCY-
HIECTBIISETCS TOJIBKO MPeJHAMEPEHHO CyObEeKTaMu, UMEIOIIMMH Ha HETro MpaBo 3T0?

1. mOMIMHHOCTH

2. ILEJIOCTHOCTD

3. JIOCTYITHOCTH

4. KOH(pHUACHIUATHHOCTh
OTser 2.

3aganue 2

BauMarenpHO npounTaiiTe 3aaHue U YKa)KUTE OAUH IIPABUIIbHBIM BADUAHT OTBETA:

Uro Takoe nHPOpMAIIMOHHAs crcTeMa?
1. coBoKymHOCTH 6a3 JaHHBIX U 00ECTEUNBAIOIINX €€ 00padOTKy HH(POPMAIIMOHHBIX TEXHO-
JIOTUH ¥ TEXHUYECKHUX CPEJICTB;
2. COBOKYMHOCTh MH(pOpMAIUU, HHPOPMAIIMOHHBIX TEXHOJOTHM, TEXHUYECKUX CPEACTB H
MepcoHaa, 00CITyKHBAIOIIETO CHCTEMY
3. COBOKYIHOCTH COfepikalieiics B 0a3ax JaHHBIX HH(OpMAIMU U 00ecreurnBaloLINX ee 00-
paboTKy HHPOPMAITMOHHBIX TEXHOJIOTHHA U TEXHUICCKHX CPEICTB
4. HeT MpaBWJIBHOTO OTBETA
OrTser 3.

3aganue 3

BaumarensHO l'IpO‘-IPITElfITC 3aJaHUC U YKOKUTEC OAUH HpaBHHLHLII‘;I BApHUAHT OTBCTA:

Y0THOMOYEHHBIM OpraH Mo 3alMUTe MPaB CyObEKTOB MEPCOHATBHBIX JaHHBIX 3TO:
1. ®epepanbHas cayx0a 10 3alIUTE MPaB CyObEKTOB MEPCOHANBHBIX JTaHHBIX
2. @enepanbHas ciyx0a 1o Haa30py B chepe cBs3U, HHPOPMALIMOHHBIX TEXHOJIOTUN U Mac-
COBBIX KOMMYHHKAIUH
3. ®enepanbHas ciayx0a 6e30macHOCTH
4. @epnepanbHas ciayx0a M0 TEXHUYECKOMY M SKCTIOPTHOMY KOHTPOJTIO
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OrtBeT: 2.

3aganue 4

BHuMarenpHO npounTaiTe 3a4aHue U YKaXKUTE OAUH IIPABUIIbHBIM BADUAHT OTBETA:

Kakue xinaccel 3aMIIEHHOCTH HH(POPMAIIUK MOTYT OBITh y TOCYIapCTBEHHON HH(DOPMAITMOHHON
CUCTeMBl, 00pabaThIBarOILEH IepCOHANIbHBIE JaHHbIE?

1. KI,K2,K3
2. Kl1,K2
3. KI1,K2, K3, V¥3-1, ¥3-2, ¥3-3
4. nomxHO ObITH 2 Kitacca (oguH 1o npukazy @CTOK Ne 17, u oauH 10 OCTaHOBJIEHUIO
ITpaButensctBa PO Ne 1119)
OrTser: 1.
3amanmne 5

BHumaTenpHO mpounTanTe 3a1aHUE U YKAKUTE OJMH IPABUJIbHBIA BAPUAHT OTBETA:

Uto Takoe yrpo3a 0€30MacHOCTH NEPCOHATBHBIX TAHHBIX —

1.

LIEJICHAIIPABIICHHOE HECAaHKLIMOHUPOBAHHOE BO3JECHCTBUE HA NEPCOHAIBHBIC JaHHBIC, HA
pecypchl HHPOPMAITMOHHON CHCTEMBI TIEPCOHAIBHBIX JTaHHBIX MIIH MOJTy4YeHHE HECAHKIIH-
OHMPOBAHHOI'O JOCTYyIlA K HUM C IPUMEHEHUEM IIPOrPaMMHBIX MJIU IIPOrPaMMHO-aIapar-
HBIX CPEACTB

COBOKYITHOCTb YCJIOBUH U (DaKTOPOB, CO3/IAIOIINUX ONACHOCTh HECAHKIIMOHUPOBAHHOTO, B
TOM YHCJIE CIIyYalHOT O, JJOCTYIIA K IEPCOHAIIBHBIM JJAHHBIM, PE3YJIbTATOM KOTOPOT'O MOTYT
CTaTh YHUUYTOXKEHHE, U3MEHEHHUE, OJIOKMpPOBAaHUE, KONMPOBAHUE, MIPEJOCTaBIECHUE, pac-
MIPOCTPAHEHHE MEPCOHAIBHBIX JAHHBIX, & TAK)KE UHBIE HEIIPABOMEPHBIE IEUCTBUS IIPU UX
00paboTke B MH(POPMALTMOHHON CHCTEME NMEPCOHAIBHBIX TAHHBIX

HECaHKLMOHUPOBAHHOE BO3/I€CTBUE HA NH(DOPMALIMOHHYIO CHUCTEMY NEPCOHAIBHBIX AaH-
HBIX, B TOM YHUCJIE CIIy4alHOE, Pe3yJIbTATOM KOTOPOTO MOTYT CTaThb YHUYTOXKEHUE, U3Me-
HeHHe, OJIOKMpOBaHKEe, KOMUPOBaHUE, IPEOCTaBIEHUE, paCIPOCTPaHEHHE IEPCOHANIBHBIX
JTAaHHBIX, a TAKXKE MHbIE HETIPAaBOMEPHBIE AEUCTBUS IPU UX 00paboTKe B MHDOPMALIMOHHON
CUCTEME NIEPCOHAIIBHBIX TaHHBIX

Otser: 2

3amanue 6

Bepho nu yrBepxkneHue?

CornacHo ®enepanpHomy 3akoHy OT 28.12.2010 Ne 390-®3 «O 6e3omacHoct» CoBer

6e3omacHocTH PD sBnsieTcs KOHTPOIUPYIOIIUM OPTaHOM B cpepe Oe30MacHOCTH.
OTBeT: HE BEpPHO.

3amanmne 7

BaumarensHO HpO‘—IHT&ﬁT@ 3a1aHUC U YKAXKUTC TPHU MTPaBUJIBHBIX BapruaHTa OTBETA:

Hapymienue tpeboBannii @enepanbaoro 3akoHa ot 27.07.2006 N 149-d3 «O6 undopmaruu, uH-
(dbopMaIMOHHBIX TEXHOJOTHIX U O 3alluTe HHPOpMAIHI» BIEUET 3a CO00i?

1. MopanpHYIO OTBETCTBEHHOCTb

2. TPaXIAHCKO-TIPaBOBYIO OTBETCTBEHHOCTh

3. aJIMHHHCTPAaTUBHYIO OTBETCTBCHHOCTH
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4. STHYECKYIO OTBETCTBEHHOCTH

5. YroJIOBHYIO OTBETCTBEHHOCTh

6. HpPaBCTBEHHYIO OTBETCTBEHHOCTH
Otser: 2, 3,5

3aganue 8

Buanmarensao HpO‘-IPITElfITG 3aIaHUC U YKAXKUTC ABaA MPAaBUJIbHBIX BapruaHTa OTBCTA:

Ha xakom (Ha KaKux) U3 TPEX 3TAOB HOCTPOCHUS CHCTEMBI 3aIIUTHI HH(POPMALIUN TPOBOIUTCS
olpeieNIeHue Kilacca 3alUIEeHHOCTH (BbIOepUTe BCe MPaBUIIbHBIE OTBETHI)?
1. wnaoTamne onpeaeneHUst UCXOAHBIX JAHHBIX
. Ha MIPEJIIIPOCKTHOM 3Tare
. Ha 3Tare NpoeKTUPOBAHUS
. Ha 9Tare onpesieeHus Mep 3alluThl THPOpMaLUU
. Ha 3Tare aTTecTallii Ha COOTBETCTBHUE TPeOOBaHUSAM 0€3011acHOCTH MH(pOpMaLun
. Ha 9Tare BHEAPEHUS
OrtBet: 2, 4.

AN N AW

3amanue 9

BaumarensHO HquHTaﬁTe 3aJaHUC U YKOKUTC TPH IIPABUJIbHBIX BapHaHTa OTBETA:

Kakwue ObIBaroT Mepsl 3amuThl nHGOpManuu?
1. akryanbHblE U HE aKTyaJIbHbIE

2. TEeXHHYECKHE

3. TpaBoBEIC

4. BpEeMEHHbIEC U TOCTOSTHHBIC

5. oOpraHu3alMoOHHbBIE

6. HeIoCTaTOYHEIE, JOCTATOYHBIC, U30BITOUHEIC
OrTserT: 2, 3, 5.
3apanue 10

BHuMaTensHO HpO‘lHT&ﬁTG 3aJaHUC U YKOKUTEC TPH IIPABUIIbHBIX BapHaHTa OTBETA:

Cornacno «TpeboBanusaM k cucremam oOHapysxeHus BropxkeHuin» (PCTIK Poccuu —2012) ObI-
BAIOT CHCTEMBI OOHAPYKEHHS BTOPKECHUH CIIETYIOIINX THUIIOB:
1. cucrtema oOHapy>KeHHs BTOPKEHUI YPOBHS CETH
2. cucremMa oOHapy>KeHHs BTOPKEHUH B IPOrpaMMHO-TEXHHUECKOM U IPOrPaMMHOM HCIIONI-
HEHUU
crcTteMa OOHapy KeHUsl BTOP)KEHUH ypOBHS y371a
CUTHATypHasi ccTeMa
crcreMa 0OHapyKEeHUs! BTOP’KEHUI CMEIIaHHOTO THIIA
6. moBeneHYeckas cucTeMa
Otset: 1, 3,5

o~ w

3aganue 11

BHuMarenbHO npoynTaiTe 3aJaHke U BIUIIUTE MPABUIBLHBIA OTBET:

KomrmuiekcHbIi moka3aTenb, XapakTepu3yoImuii TpeOOBaHMs, HCTIOJTHEHNE KOTOPBIX o0ec-
neuynuBacT HeﬁTpaHHSaHHIO OIMPCACIICHHBIX YTPO3 6630HaCHOCTI/I MEPCOHANIBHBIX OAHHBIX NIPHU UX
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00paboTke B MH(POPMAIMOHHBIX  CHCTEMaxX  MEPCOHATBHBIX  JaHHBIX  HA3bIBACTCS

OTBerT: YPOBEHB 3allIUIIICHHOCTHU IIEPCOHATIBHBIX JaHHBIX

3aganue 12

BHuMaTenpHO TpounTaNTE 3a1aHUE U BIUIIUTE MMPABUIbHBINA OTBET:

CpenctBa kpunTorpaduueckoil 3amuThl THPOPMAIUH SBIISIOTCS KaK CPEICTBOM 3aIUTHI, TaK U

OtBeT: 00BLEKTOM 3aILUATEI

3aganue 13

HpO‘IHT&ﬁTG TEKCT U YCTAaHOBUTC COOTBCTCTBUC:

bazoBelii HabOp Mep 3aIUThl HH(OPMALMK onpeaeseTcs ucxons u3: : Kiacca 3amumneHHoctu
nc

AnantupoBaHHbI 0a30BbI HAOOp Mep 3alUTbhl MH(MOPMALUM ONpEAEsIeTcs UCXOIsl U3:
CtpykTypHO-(YHKINOHATBHBIX XapakTepucTHk MC, nHPOPMALMOHHBIX TEXHOJOTHH, OCOOCH-
Hocrel pyHkunonuposanus MC

YTOYHEHHBIH aJlanTHPOBAHHBINA 0a30BBIi HAOOP Mep 3alIUTHl HMH(OOPMAIMH OTPEACISIETCS MC-
X051 u3: : Yrpo3 0e30macHoCTH HH(OpMaIUK, BKIFOYEHHBIX B MOJIEb YIpo3 0€30MacCHOCTH MH-
dbopmanuu

JIONOJTHEHHBIH YTOYHEHHBIN aJalTHPOBAaHHBIN 0a30BbIi HAOOP Mep 3aIUThl UH(OPMAIMH OIpe-
nensieTcs ucxons u3: : TpeOoBaHMW MHBIX HOPMATHUBHBIX TPABOBBIX aKTOB

3aganue 14

IIpounTaiiTe TEKCT U YCTAHOBUTE COOTBETCTBHE:!

[TpocTaBbTE HAPOTHUB KaXJA0r0 TUIA B KAKOM HUCIIOJIHEHUU MOTYT OBbITh peajin30BaHbl MEKCETe-
BBIC DKPaHbI:

Tun «A». MexceTeBol 3KpaH ypOBHS CETH : IPOrPaMMHO-TEXHUYECKOE UCTIOJTHEHHE

Tun «b». MexcereBol 9KpaH ypOBHS JIOTHYECKHUX I'PAHUL] CETH : IIPOrPaAMMHOE WK IIPOrPaMMHO-
TEXHUYECKOE UCIIOJHEHNE

Tun «B». MexcereBo 5KpaH ypOBHS y3J1a : IPOrPaMMHOE MCIIOJIHEHHE

Tun «I'». MexcereBoii 5kpaH ypoBHsS BeO-CepBepa : MPOTPaMMHOE WJIM MPOTPAMMHO-TEXHUYE-
CKO€ UCITOJIHEHUE

Tun «I». MexceTeBol dKpaH YpOBHS MPOMBIIUIEHHON CETH : MPOrPaMMHOE WA MPOTPAMMHO-
TEXHUYECKOE UCIIOJHEHUE

3aganue 15

BuumarenbHO mpounTaiiTe 3ajaHe U 3alUIINTe Pa3BEPHYThII 000CHOBAaHHBIN OTBET:

[TpuBenuTe He MEHEE TPEX KPUTEPUEB, OTHOCSIIMXCS K TOCYJaPCTBEHHBIM HH()OPMALIOHHBIM CH-
creMam:
OTBeTHI:

1. T'ocynapcTBeHHBIE HH(OPMAIIMOHHBIE CUCTEMBI - (pesiepanbHble U perHoHaIbHbIE HHPOpMa-
IIUOHHBIE CCTEMBI, CO3/IAal0TCSI HA OCHOBAaHUM COOTBETCTBEHHO (heZiepabHbIX 3aKOHOB, 3a-
KOHOB cy0bekToB Poccuiickoit denepannu, Ha OCHOBAHNY MPABOBBIX aKTOB TOCYJapCTBEH-
HBIX OPT'aHOB;
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2. N'ocynapcTBeHHbIE MH()OPMAIIMOHHBIE CUCTEMBI CO3AAI0TCA B LIENSIX Pealu3alui MOJTHOMO-
YU TOCY/1apCTBEHHBIX OPTaHOB U oOecrieueHust oOMeHa nHpopManuein Mex 1y STUMH Opra-
HaMH, a TAKXKE B UHBIX YCTAHOBJIEHHBIX (peiepanbHbIMU 3aKOHAMHU LEJISAX.

3. l'ocynapcTBeHHBIE HH(OPMAIIMOHHBIE CHCTEMBI CO3/IAl0TCS ¥ IKCILTyaTUPYIOTCSI HA OCHOBE
CTaTUCTUUYECKOW M MHOM JOKYMEHTUPOBAHHOM MH(pOpMalMHU, IPEJOCTaBIAEMON Irpaxkaa-
HaMH ((PU3HYECKUMHU JIMIIAMH), OpTraHU3aMsIMHU, TOCYIapCTBEHHBIMUA OpraHaMH, OpraHaMH
MECTHOI'0 CaMOYTIpaBJICHUS.

4. He nomyckaeTcsi SKCIUTyaTalus rocy1apCTBEHHON HH(OPMAIIMOHHON CUCTEMBI O€3 HajJie-
*Kalero oopMiIeHUs MpaB Ha MCIIO0JIb30BaHUE €€ KOMIIOHEHTOB, SIBJISIOIIUXCS 00bEKTaMU
MHTEJUIEKTYyallbHONH COOCTBEHHOCTH.

5. He nonyckaetcs nepenaya HHGOpMAIMK U3 TOCYAAPCTBEHHBIX HH()OPMAIIMOHHBIX CUCTEM B
UHbIE HH(POPMALIMOHHBIE CUCTEMBI, HE COOTBETCTBYIOIIUE TPEOOBAHUAM O 3aIIUTE UHPOP-
Maluu

6. Madopmanus, cogepramasics B rOCy1apCTBEHHBIX HHPOPMALIMOHHBIX CHCTEMAX, SIBISETCS
opuUIIHaTLHOM.

7 IEPEYEHb HH®OPMAIIMOHHBIX TEXHOJIOTUH, UCIOJIb3YEMBbIX
B NIPOINECCE OBYYEHUA

NudopmanuoHHbIE TEXHOJIOTHU — 00yUeHHE B 2JIEKTPOHHON 00pa3oBaTeNbHOM cpesie ¢
LEJIBIO PACLIMPEHHs 10CTYyTa K 00pa30BaTelbHbIM pecypcaM, YBEIMUEHHUs KOHTAaKTHOI'O B3aUMO-
JEHCTBUS C MpenojiaBaTesieM, OCTPOSHUS WHAUBUAYAIbHBIX TPAEKTOPHM MOJITOTOBKU, 0OBEK-
TUBHOTI'O KOHTPOJISI U MOHUTOPUHIA 3HAHUH CTYIEHTOB.

B o6pazoBarenbHOM Iporiecce Mo TUCHUILIMHE UCIOIb3YIOTCA CIeIyroIue HHPOopMaLu-
OHHBIE TEXHOJIOTHH, SIBJISIOIIMECS KOMIIOHEHTaMHU OJEKTPOHHOH HH(OpMaIlMoHHO-00pa3oBa-
TenpHOM cpenbl BI'TIY:

e odunuansubiii cait BI'TIY;

kopnoparuBHas cetb bI'TIY;

cuctema annekTpoHHoro odoydenuss ®I'bOY BO «bI'TIV»;
AJIEKTPOHHBIE OMOJIMOTEYHBIE CUCTEMBI;

cucremsl mporpammuposanus (C++, Java, Delphi, Pascal);
MYJIBTUMEANIHOE COITPOBOXKIECHUE JIEKIIUHM U TPAKTUYECKUX 3aHATUH.

8 OCOBEHHOCTHU U3YYEHUA JUCHUIIJIMHBI UHBAJIUJIAMMU U JIMHAMMU C
OI'PAHUYEHHBIMHA BO3MOKHOCTSAMMU 31I0POBbsA

HpI/I O6yquI/II/I JUI ¢ OTpaHUYCHHBIMU BO3MOXXHOCTAMHU 310POBBA IMPUMCHAKOTCA aaarl-
TUBHBIE 00pa30BaTeIbHbIE TEXHOJIOIMH B COOTBETCTBUU C YCIOBUSAMHM, H3JI0KEHHBIMU B pa3ien
«OCcoOeHHOCTH OpraHu3aluu 00pa30BaTENbHOIO Mpoliecca Mo 00pa30BaTEIbHBIM IIpOrpaMMamM
JUIS. UTHBAJIMJIOB U JIUL C OTPAaHUMYEHHBIMH BO3MOXKHOCTSMU 3/I0pOBBs» OCHOBHOW 00pa3zoBaTeib-
HOM IporpaMMsl (MCTIONIb30BaHUE CHEIMATbHBIX Y4EOHbBIX TOCOOMH M TUAAKTUUECKUX MaTepua-
JIOB, CHEIMATIBHBIX TEXHUYECKHX CPEACTB 00YUYEHHs KOJUIEKTUBHOTO M MHIMBUAYAIBHOTO TOJb-
30BaHUS, TPEIOCTABICHUE YCIYT aCCUCTEHTa (IOMOITHMKA), OKA3bIBAIOIIEr0 00yJarONIMCs He-
00X0AMMYI0 TEXHUYECKYIO TOMOIIIb U T.II.) C YYETOM MHIUBUAYAIBHBIX 0COOEHHOCTEH 00yyaro-
IAXCSL.
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9 CIIMCOK JIMTEPATYPbI U UH®OOPMALIMOHHbIX PECYPCOB

9.1 Jluteparypa

1. Brexenue B kpunrorpaduro : 6a30BbIii Kypc Ut CTy1. MaTeMaTH4. CIell. By30B / peil.
B. B. fmenko. — 3-¢ m31. — M. ; XapbkoB ; Munck; CII6. : ITutep, 2001. — 287 c. (9 3k3.)

2. I'anarenko B.A. OcHoBBI HHPOPMAITMOHHOW OE30MACHOCTH : KypC JEKIMHN IS CTYI.BY-
30B,00yuatomuxcs no cuenl."[Ipuknannas nadopmaruka" / 'anarenko B.A. — M. : UuTepHeT-YH-
T HHPOPMAIMOHHBIX TexHonorui, 2003. — 277 c. (10 3k3.)

3. 3enkos, A. B. Mndopmarnmonnas 6€30macHOCTb U 3auTa HHPOPMAIIUH : y4eOHOE 1M0-
cobue s By30B / A. B. 3enkoB. — Mocksa : U3natensctBo FOpaiit, 2022. — 104 c. — (Beiciiee
obpazoBanue). — ISBN 978-5-534-14590-8. — Tekcr : anekTponHbiii // OOpa3oBaTenbHas IIaT-
dopma IOpaiir [caiiT]. — URL: https://urait.ru/bcode/497002 (nara obparienus: 10.10.2022).

4. MenbaukoB, B. I1. MadopmarmornHas 6€30MacHOCTh W 3amuTa HHGOPMAIKH : y4eO.
nocoowue st cryna. By3oB / B. I1. Menbaukos, C. A. Kneiimenos, A. M. Ilerpakos ; mox pexn. C.
A. KieiimenoBa. — 4-e usn., crep. — M. : Akagemus, 2009. — 330 c. (6 9k3.)

5. llernos, A.lO.3ammra wuHpOpPMAIMU: OCHOBBI TEOPHHU : Y4YEOHHK JUisi BY30B /
A. 1O. Ulernos, K. A. Hlernos. — Mocksa : U3natenbctBo FOpaiit, 2022. — 309 c. — (Bsicmiee 06-
pasoBanue). — ISBN 978-5-534-04732-5. — Tekcrt : anextpoHHbIi // OO6pa3oBarenbHas matdopma
FOpaiir [caiit]. — URL.: https://urait.ru/bcode/490019 (xara obpamenus: 10.10.2022).

6. CyBoposa, I'. M. Mudopmarimontas 06e30MacHOCTb : ydeOHOe mocodue it By30B /
I'. M. CyBopoBa. — Mocksa : U3narensctBo FOpaiit, 2022. — 253 c. — (Briciiee o6pa3oBanue). —
ISBN 978-5-534-13960-0. — Tekcr : snexrtponnsiii // Obpa3oBarenbHas miatdgopma FOpaiit
[caiiT]. — URL.: https://urait.ru/bcode/496741 (narta oopamenus: 10.10.2022).

7. Pacropryes, C.I1. OcHoBBI HHPOpMaMOHHOM Oe3omacHocTH [Teker] : yueb. mocobue /
C. II. Pactopryes. — 2-e u3a., crep. — M.: Akanemus, 2009. — 186, [1] c. — (Bricmiee mpodeccuo-
HaJbHOE 00pa3oBaHue). (5 7K3.)

8. Co0Oones, A. H. ®uznueckue 0CHOBBI TEXHUYECKUX CPEACTB 0OecreueHns: UH(opMaru-
oHHOM Oe3omacHoctu [Text] : yuel. mocobue mnsa crya. By3oB / A. H. Cobones. - M. : I'ennoc
APB, 2004. - 221 c. (16 3k3.)

HopMaTuBHBIE TOKYMEHTBI

1. TOCT 28147-89. Cuctembl 06paboTku MH(popManMu. 3amuTra KpunTorpaduye-
CKasi. AITOPUTMBI KPUIITOTPahUIECKOTO MPeoOpa3OBaHMS.

2. TOCT 34.10-94. UndopmannonHas trexnosorusi. Kpunrorpadudeckas 3amura uH-
¢dopmaruu. Ilponeaypsl BbIpaOOTKH M MPOBEPKH 3JIEKTPOHHON IU(PPOBOIl moanucu Ha 0ase
ACUMMETPUYHOI'0 KPUIITOrpahuyeckoro ajaropurma.

3. PyxkoBomsmmii moxkymeHT ['ocrexxkomuccnu Poccuu. TepMuHBI B onpeneicHus B
obmactu 3amuThl oT HCJI k muapopmanuu. M.: I'TK P®, 1992.

4. PyxoBomsamuii tokymeHT ['ocrexxkomuccun Poccuu. Konnenuust 3ammrhbl cpeacTs
BBIYUCIUTENILHOW TEXHUKU U aBTOMATH3HPOBAHHBIX CHUCTEM OT HECAHKIIMOHHUPOBAHHOTO J10-
ctyna k uadpopmanuu. M.: 'TK PO, 1992.

5. PykoBomsmuii moxkymeHnt ['ocrexkomuccuu Poccun. CpencTBa BRIYHCIUTENBHOM
TEXHUKH. 3alUuTa OT HECAHKIIMOHHMPOBAHHOTO jaoctyna K mHpopmarmu. [lokazaTenu 3amm-
menHoctd CBT ot HC/I x undopmaruu. M.:I'TK P®, 1992.

6. PykoBomsmuii moxkymeHT ['octexxkomuccuu Poccnn. ABTOMaTH3WPOBAHHBIE CH-
CTEeMbI. 3aluTa OT HECAaHKIIMOHUPOBAHHOTO AocTyna K uHpopmanuu. Kinaccudpukanus aBro-
MaTH3UPOBAHHBIX CUCTEM U TpeOoBaHus 1o 3auute nHpopmanuu. M.: I'TK PO, 1992.

9.2 ba3bl JaHHBIX U HH(POPMALMOHHO-CIIPABOYHbIE CHCTEMBI
1. ®enepanpuplii  mopran  «Poccuiickoe  oOpazoBanue» — Pexum  jgocryna:
http://www.edu.ru
2. Undopmanuonnas cucrema «ExnHoe okHO IocTyna K 00pa3oBaTeIbHBIM PECypcamy
— Pesxum mocryma: http://www.window.edu.ru
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3. denepanbHBIA TIEHTP HMHPOPMAIIMOHHO-00pPA30BaTEIBHBIX PECypcoB — Pexum m0-
cryna: http://fcior.edu.ru

4. Caiit @enepabHON CITY)KOBI 10 MHTEJUICKTyJIbHOH COOCTBEHHOCTH, IMATEHTaM M TO-
BapHbIM 3HakaM (PocnatenTa). — Pesxxum moctyna: http://www.fips.ru/rospatent/index.htm

9.3 D/1eKTPOHHO-0UOIHOTEeYHbIE PecypChl
1. 3BC «IOpaiity». — Pexxum goctyna: https://urait.ru
2. Tlommpen (0630p CMHU). — Pexxum noctyma: https://polpred.com/news

10 MATEPHAJIBHO-TEXHUYECKAS BA3A

JUia 1mpoBeleHUs 3aHATUHM JIEKIIMOHHOTO W CEMHUHApPCKOIO THIIA, TPYIIOBBIX MU
WHIVBUAYAJIbHBIX KOHCYJIbTALlMM, TEKYIEro KOHTPOJS W IPOMEXKYTOYHOM aTTecTaluu
UCTIONIB3YIOTCS ~ ayJUTOPHH, OCHAIICHHBIE ydeOHOW MeOenbio, ayIuTOPHOW  JOCKOH,
KOMITbIOTEPOM(paMH) ¢ YCTaHOBJICHHBIM JINLEH3UOHHBIM CHEIMAIU3UPOBAHHBIM [IPOrPAMMHBIM
o0OecrieyeHrEeM, KOMMYTAaTOpOM JUIsl BbIXOJA B 3JEKTPOHHO-OMOJIMOTEYHYIO CHUCTEMY U
JNEKTPOHHYIO  HH(OpPMAIMOHHO-OOpa3oBarenbHyto  cpeay  BITIY,  mynpTUMenuiHBIMU
IIPOEKTOPAMH, 9KCIIO3UIIMOHHBIMHU JKpaHamH, y4eOHO-HaIJIJHBIMU ocoousIMU
(MyIbTUMEIUHHBIEC TPE3CHTALINH).

Jlia mpoBeneHus JaOOPAaTOPHBIX pabOT TaKKe HCIHOJB3YeTCsl KOMIIBIOTEPHBIN KJjacc,
YKOMIIJIEKTOBAaHHAsI CIIEYIOLUM 000py10BaHUEM:

e KOMIUIEKT KOMIIBIOTEPHBIX CTOJIOB.

e Crou mpenogasaresns

e [[romutp

e AynuTopHas A0CKa

e KomMmnpioTepsl C YCTAHOBJIEHHBIM JIMIIEH3UOHHBIM CHEUAIN3UPOBAHHBIM IPOrpaMM-
HBIM 00ecTiedeHneM

e MynbTUMEIUINHBIN IPOEKTOP

e DKCINO3ULIMOHHBIN YKPaH

¢ YyeOHO-HarsAHbIe OCOOUS - MYJIbTUMEIUIHBIE IPE3EHTAMU IO AUCLUIIINHE.

CamocrosiTenbHast paboTa CTYJIEHTOB OpraHU3yeTcs B ayJUTOPUSAX OCHAILEHHBIX KOMIIb-
IOTEPHOM TEXHUKON C BHIXOJIOM B 3JIEKTPOHHYIO HH(OPMAIIMOHHO-00pa30BaTeNbHYIO Cpey By3a,
B CIIELMAIM3UPOBAHHBIX J1A0OPATOPUSAX MO JUCIUILIMHE, a TAKXKE B 3a1aX JOCTYyMNa B JIOKAJIbHYIO
cetb BI'TIY, B mabopaTopuu MCUX0JIOr0-NMeAArOrHueCKUX UCCIETOBaHUN U JIp.

JIMleH3MOHHOE TPOrpaMMHOE OOecreueHne: OIepalliOHHbIE CHCTEMbl CeMelcTBa
Windows, Linux; oduchsie nporpammsl Microsoft office, Libreoffice, OpenOffice; matemarnue-
ckuit maketr MatLab, cucremsr mporpammuposanust (C++, Java, Delphi, Pascal), opay3epsr.

Pa3paborunk: Cepruenko A.FO. — HauanbHUK yrpaBieHus WHHOPMAIMOHHON 0e30macHo-
ctu OO0 «CTOXAPBI»


http://fcior.edu.ru/
http://www.fips.ru/rospatent/index.htm
https://urait.ru/
https://polpred.com/news
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11 IMCT UBSMEHEHHUH U JOITOJTHEHUM
Yr1Bep:kaenne uameHeHuii u gonoanennii B PILJ aias peasmsamuu B 2024/2025 yu. r.

PIIJI obcysxaena u ogodpeHa it peanuzanuu B 2024/2025 yu. 1. Ha 3aceqannu Kadeapsl
unpopmaruku 1 MIIU (mpotokon Ne8 ot 29 mas 2024 r.).

YTBep:kaenne usMmenenuii u nonoanenuii B PIJI nas peammsamun B 2025/2026 yu. r.

PII/1 oOcysxaeHa u ogodpeHa i peanu3anuu B 2025/2026 yu. T. Ha 3aceqanuu Kadeapsl
undopmatuku u MITU (mpotokois Ne6 ot 26 mapta 2025 1.).

YrBepxaenue nusmenenuid u gonoaHenuii B PII/1 nas peamuzanuu B 2026/2027 yu. r.

PII/] o6cyxaena u onobpena amns peanusanuu B 2026/2027 yd. 1. Ha 3acefaHuU Kadeapsl
uHpopmaruku u MIIU (mporokosn Ne7 ot 26 mas 2026 1.).



