[lokymeHT nog R
MbopMaus g MHUHUCTEPCTBO NPOCBEILEHHUSI
OUO: LLlEkMHa POCCUIMCKOU ®EJEPALIUU

[omkHocTb: Pe
[lata noanucay
YHUKANbHbIA N
a2232a551574

yupex/ieHue BbICIIero o0pa3oBaHus

DeepajibHOE TOCYAAPCTBEHHOE OIOKEeTHOE 00pa3oBaTe/ibHOe
@@gxm@mwiﬁpfmyn?pﬂmnﬂmﬁ neJarorn4ecKuii yHUBEPCHTET

A30BATEJIBHASI IPOIT'PAMMA
Pabouas nporpaMmmMa JMCHUTLIMHBI

YTBEPXJAIO

Hexan

(pusuko-MmaremaTu4eckoro paxyjabTeTa
. ®I'BOY BO «bI'TTY»

- CE//‘(( /4, _~ T.A. Mepeneanna

| 3 «24» mas 2023 1.

Pa6Gouas nporpaMmMa qUCUMILINHBI
OCHOBBI KPUIITOT'PA®UN

HanpaB.J]eHne HoAroTOBKH

02.03.03 - MATEMATHUYECKOE OBECIIEYEHHUE "
AIMUHUCTPUPOBAHUE NHHOPOPMAIMOHHBIX CUCTEM

Ipopunin

TEXHOJIOI'UA ITIPOI'PAMMMUPOBAHUA

YpoBeHb BbICHIEr0 00pa3oBaHUA
BAKAJIABPUAT

IIpunsta

Ha 3ace]aHuH Kadeapbl PU3HIECKOro
U MAaTeMaTH4YeCKOro o0pa3oBaHus
(mpotokoa Ne 9 ot «24» mas 2023 r.)

Baarosemenck 2023



COJEPKAHUE

1 TTOACHUTEJBHAS BAITHICKA ..........cocoooiviierieeeeeeeeseeeeevesss s s sen st nssass s senesanans 3
2 YYEBHO-TEMATUYECKOE INIAHUPOBAHHMUE .............cccoovveierercerersreeneseesennin, 4
3 COAEPKAHUE TEM (PA3JIEJIOB) .........ccoovvomuiieeiceeisieeeieeeseseeieses s sesissessessnssssnensnens 5
4 METOINYECKUE PEKOMEHJAIIMU (YKASAHUSA) 1JISI CTYAEHTOB 11O
NU3YUYEHUIO JUCIHHUTITIFHBL ...........cocooviviiiiieeieieceeeeee s enas st 6
5 MPAKTUKYM IO JUCHUTIITIMHE .............coooovvivereeieeieceeeeeeeeeieseseneeses s sensssssensnsnens 8
6 JUJAKTUYECKHUE MATEPHUAJIBI JIJISI KOHTPOJISI (CAMOKOHTPOJISA)
YCBOEHHOT O MATEPHAUIA..........ccooooiitieeeeeeeeeeeeeeee st n st enas s sensn s 8
7 HEPEYEHb TH®OPMAIIMOHHBIX TEXHOJIOT UM, UCITOJIB3YEMBIX ............ 29
B IIPOLIECCE OBYUEHMS ..........c.oovioiiiiieieeee ettt 29
8 OCOBEHHOCTHU U3YUYEHUS JUCHUTIJIMHBbI UHBAJIUJIAMUA U JIMIIAMU C
OI'PAHUYEHHBIMHA BO3MOKHOCTSIMM 3[IOPOBBS ..o 29
9 CIIUCOK JIMTEPATYPbI U THOOPMAIIMOHHBIX PECYPCOB............................. 30
10 MATEPUAJTBHO-TEXHUYECKASI BABA .........cooooviieiceieeeeeeeeveee e 30
11 JIUCT UBSMEHEHUM U JOIMOJHEHMI ............c..cooooviviviceeiseeeeceeeeeeeee s 32



1 IIOSICHUTEJIBHAS 3AIIUCKA

1.1 Hean AMCHMIIMHBI. 00yYeHUE CTYICHTOB, CIICIIMAIM3UPYIOMUXCS B 00J1acTH HHDOP-
MAI[MOHHBIX CHCTEM, OCHOBaM KpUIITOTpauu, MO3UIIMOHUPOBAHUIO O0IIEMAaTEMAaTHIECKIX MO/~
X0JIOB K HH(OPMAIIMOHHBIM TEXHOJIOTHSM, a TAaKXKe MPUMEHECHHUIO MMOJTyYCHHBIX 3HAHUW U HABbI-
KOB K PEIICHUI0 psiaa MpodeccnoHaNbHBIX 3a/1a4.

1.2 Mecto aucuunauabl B crpykrype OOIl: ductuumza « OCHOBBI KpUITOTpadum»
OTHOCHTCS K TUCLMIIJIMHAM 4acTH, GOPMHUPYEMOM yuyaCTHUKaMU 00pa30oBaTeIbHBIX OTHOLICHHUH
omoka b1 (b.1. B.JIB.01.01). [IpenomaBaHue TUCHUIUIMHBI CBSI3aHO C IPYTUMHU JUCIUILTAHAMUA
yueOHOro miaHa: «Anredpa u Teopus ynucem», «MaTeMaTHUeCKU aHaIu3».

1.3 IncuuniinHa HanpaspjeHa Ha (opMUPOBaHMe cieayromux komnerenumii: OITK-
2, I1K-8:

- OIIK-2. CriocobeH MpuMEHSTh COBPEMEHHBIM MaTeMaTUYeCKHi ammapar, CBSI3aHHBIN C
IPOEKTHUPOBAHUEM, PA3pabOTKOM, peain3aleil U OLIeHKON KauecTBa IPOrpaMMHBIX ITPOAYKTOB U
IPOrPaMMHBIX KOMIUIEKCOB B Pa3/IMYHBIX OOJIACTSIX YEOBEUYECKOU JAESITEIbHOCTH, HHAUKATO-
PaMHM JIOCTH)KEHUS KOTOPOH SIBIISETCS:

e OIIK-2.1 - 3HaeT: MaTeMaTHYECKHE OCHOBHI IPOTPAMMHUPOBAHUS U SI3BIKOB IPOTPaM-
MHUPOBaHMs, OpraHu3aluu 0a3 JaHHBIX U KOMIIBIOTEPHOTO MOJEIMPOBAHMS; MAaTEMAaTHYECKUE Me-
TOJIbl OLIEHKU KauecTBa, Ha/Ie)KHOCTU U 3((HEKTUBHOCTH ITPOrPaMMHBIX POYKTOB; MaTeMaTHye-
CKHME€ METOJIbl OpraHu3aluy UHPOPMAILIMOHHON 0€30IacHOCTH IpU pa3pabOTKe U IKCILTyaTaluu
IIPOrPaMMHBIX IPOAYKTOB U IPOTPAMMHBIX KOMILIEKCOB;

e OIIK-2.2 — ymeeT: UCTIOIB30BATH 3TOT anmapar B IpopeCcCHOHATLHON IeATEIIbHOCTH;

e OIIK-2.3 — uMeeT HABBIKM: [IPUMEHEHHsI JAaHHOI'O MAaTeMaTHUYECKOro ammnapaTa MpH
pELIEHNN KOHKPETHBIX 3a1a4.

- [IK-8. Cnioco6eH uCImonp30BaTh COBPEMEHHBIC METOJIBI Pa3pabOTKU U pealu3alui KOH-
KPETHBIX allTOPUTMOB MaTEMAaTHUECKUX MOJiesiel Ha 6a3e S3bIKOB MPOTPAMMUPOBAHHUS U MTAKETOB
MNPUKIIAJHBIX [IPOTPaMM MOJEIUPOBAHUA.

e [IK-8.1. 3HaeT coBpeMeHHbBIE METOABI PA3paOOTKH U peau3alliy aIrTOPUTMOB MaTeMa-
TUYECKUX MOjIeTieil Ha 6a3e S3BIKOB M MAKETOB MPUKIATHBIX TIPOTPaMM MOJEIUPOBAHMUSL.

o [IK-8.2. YMmeer pa3pabarbiBaTh U pealn30BbIBATH AITOPUTMBI MATEMATHUECKUX MOJIE-
Jeil Ha 6a3e S3bIKOB M NMaKETOB MPUKIAIHBIX IPOrpaMM MOJEIUPOBAHMUSL.

e [IK-8.3. imeeT npakTHUECKUIi OTBIT pa3pabOTKU U peaan3alliy aJrOpUTMOB UX Ha Oa3e
SA3BIKOB U MMAKETOB NPUKIIAJHBIX IPOrpaMM MOJACIUPOBAHM.

1.4 llepeyeHb MUIAHUPYEMBIX Pe3yJIbTATOB 00y4eHUSI.
B pesyabTare n3y4eHusi AMCOMIIMHBI CTYACHT J0JIKEH
3HATh!
— OCHOBHBIE KPUIITOCUCTEMBI;
— MaremaTtudeckoe 000CHOBaHUE KpUTITOTpaduH.
yMeTb:
— TNPUMEHATH KPUNITOCUCTEMY XWJLIA,
— INPUMEHATH KpUNITOCUCTEMY Mepkisi-XelMaHa,
— INpUMEHATH KpunrocucreMy Meccu-Omypsl;
— npuMeHsTh kpunrocucreMy Juddu-Xenmana;
— TpuMeHsSTh Kpunrocuctemy DES;
— npuMeHath kpuntocucremy 'OCT 28147-89.
BJIA/1€eTh!



— HaBbIKaMH MNPAKTUYCCKOTO HCIIOJB30BAHUA allllapaTa JUCHUIUIMHBI IMPU PCIICHUU KOH-

KpCTHBIX 3aJa4.

1.5 O6mas TpyaoeMKOCTb JMCHMIJIMHBI « OCHOBBI KpUNITOrpadum» COCTaBIsAET 3 3a4eT-

Hble enunuiibl (1anee — 3E) (108 yacon):

[IporpamMma npegycMaTpuBaeT M3ydeHHE MaTepuaia Ha JeKIUsAX U J1a00opaTOPHBIX 3aHs-
tusix. [Ipeqycmorpena camocrosaTenbHas paboTa CTYJSHTOB 10 TeMaM U pa3zaenam. [IpoBepka 3Ha-
HUH OCyIIeCTBIsETCS PPOHTATBHO, MHIUBUAYATBHO.

1.6 O0beM JUCUMIITIMHBI M BUAbI Y4eOHOM 1eATeJIbHOCTH

O0beM AUCHUIUIHHBI M BUbI YU4eOHOH AesiTeIbHOCTH (0uHast popma 00yueHus )

Bun yue6HOM paboThI Bcero vacos Cemectp
5
OO01mas Tpy10eMKOCTh 108 108
AyIUTOpPHBIE 3aHATHS 60 60
Jlexumu 24 24
[IpakTrueckue 3aHATHS 36 36
CamocTosTenpHas padoTta 48 48
Bun uroroBoro KOHTpOIIS: 3a4eT

2 YYEBHO-TEMATHUYECKOE IINTAHUPOBAHUE

2.1 Ounas ¢opma o0yueHus

YyeOHo-TeMaTHYECKHI IJIAH

Bunb! yueOHBIX 3aHATHI

HanmenoBanue paszaennos Bcero
Camocros-
Y TEMBI 4acoB Hpaxry-
JIeKIHu TeabHast
YECKUE
pabora

Temal. OcHOBHBIE OHATHUSI KpUNTOrpaduu. 6 2 2 2
Tema 2. [lpocreiiiye MeToapl MHUPPOBAHUS C

14 4 4 6
3aKpbIThIM KitouoM. Kpunrocucrema Xuina.
Tewma 3. «Prok3aunas» kpunrocucrema Mepkis-

16 4 6 6
XeimaHa
Tema 4. Kpunrocucrema «HaBeUIMBaHUS 3aM-

16 4 4 8
KoB» Meccu - OMypbl
Tema 5. Kpunrocucrema {uddu-Xemmvana. 12 9 4 6
Tema 6. Kpunrocucrema Ha KOHEUHBIX MOJISX. 12 9 4 5
Tema 7. Kpunrocucremsr DES 12 9 4 6
Tema 8. Kpunrocuctema 'OCT 28147-89 10 9 4 4



http://www.intuit.ru/studies/courses/691/547/lecture/12371
http://www.intuit.ru/studies/courses/691/547/lecture/12373
http://www.intuit.ru/studies/courses/691/547/lecture/12373
http://www.intuit.ru/studies/courses/691/547/lecture/12377
http://moodle.bgpu.ru/course/view.php?id=124#section-8
http://moodle.bgpu.ru/course/view.php?id=124#section-8

Tema 9. [lorounsie muppsl U reHepaTOPHI MCEB- 10 5 4 4
JIOCITy4alHbIX YHCEIL.
Bcero: 108 24 36 48

HNHTepakTHBHOE O0yUYeHHUE MO JUCHUILIIUHE

Tema WntepaktuHbie popmbl | Kommye-
3aHATUN CTBO 4a-
COB
Tewma 2. [Ipocreiinume MeTo 161 MUGPOBAHUS C 3aKPhI- | pab0Ta B MaJIBIX TPYyIIIax 2
ThIM KrouoM. Kpunrocucrema Xuuia.
Tema 3. «Prox3aunas» xkpunrocucrema Mepkisi- | paboTa B MaJIbIX TpyIIax 2
XeyuiMana
Tema 4. Kpunrocucrema «HaBeUIMBaHUS 3aMKOB» | paboTa B MaJIbIX TPYyIIax 2
Meccu - Omypbl
Tema 5. Kpunrocucrema Auddu-Xemmvana paboTa B MaJbIX TpyMIax 2
Tewma 6. Kpunrocucrema Ha KOHEUHBIX MOJSAX paboTa B MaJbIX TPYIIax 2
BCEI'O 10

3 COAEP)KAHUE TEM (PA3IEJIOB)
Temal. OcHOBHBIC NOHATHA KPUNITOrpauu.
[Tpenmer u 3anaun kpuntorpadun. OcHoBHBIE onpeienenus. TpedoBanus K KpunTorpapuueckum
cucTteMaMm 3aluThl nHpopManuu. Peanusanus kpuntorpadpudeckux MetooB. CBeleHHs U3 UCTO-
puu kpunrorpaduu. bunapuoe nepeBo Mopse. Kpunrorpadguueckue ataku. [Ipumep mudpa.

Tema 2. IIpocreiimue MeToaAbl LINGPOBAHUS € 3AKPBHITHIM KJIY0M
OOm1ast cxema cMMMeTpUYHOTO mudpoBanus. Metozas! 3aMeHbl. OHoanpaBuTHas 3ameHa. Kpun-
tocucreMa Xwna. [llupposanue. Paciindponanue. Ataka Ha CCTEMY.

Tema 3. «Prok3aunas» kpunrocucreMa Mepkisi-XejiMmana

3anaua 00 ykiajke prok3aka. [IpeacraBieHne HaTypaJbHOTO YHCIIa CYMMOM HaTypallbHBIX YHCE.
Proxzaunsiii Habop. CBOMCTBO cBepXpacTyiero Habopa. HaxoxaeHue oOpaTHOro 3IeMeHTa B MO-
nynsipHoii rpymre. [lnudposanue. PacimmppoBanue. Ataka Ha cucTemy.

Tema 4. Kpunrocucrema «HaBemmmBaHusi 3aMkoB» Meccu - Omypbl
OcraTok oT cTeneHu o Moayito. «HaBemmBanue 3aMka» Kak BO3BeICHHE B cTeneHb. OOpaTHBIN
ayieMeHT B MoaylsipHoii rpymme. [ludposanue. PacimmdpoBanue. Ataka Ha cCUCTEMY.

Tema 5. Kpunrocucrema Indppu-Xeanmana
JuckpetHoe norapudmupoBanue B nojsix ['amya. OTKpbIThIN U 3akpbIThId K1ud. [ndposanue.
PacmmppoBanue. Ataka Ha cucteMy. DJIEKTPOHHAs MOAINHUCH.

Tema 6. KpunrocucreMa Ha KOHEYHbBIX MOJISAX
Koneunoe nosie. HempuBoaumelie MHOTOwIeHBL. CxeMa SAkoBkuHa. CTpyKTypa MyJIbTUILIMKATHB-
HoU Tpymmsl noist. O6patHblii anemenT. Lludpposanue. PacimdpoBanue. Ataka Ha cUCTEMY.
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http://www.intuit.ru/studies/courses/691/547/lecture/12383
http://www.intuit.ru/studies/courses/691/547/lecture/12383
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http://www.intuit.ru/studies/courses/691/547/lecture/12373?page=2#sect3
http://www.intuit.ru/studies/courses/691/547/lecture/12373?page=2#sect4
http://www.intuit.ru/studies/courses/691/547/lecture/12377?page=1#sect3
http://www.intuit.ru/studies/courses/691/547/lecture/12377?page=2#sect4
http://www.intuit.ru/studies/courses/691/547/lecture/12377?page=1#sect3
http://www.intuit.ru/studies/courses/691/547/lecture/12377?page=2#sect4
http://www.intuit.ru/studies/courses/691/547/lecture/12377?page=1#sect3
http://www.intuit.ru/studies/courses/691/547/lecture/12377?page=2#sect4
http://www.intuit.ru/studies/courses/691/547/lecture/12377?page=1#sect3
http://www.intuit.ru/studies/courses/691/547/lecture/12377?page=2#sect4
http://www.intuit.ru/studies/courses/691/547/lecture/12377?page=1#sect3
http://www.intuit.ru/studies/courses/691/547/lecture/12377?page=2#sect4

Tema 7. Kpuntocucrembl DES
[lepememnBanue 1 paccestHAE 3JIEMEHTOB OJI0Ka ¢ oMoIIbio Tadbnull. [lepexon Mexay Ookamu.
[ndpoBanue. PacmdpoBanne. Ataka Ha CUCTEMY.

Tema 8. Kpuntocucrema 'OCT 28147-89
Ommuntrdeckue Kpubble. Omnepanus CI0XKEHHUS TOYeK IJuMnTH4eckor kpusoil. [udposanwue.
PacmudpoBanue. Ataka Ha CUCTEMY.

Tema 9. [loTouHble MU(PPHI U TeHEPATOPHI MCEBAOCTYYANHBIX YHCEJI.
['enepaTopbl ICEBIOCITYYalHbIX YACET HA OCHOBE CABUTOBBIX PETMCTPOB ¢ 00paTHOI cBA3bIO. Mc-
nosib3oBanue pexxuMoB OFB 1 CTR 65109HBIX U(POB 1151 TOTYYSHUS TICEBA0CTYyYaliHBIX YUCET.
Anroputm RC4. T'eHepaTOpbl HACTOALIMX CIYYalHBIX YUCEN B KpUITOTpadguu. YpaBiieHUE CeK-
perabiMu Kitodamu. [lludposanue. PacmmdpoBanue. Ataka Ha cuctemy.

4 METOJIUYECKHUE PEKOMEHIALIMM (YKA3ZAHMS) 1JISI CTYIEHTOB
MO U3YYEHUIO JJUCUATIIMHBI

4.1 O0mme MeToAMYeCKHE PeKOMEHIAHH

Pabouas nporpaMma AUCHUIUIMHBI IPU3BaHA IOMOYb CTyIeHTaM (PU3HKO-MaTeMaTHye-
CKOTO (haKyybTeTa B OPraHU3alUN CAMOCTOATEIBHOM paboTHI 0 OCBOCHUIO AUCHUILTUHBI «Oc-
HOBBI KpUNITOrpadumy».

CornacHo yueOHOMY IUTaHy OpraHU3alus Y4eOHOU JAeATEIbHOCTH 10 Auciuruinae «Oc-
HOBBI KpUNITOrpadum» NpeayCMaTPUBACT CIECAYIOUIHE (POPMBI: JICKIHS, TPAKTUICCKUE 3aHITHS.
B conepxaHun AUCHUITMHBI O0JIBIIIOE BHUMAHHUE y/1€JIEHO HOBBIM HAllpaBJIEHUSIM KpUIITOIpa-
¢buu, cBA3aHHBIM C oOecrieueHHeM KOH(PHIEHIIMAIbHOCTH B3aUMOJICHCTBHS OJIb30BaTEIeH KOM-
IBIOTEPOB U KOMITBIOTEPHBIX CeTel. PaccMOTpEeHBI OCHOBHBIE IIMPOKO HCIIOB3yEeMbIe OJIOUHBIC
Y TIOTOYHbIE UQPHI, MUQPBI C OTKPHITHIM KIOYOM U METOAbI HU(GPOBOH (37EKTPOHHON) MO
NUCH. Y 1eJIeHO BHUMaHHE 0T€YECTBEHHBIM I'OCYAapPCTBEHHBIM CTaHJapTaM B 00JacTH KPUIITO-
rpaduveckoil 3amuTsl HHGOpMaIUH.

4.2 MeToan4yecKne peKOMEHIANMH 110 MOAT0TOBKE K JICKIUSAM
Kypc nekuuii cTpouTcst Ha OCHOBE YETKUX NOHATUN U (POPMYJIMPOBOK, TaK KaK TOJIBKO
IIPU TAKOM HOXOJI€ CTYJCHThI IPUOOPETAIOT KYJIBTYPY a0CTPAaKTHOTO MBILUIEHUS, HEOOXO0AUMYIO
JUIS1 BRICOKOKBATM(DUIIMPOBAHHOTO CIICIIMAIIMCTA B JIIOOOM OTpaciu 3HaHUM, a TaK)Ke Ha pa3zdoope
TUIIOBBIX 337a4 ¥ AJITOPUTMOB UX PELICHHUS.

4.3 MeToan4yecKkne peKOMEHIAlMH 110 MOAT0TOBKE K NPAKTHYECKUM 3aHATHAM
[Ipu moAroToBKE K MPAKTUYECKUM 3aHATUSAM CTYJEHT JIOJKEH MPOCMOTPETh KOHCIEKTHI
JEKLUH, pEKOMEHA0BAaHHYIO JINTEPATYPY IO JaHHOW TEME; MOATOTOBUTHCA K OTBETAM Ha KOH-
TPOJIbHBIE BOIPOCHI.

4.4 MeroanuyecKkue yKa3aHUusl K CAMOCTOATEIbHOI padoTe CTyIeHTOB

B teme 1. OcHOBHBIE OHATHS KpUIITOTpadUM ONPEAETSIOTCS MPEeIMET U 3a1a4u KpunTorpaduu,
(bopMyIHUPYIOTCSI OCHOBOTIONATAOIIME OMIPEIeTCHHsSI Kypca U TpeOOBaHUs K KPUNITOTpadhUIECKUM
CHUCTEMaM 3aluThl I/IH(l)OpMaHI/II/I, Ja€TCA UCTOPUYECKAad CIIpaBKa 00 OCHOBHBIX dTamnax pa3sBUTHA
kpuntorpadgun kKak Hayku. Takxke paccMaTpuUBaeTcs MpUMEpP MPOCTeHIero mudpa, Ha OCHOBE
KOTOPOTO MOSCHSIOTCS chopMyTHMpOBaHHbBIE TOHATHS U Te3UCHL. B Teme 2. [Ipocreiinme MeTo b
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http://www.intuit.ru/studies/courses/691/547/lecture/12377
http://www.intuit.ru/studies/courses/691/547/lecture/12377?page=1#sect3
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http://www.intuit.ru/studies/courses/691/547/lecture/12371
http://www.intuit.ru/studies/courses/691/547/lecture/12373

MIUPPOBAHUS C 3aKPHITHIM KJIFOUOM paccMaTpUBaeTCs 001as cxemMa CHMMETPUYHOTO U poBa-
HUS, @ TAKKE 1aeTcs KiIacCu(UKAIHs TPOCTEHIINX METOA0B CHMMETPUYHOTO rdpoBanust. Onu-
CaHMe KakJI0ro U3 YKa3aHHbBIX B Ki1accu(uKaluu mudpoB conpoBoxkaaercsa npumepom. Crienyer
00paTUTh BHUMAaHHE HA HAXOXKJEHHE 0OpAaTHOW MaTpUILIbl B KPUIITOCUCTEME XUJLIA.

B teme 3. «Prok3aunas» kpunrocucrema Mepkisa-XeMaHa clielyeT oOpaTUTh BHUMaHHUE Ha 3a-
Jlayy «O PIOK3aKe», CBOMCTBO cBepxpacTyiiero Habopa. B teme 4. Kpunrocucrema «HaBemmpa-
HUS 3aMKOB» Meccu — OMypbI cieyeT oOpaTuTh BHUMaHKHE Ha HAX0XKJIEHHE OCTaTKa OT CTEIEeHU
110 MOZYJIIO, ONEPAIIMHU «HABEIIMBAHMS 3aMKa» KaK BO3BeICHUE B cTreneHb. B teme 5. Kpunrocu-
crema uddu-Xennmana cienyer oOpaTuTh BHUMaHKUE Ha JUCKPETHOE JlorapuMupoBaHue B MO-
msix [anmya. B reme 6. Kpunrocucrema Ha KOHEUHBIX TOJISIX CIIeyeT 0OpaTuTh BHUMaHKE Ha KBA/I-
paTu4HOe paciupenue nois. beictpoe Bo3Benenue B cteneHb. CumBonbl JIexanapa u Skobu. B
teme 7. Kpunrocucremsl DES cnenyer oOpatuth BHIMaHuE Ha MOHATHUS IEPEMEIINBAHUE U PaC-
CesTHUE BJIEMEHTOB 0JIOKa C MOMOIIbIO Ta0IHIL, iepexo Mexay Omokamu. B teme 8. Kpunrocu-
crembl ['OCT 28147-89 cnenyer oOpaTUTh BHUMAHNE Ha TOHATHS IEPEMELLIUBAHUE U PACCESHUE
3JIEMEHTOB OJIOKa ¢ MOMOIIbIO TabnuI, nepexon Mexay oiokamu. B Teme 9. [lotounsie mudps
Y F€HEePATOPbI NICEBIOCTYyUYalHbIX YUCEI. MOXHO y3HaTh, KAKMM 00pa3oM MPOU3BOAUTCS 1K (po-
BaHUE MpH Mepeaaue JaHHBIX B peKUMe peabHOro BpeMeHu. ChopMynrpoBaHbl MPUHIIHUIIBI UC-
MOJIb30BAHUS TEHEPATOPOB TICEBIOCTYUAHBIX KITFOUEH MpU MOTOKOBOM mu(poBanuu. Paccmar-
PUBAIOTCS HEKOTOPBIEC MPOCTEHIINE TE€HEPATOPHI IICEBAOCTYUYalHbIX YHCEIl: JIMHEUHBIA KOHIPY-
SHTHBIHN, reHepaTop 1o MeTory PuboHayuy ¢ 3ana3bIBAHUEM, T€HEPATOP [ICEBIOCTYYalHbIX YH-
cen Ha ocHoBe anroputma BBS. Onucanne kaxa0oro u3 aropuTMOB COIPOBOXKIAETCA IPUMEPOM,
B KOTOPOM HOSICHSIFOTCSI OCOOEHHOCTH MCIIOJIb30BaHMSI TOI'O UM MHOT'O METO/1a FeHepaluy MCeB-
JOCITyYaiHbIX YHCEIL.

4.5 llepeyeHb y4eOHO-METOAMYECKOT0 00eceYeHUs I CAMOCTOATEeIbHOH padoThl
00y4yaouuxcsi Mo JUCHUIINHE:

1. ®oHx O1IEHOYHBIX CPEJICTB.
2. Crucok nurepatypbl 1 HHPOPMAITHOHHBIX PECYPCOB.

YueGHO-MeTOIMYECKOE 00ecTiedeHre CAMOCTONITeJIbHOI PaGoThI CTY/AEHTOB MO THCIHILIHHE

KoanuecrBo ya-
COB, B COOTBET-
HaumenoBaHue pasjaesa (TemMbl) ®opMbI/BHABI CAMOCTOS-
N CTBHH € y4eOHO-
AMCHUILINHBI TeJIbHOH PadoThI
TeMaTHYeCKUM
IJIAHOM
Temal. OcHoBHBIE NMOHATHS KpunTorpa- | lloaroroBka x HHIAMBHYalIb-
¢bun HOMY 3a/1aHu10. BeinonHeHue 2
VHIUBUYaTbHOTO 3aJaHus
Tema 2. Ilpocteitmne metoas! mudposa- | Iloaroroska k HHAMBUAYaNb-
HHUS C 3aKPBITBIM KJIHOUOM HOMY 3a/1aHu10. BeinonHeHue 6
VHIUBUYaTbHOTO 3aJaHus
Tema 3. «Prok3aunas» xpunrocucteMa | IloAroroBka K MHIUBHIYaIb-
Mepknsa-Xenamana HOMY 3a/1aHu10. BeinonHeHue 6
WHIUBUIyaJIbHOTO 3aJaHUs
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Tema 4. KpunrocucreMa «HaBelIIMBaHUSA
3aMkoB» Meccu - Omypsl

IloaroroBka K MHIMBHYasIb-
HOMY 3aJjaHul0. BelnonHenue

8
WHIUBHUIyIBHOTO 3aaHus
Tema 5. Kpunrocucrema Auddu-Xemn- [loaroroBka Kk UHIMBUYaJIb-
MaHa HOMY 3a7aHuto0. BeimonHeHne 6
WHIUBHUIYATBHOTO 3aaHUs
Tema 6. Kpuntocucrema Ha koHeuHbIX | [loAroToBka K MHIWBHAYaIb-
MOJISIX HOMY 3a7aHuto0. BeirmonHeHne 6
WHJUBUIYAIIBHOTO 3aaHUs
Tema 7. Kpunrocucremsr DES [ToaroroBka Kk MHAUBUYAIb-
HOMY 3aJjaHuI0. Brinonnenue 6
WHIUBUIYATIHHOTO 3aaHuUs
Tema 8. Kpunrocucrtema ['OCT 28147- | TloaroroBka K UHIWBHAYaTb-
89 HOMY 3aJjaHuIo0. Beinonnenue 4
WHIUBUIYATHHOTO 3aaHuUs
Tema 9. [Torounsie mmdpst u reHepaTopsl | [loAroTOBKa K MHIAMBHYaTb-
MICEBJOCTYYatHBIX YHCEl. HOMY 3aJjaHuI0. Beinonnenue 4
WHIUBUIYATHHOTO 3aJaHUs
HTroro 48

5 IPAKTUKYM IO JMCIIUIIVIMHE

IMpakTuuyeckoe 3ansitue Nel (2 yaca)
Temal. OcHOBHBIC NOHATHS KPUIITOTPAPHU.
[Tpeamer u 3anaun kpunrorpadguu. OCHOBHBIE ompeaeneHus. TpedoBaHus kK Kpunrtorpagpuye-
CKHUM CUCTEMaM 3allluThl HHpopmanuu. Peanusamus kpunrorpapudeckux MeTo10B. CBeIeHHs
u3 ucropuu kpunrtorpapuu. bunapaoe nepeso Mopse. Kpunrorpapuueckue araku. [lpumep

mmdpa
3ananus pa3memensl B CJ0 BI'TTY.

Jlureparypa
1. Bgenenue B kpuntorpaduro: ba3zoBslil Kypc Uit CTyJ. MaTeMaTuy. crel. By30B / pen. B. B.

SAmenko. — 3-e uzn. — M. ; XapwkoB ; Munck; CII06. : [Tutep, 2001. — 287 c.

2. BBeneHue B TEOPETHKO-UYUCIIOBBIE METOJIbI KpUNITOrpaduu : yued. mocodue ajs CTy 1. By30B /
M. M. I'myxoB [u ap.]. — CII6. ; M. ; KpacHonap : Jlans, 2011. - 394 c. — ISBN 978-5-8114-

1116-0 10 3xks.

3. Ocwunsn, B.O. Kpunrorpadus B 3agavax u ynpaxsaenusx / B.O. Ocunsia, K.B. Ocurisia — M.

I'enmmoc APB, 2004

IMpakTnyeckoe 3ansiTue Ne 2,3 (4 yaca)
Tema 2. IIpocreiimne MeToabl LINGPOBAHKS € 3AKPBITHIM KJIHY0M
OO6mast cxema cUMMeETpUYHOTO mu(poBanus. Metozas! 3amMeHsl. OnHoandaButHas 3amena. Kpun-
tocuctema Xuiia. llludpoanue. Pacmmdpobanue. Ataka Ha cuctemy.
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3ananus pazmemensl B CO0 BI'TLY.
Jlurepartypa

1. Bsenenue B kpuntorpaduto: ba3zoBslil Kypc /Ui cTya. MaTreMaTHd. crell. By3oB / pea. B. B.
Smenko. - 3-e 3. - M. ; XapskoB ; Munck; CII0. : ITutep, 2001. - 287 c.

2. CwmomuH, FO.H. Anrebpa u teopus gucen: y4ed. mocobue mais cryn.By3oB / FO.H. Cmonun. —
M.: ®aunra: Hayka, 2006. — 463 c.

3. http://lwww.intuit.ru/studies/courses/691/547/literature OcHoBbI KpunTorpaduu

IpakTnueckoe 3ansitue Ne 45,6 (6 yacos)

Tema 3. «Prok3auynas» kpunrocucrema Mepkisi-Xe/JiMmana

3anaua 00 ykiajake prok3aka. [IpeacraBineHne HaTypaJlbHOTO YUCIa CYMMON HaTypaJIbHBIX YUCE.
Prok3aunsriit Habop. CBOIMCTBO cBepXpactymiero Habopa. Haxoxxaenue oOpaTHOro 3ieMeHTa B Mo-
nynsipHoii rpynie. [lludposanue. PacindpoBanue. Ataka Ha cucremy.

3ananus padmemensl B COO0 BI'TLY.
Jlureparypa
1. Maxosenko, Enena bopucoHa. TeopeTHKO-4MCIIOBbIE METOMIBI B KpUnTorpaduu : yued. mo-
cobue ms ctyna. By3oB / E. b. Maxosenko. — M.: I'enmnoc APB, 2006. — 318, [1] c.
2. BBegeHwue B TEOPETUKO-UYHUCIOBBIE METOBI KpuniTorpaduu : yued. mocodbue /is cTya. By30B /
M. M. I'myxoB [u ap.]. — CII6. ; M. ; KpacHonap : Jlaus, 2011. — 394 ¢. — ISBN 978-5-8114-
1116-0 10 k3.

IpakTuueckoe 3ausitue Ne 7,8 (4 yaca)

Tema 4. Kpunrocucrema «HaBemmmBaHusi 3aMkoB» Meccu - Omypbl
Ocrarok ot cTenenu o moyto. «HapemmBanue 3amka» Kak Bo3BeieHHE B cTeneHb. OOpaTHbII
3JIeMeHT B MoayssipHoi rpynie. [ludposanue. PacimdpoBanue. Ataka Ha cucrtemy.

3aganus pasmemensl B COO BI'TIY.
Jlureparypa

1. Ocunsn, B.O. Kpuntorpadus B 3anayax u ynpaxksaenusx / B.O. Ocumnsiz, K.B. Ocunss — M.
I'enuoc APB, 2004

2. Dnementsl kpunrorpadguu. OCHOBHI TeopuH 3ammuThl UHPopmanuu / Hewaes B.U. — M.:
Breicm. mik., 1999. — 108 c.

3. http://alexinternetclic.ru/Kriptograf.php CoBpemeHHbIEe TIOAX0/IbI K TOCTPOSHHIO KPUIITOTPa-
(uuecKkux MeToI0B

IpakTnyeckoe 3ansiTue Ne 9, 10 (4 gaca)
Tema 5. Kpunrocucrema Indppu-Xeanmana
JuckpetrHoe norapudmupoBanue B noysx l'amya. OTKpeITHIN U 3akpbIThid Kitoul. lndposa-

HUC. PaCH_II/I(prBaHI/IC. Artaka Ha CUCTCMY. 3J'ICKTpOHHa${ noAmnucCh.

3ananus pa3memensl B CJ0 BI'TTY.
Jlureparypa

1. Bsenenue B kpuntorpaduto: bazoBslii Kypc s cTya. MaTeMaTud. criell. By3oB / pea. B. B.
SAmenko. — 3-e uzn. — M. ; Xapwkos ; Munck; CII6. : [Tutep, 2001. — 287 c.
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2. BBeneHwne B TEOPETUKO-YUCIIOBBIC METOIBI KpUTiTorpadu : yued. mocodue ajis CTyA. By30B /
M. M. I'myxoB [u ap.]. — CII6. ; M. ; KpacHonap : Jlaus, 2011. — 394 ¢. — ISBN 978-5-8114-
1116-0 10 k3.

3. Ocunsn, B.O. Kpunrorpadus B 3agauax u ynpaxsaenusix / B.O. Ocunsn, K.B. Ocunsin — M.
I'emmoc APB, 2004

IpakTuueckoe 3ansitue Ne 11, 12 (4 yaca)

Tema 6. KpunrocucreMa Ha KOHEYHbIX MOJISAX
Koneunoe none. HenpuBoaumsie Muorowiensl. Cxema SIkoBkuna. CTpyKTypa MyIbTHUIUTMKATHB-
HoO# rpynmsl mons. O6patHsiii sneMenT. [lndposanne. PacimmdpoBanne. Ataka Ha CUCTEMY.

3ananus pazmemensl B COO0 BI'TLY.
Jlureparypa

1. Bsgenenue B kpuntorpaduro: ba3oBslit Kypc Ay cTyA. MaTreMaTud. crell. By3oB / pea. B. B.
SAmenko. - 3-e u3n. - M. ; XapwskoB ; Munck; CII6. : [Turep, 2001. - 287 c.

2. CwmounuH, FO.H. Anrebpa u Teopus umcen: yue0. nocodue ans crya.sy3os / FO.H. Cmonus. —
M.: ®aunta: Hayka, 2006. — 463 c.

3. Bepuep, M. OcHoBsl konupoBanus: [lep. c vem. / M. Bepuep. — M.: TEXHOC®EPA, 2004.
—288c.

4. 3onotapes, B.B. [lomexoycroitunBoe kogupoBanue. Metonbl U anroputmel. CripaBOYHUK. /
B.B. 3onotapes, I'.B. OBeuknn — M.: ['opsiaas iuaus — Tenexom, 2004. — 126 c.

IpakTuyeckoe 3ansitue Nel3, 14 (4 yaca)

Tema 7. Kpuntocucremsl DES
[lepemernnBanue 1 paccestHAE 3JIEMEHTOB OJI0Ka ¢ moMolbio Tadbnull. [lepexon mexy Oiokamu.
[udposanue. PacmmdpoBanue. Ataka Ha CUCTEMY.

3ananus pa3memensl B C30 BI'ITY.
Jlureparypa
1. http://alexinternetclic.ru/Kriptograf.php CoBpemMeHHBIE MOIXO0/IBI K TOCTPOCHUIO KPUIITOTPA-
(uuecKkux MeToa0B
2. http://www.intuit.ru/studies/courses/691/547/literature OcHoBbI KpunITOrpadhuu

IMpakTuueckoe 3ansitue Ne 15, 16 (4 yaca)

Tema 8. Kpuntocucrema I'OCT 28147-89
OnnunTryeckue Kpusble. Oneparys CI0oXeHUsl TOueK dJumdnThuueckoil kpusoi. Iludposanue.
PacimidpoBanue. Ataka Ha cCUCTEMY.

3ananus pasmemedsl B CO0 BI'TLY.
Jlureparypa
1. Dnementsl kpuntorpaduu. OcHOBbI Teopun 3amuThl MHPopmaruu / Heuaes B.U. — M.:
Brrcmr. mk., 1999. — 108 c.
2. http://alexinternetclic.ru/Kriptograf.php CoBpemeHHbBIE MTOAXOABI K TOCTPOSHUIO KPHIITOIPa-
(duuecKkux MeToI0B
3. http://www.intuit.ru/studies/courses/691/547/literature OcuoBsl kpunTorpadun
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IIpakTuyeckoe 3ansiTue Nel7, 18 (4 yaca)

Tema 9. [loTouHble MU(PPHI U TeHEPATOPHI MCEBAOCTYYANHBIX YHCEJI.

["'enepaTopbl ICEBAOCITYYaIHBIX YMCEN HA OCHOBE C/IBUTOBBIX PETMCTPOB C 0OpAaTHON CBA3BIO.
Ucnons3oBanue pesxkxumoB OFB u CTR 65109HBIX m(poB 1151 TOTyYEHUS TICEBIOCTYYaiHBIX YH-
cen. Anroput™m RC4. T'eHepaTOpbl HACTOALIMX CITyYaHBIX YHCEN B KPUITOTpaduu.
Ynpasnenue cekpetnbiMu kimodamu. Hudposanue. PacimndpoBanue. Ataka Ha cCUCTEMY.

3ananus pazmemensl B COO0 BI'TLY.
Jlureparypa

1. 3onorapes, B.B. [TomexoycroitunBoe kogupoBanue. MeTonbl B anroput™bl. CripaBOYHHK. /
B.B. 3onotapes, I'.B. OBeuxkun — M.: I'opsuas nunus — Tenekom, 2004. — 126c¢.

2. Dnementsl kpuntorpaduu. OcHOBBI Teopuu 3amuThl uHpopmanuu / Hewaes B.M. — M.:
Brrcmr. mk., 1999. — 108 c.

3. http://alexinternetclic.ru/Kriptograf.php CoBpemeHHbIe TIOAX0/IbI K TOCTPOSHHIO KPUIITOTPa-
(uyecKrux METo10B

6 IUJIAKTUUYECKHUE MATEPUAJIBI 1151 KOHTPOJISI (CAMOKOHTPO.IST)
YCBOEHHOI'O MATEPUAJIA

6.1 OneHo4Hble CpeacTea, mMoKa3aTeJiM U KPUTCPUHA OCHUBAHUSA KOMIIeTeHInii

HNupexc
KOMITe- Ouenovnoe IHoka3arenu Kputepun oueHuBanusi
CpeacTBO OLlEHUBAHUS chopMHPOBAHHOCTH KOMIIETEHIM A
TEeHIUH
3a/1aHMs], pa3MEIICHHbIE B DJIEKTPOHHOU
Huzkuit nH(}OpMaLIMOHHO-00pa30BaTENbHOM
(HE 3a4TeHO) cpene bI'TIY BeimosIHEHBI MEHEE YEM HA
OITK-2 | WHAUBHIYaTb- 60 npo1eHTOoB
HOE 3aJ]aHue 3a/1aHMs], pa3MEIICHHbIE B DJIEKTPOHHOU
IToporossIii nH(}OpMaLIMOHHO-00pa30BaTENbHOM
(3auTeHO) cpene BI'TIY Beimonuens! Ha 60 u Gonee
MIPOIICHTOB

6.2 HpOMe)KyTO‘lHaﬂ aTTeCTanusa CTYACHTOB IO TUCHUIIJINHE

[IpomexxyTouHas arrectanus sSBISETCA IPOBEPKON BCEX 3HAHNN, HABBIKOB M YMEHHH CTY-
JICHTOB, IPHOOPETEHHBIX B MPOLIECCE U3YUEHHS TUCIUIUTMHBL. DPOpMOil MPOMEXyTOUHOI aTTe-
CTallM! 110 TUCUUIUINHE SBIIAETCS 3a4ET.

JI1st OLleHUBaHUS PE3YJIbTATOB OCBOSHUS JUCLUIIIINHBI IPUMEHSETCS CIIEYIOIUE KpUTe-
pUU OLICHUBAHUS.

Kpurtepun oneHuBanns HHIUBUAYATIbHOIO 3aaHUSs

WNunuBuayanbHOE 3aaHUE CTYJIEHTY 3aCUUTHIBAETCS €CIIH: CTYJICHT, PEI0CTaBUI BEPHO
peneHHoe 3aganue pasmectun ero CO0

Kpurtepun onennBanus Ha 3a4ere
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OHCHKa «3a4YTCHO» CTABUTCA CTYACHTY, €CIIU
1) TCOPCTUYCCKUEC BOIIPOCHI MHAUBUAYAJIbHBIX 3aIIaHI/II7I H3JI0KCHBI ITOJIHO, MATCMAaTUUCCKHU I'pa-

MOTHO, JIOTUYECKH BEPHO, 0€3 CYIIECTBEHHBIX OLITHOOK,
2) I0Ka3aHO YMEHHE WLTFOCTPUPOBATH TEOPETUUECCKUE TI0JI0KECHUSI KOHKPETHBIMH ITPHMEPaMHU,
3) mpaBUIBHO, M TPAMOTHO PEUICHBI 3a7a4d, HHIUBUYAbHBIX 33JaHUSIX, MOXKET OBITh MPHU pe-
[ICHUH JIOMYCKAIOTCS He3HAYUTEIbHBIC OIIUOKH,
4) nposeMOHCTpUPOBaHa cHOPMUPOBAHHOCTH KOMIICTCHITHIA.

O1eHKa «HE 3aYTEHOY» CTaBUTCS, €CJIU CTYACHT
1) He pacKpbLI OCHOBHOE COJIEpKAHUE TEOPETHUECKOTO MaTepraa, He paciugpoBa OOJbIIYIO
4acTh TEKCTA,
2) wiIn NoKa3bIBaeT HE3HAHWE WM HETIOHMMAaHNEe HanOoJiee BAKHOW 4acTH Y4eOHOTO TeopeTnde-
CKOT0 MaTepuara,
3) Wiu TOMyIICHBI ONMIMOKH B U3JI0KEHUH TEOPETHISCKUX BOIIPOCOB, U OHU HE UCTIPABIICHBI TIOCTIC
HECKOJIbKUX HABOJISIINUX BOIPOCOB,
4) He chopMUPOBaHBI KOMIIETEHITNH,

6.3 OueHouHble cpeacTBa AJIsl IPOBEPKHU YPOBHSA C)OPMUPOBAHHOCTH KOMIIETEHIIUIA
OIIK-2, I1K-8:

TecTbl CONEPKUT CIEAYIOUIUE TUIIBI 3aIaHUI

Ne 3a1a- Bec 3ana- | Pe3yabTaT oneHuBaHus (0a/1bl, MOJy4YeH-
Tun 3aganus . HHA HbIe 32 BBINOJIHEHHE 3a1aHNs / XapaKTe-
(06aswn) PUCTHKA NPABUJIBLHOCTH 0TBETA)
3aJlaHus 3aKPBITOrO 1,2,3 1 6amn 1 6 - momHOE MpaBUIIBHOE COOTBETCTBUE; 0
THTIA C BEIOOPOM O/1- 0 - ocTaNbHBIC CITydan
HOTO mpaBuiIbHOTO (1
u3 4)
3aJlaHus 3aKPBITOrO 4,5 1 6amn 1 6 - mosmHOE MpaBUIIbHOE COOTBETCTBUE; ()
THTIA C BEIOOPOM O/1- 0 - ocTaNbHBIC CITyYan
HOTO MPaBUIBHOTO OT-
BETa IO CXEME:
«BEPHOY/ KHEBEPHO»
3a/IaHMsl 3aKPBITOTO 6,7 2 Oamrta 2 6 — MOJTHOE MPABWIIBHOE COOTBETCTBUE (T10-
THUIIA C BBLIOOPOM He- CJIeIOBATENFHOCTh BAPUAHTOB OTBETA MOKET
CKOJIBKUX ITPABHJIb- ObITh J1000H); 1 6 — ecnu JomylieHa ojHa
HBIX OTBETOB (3 u3 6) omnOKa / OTBET MPaBWIBHBIN, HO HE TIOJTHBIN;
0 6 — ocTanbHBIE CITy4yan

3a/1aHMsl 3aKPBITOTO 8,9 2 Oaiuta 2 6 — moNMHOE MPaBUIBHOE COOTBETCTBHE; 1 O
THIIA Ha YCTaHOBJIE- — ©CJIM JOTyIIeHa O/THA OIrOKa / OTBET Ipa-
HUE COOTBETCTBHS (4 BUJIbHBINA, HO HE MONHBIN; 0 0 — OCTalbHBIE
Ha 4) ciaydaun
3a/IaHKEe 3aKPHITOTO 10, 11 2 Oamna 2 6 — MOJTHOE MPABWIHBHOE COOTBETCTBUE; 1 O
THIIA HA YCTAaHOBJIE- — ©CJIM JOTyIIeHa O/THA OIrOKa / OTBET Tpa-
HUE TI0CTIeI0BATENb- BUJIBHBINM, HO HE MONHBIN; 0 0 — OCTalbHBIE
HOCTH cIyJau
3aJIaHUs] OTKPBITOTO 12,13 3 baya 3 0 — moJHOE MpaBUIIBHOE COOTBETCTBHE; O O
THUTIA C KPAaTKUM OTBE- — OCTaJIbHBIE CITyYaHu.
TOM
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THUIIA C Pa3BEPHYTHIM
OTBETOM

3a/IaHusI OTKPBITOTO 14, 15 S06amioB |5 6 — monHOE TPaBUIIBHOE COOTBETCTBUE;

€CIIM JIOMyIleHa OJ{Ha OIIMOKa/HETOYHOCTh /
OTBET MPABWIbHBINA, HO HE TIOJIHBIH - 3 Oasa;
€CJIM JIOMYIICHO 0oJiee OHOM OMMOKY / OT-
BET HENPAaBHJIbHBIN / OTBET OTCyTCTBYeT — O
OayIoB

DopmupyemMas
KOMIIETCHIUS

Nupukatopsl ¢)OPMHUPOBAHHOCTH KOMIIETEHMHU

OIIK-2. CriocoOeH mpuMeHSITh COBpe-
MEHHBI MaTeMaTHYEeCKUH ammapar,
CBSI3aHHBIN C MPOCKTUPOBAHUEM, Pa3-
paboTKOM, peanu3anueil U OIEeHKOU
KauecTBa MPOTrPaMMHBIX MPOJYKTOB U
MIPOrpaMMHBIX KOMITJIEKCOB B Pa3jIHy-
HBIX 00JIACTAX YEIIOBEUCCKOM JCITCIIb-
HOCTH

OIIK-2.1 - 3HaeT: MaTeMaTHYECKHE OCHOBHI IPOTPaAM-
MHUPOBAHUS U SI3BIKOB MPOTrPAMMUPOBAHMS, OpraHU3a-
nuu 0a3 JaHHBIX M KOMIIBIOTEPHOTO MOAETHPOBAHHUS;
MaTeMaTHYeCKHE METO/Ibl OLIEHKH KauecTBa, HaJeKHO-
CcTH U 3PPEKTUBHOCTH MPOTPAMMHBIX MPOAYKTOB; Ma-
TEMaTHUYeCKHe METOAbl OpraHu3aluud HH(OpMALHOH-
HOW 0e30MmacHOCTH TpU pa3pabdOTKe W IKCIUTyaTaluu
MPOrPaMMHBIX TPOAYKTOB M MPOTPAMMHBIX KOMILICK-
COB;

OIIK-2.2 — ymeeT: UCIIOJIB30BATh 3TOT amnmnapar B Mpo-
(heccuoHaIbHOU NeSTeILHOCTH;

OIIK-2.3 — uMeeT HABBIKM: IPUMEHEHUS JTaHHOTO Ma-
TEMAaTUYECKOTO ammapara MpH PEemeHHH KOHKPETHBIX
3a/1a4.

3aganue 1

Buanmarensao HquHTaﬁTe 3a1aHUC U YKAXKUTC OJJUH HpaBHHBHBII;'I BAapHaHT OTBCTA:

B nmdpe Xunna mudpoBanue 6;10ka OTKPHITOro TeKCTa JUTMHBI 1 BBITOIHAETCS C TOMOUIBIO:

Eal S

IlepecTaHOBKHM CHMBOJIOB
Ortger: 2

3ananue 2

CrnoxxeHus 1o MOAYJIO € KIIFOUOM

YMHOxeHus Ha ooparumMyto Matpuity NXN nmo moxysao M
Bo3BezneHus B creneHb o MOyJ0 OOIBIIOT0 MPOCTOTO YUca

BaumarensHO l'IpO‘-IPITElfITC 3a1aHUC U YKAXKUTC OJAUH HpaBHJ’ILHLIfI BApHUAHT OTBCTA:

Kpunrocucrema Mepkis-XemiMaHa OCHOBaHA Ha CIOKHOCTH PELICHUs 3a0a4N:

1. JuckperHoro jorapupMHpOBaHUs
2. ®axTopu3anyy OONBIINX YUCEI
3. «Prok3aka»
4. Judpdu-Xemnmana
Otsert: 3
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3aganue 3

BHuMaTenpHO TpOUUTANTE 3aJAHUE U YKAKHUTE OJIUH MPABUIIbHBINA BApUAHT OTBETA:

B nporokone Maccu-Omypsl 115 mudposanus coobmenus M ornpasurens Beruncnser:

1. C=Memod N, roe € — OTKPBITHIN KIIH0Y

2. C=MEK, rae K — ceancossrii kirou

3. C=M e mod P, rne €A — cexpeTHblll TOKa3aTENb OTIPABUTENSA
4

C=Mszmodn

OrtBer: 3
3aganue 4
BepHo 1u cnenyroniee yTBepxkaeHue?

B anroputme DES pa3mep 0110ka OTKPBITOTO TEKCTa cOCcTaBisieT 64 Outa, a pazmep Kiroya — 56
our.

OtBert: BepHO
3aganue 5
Bepno nu cnenyrouiee yrBepkieHue?

[Mudp Xunna sBisieTcs yCTORYUBBIM K aTake HAa OCHOBE TOJBKO MIU(PPTEKCTa, €CIIM MaTpHUlIa
KJIF0Ua HEU3BECTHA U pa3Mep OJ10Ka OOJBIION.

OtBeT: He BepHO (YSI3BUM K aTake Ha OCHOBE M3BECTHOTO OTKPBITOTO TEKCTA)
3amanue 6
BHuMaTeapHO MpoYHTaiTe 3aJaHIe U YKAKUTE TPH MPaBUIIbHBIX BapuaHTa OTBETA:

Kakue u3 cneayromux yTBepKAeHUI BEpHBI Ui KpuntocucreMbl Mepkis-Xemimana?

1. Dro mepBas U3BECTHAS KPUIITOCHCTEMA C OTKPBITHIM KITFOUOM.
2. OHa HCIIOJNIB3YET CBEPXPACTYIILYIO MOCIE0BATEILHOCTD KaK YaCTh 3aKPBITOrO KIIHOYA.
3. OHa ocHOBaHa Ha CIIO)KHOCTH PEIICHUS 33/1a49H JUCKPETHOTO JIOTapu()MUPOBAHHSL.
4. OTKpBITHIN KJIIOY NOJTYyYaeTcs MyTEM YMHOXKEHUS 3JIEMEHTOB CBEPXpPACTYLIeH mocieno-
BaTEJIbHOCTH Ha CIy4ailHOe YHCII0 MO0 MOAYJIIO APYroro Yucia.
5. Omna abCoMIOTHO cTOMKasK (TEOPETUUECKU CTOMKAs).
6. brina B3oMana ¢ momomero anroputma LLL (JIerctpei—Jlenctpei—JIoBaca).
Oter: 2, 4,6
3ananue 7

BaumarensHo HpO‘-IPITElfITC 3aIaHUC U YKAXKUTC TPU IMPABUJIBHBIX BApHaHTAa OTBCTA:

Kakue u3 crnenyrommx onepanuii BXoAsT B OAUH payHa airoputma DES?
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[TonacranoBka (S-6110kwH)
[TepecranoBka 6utoB (P-6110K)
Casur peructpa

XOR ¢ noaxiouoM

BosBenenue B cTeneHb 1Mo MOAYJIIO
YMHOXK€EHUE Ha MaTpUILLy

I e

OtBer: 1,2, 4
3amanue 8

YcTaHOBUTE COOTBETCTBHE MCKIY KpHHTOCHCTCMOﬁ U €€ OCHOBHBIM MaTe€MaTUYECKUM alrapa-
TOM:

[udp Xwma : JInaeitHas anredpa (MaTpuilbl)

Kpunrocucrema Mepkisa-Xennmana : 3ajaya o prok3ake

[Tporokxon Maccu-Omypsl : Bo3Benenue B cTeneHb M0 MO0 (ITOKA3aTEeNH )
DES : Cetp Deiicrens

3aganue 9
VYcTaHOBHUTE COOTBETCTBUE MEK/Y ITOHATHEM B KPUIITOTpapuU U €ro ONUCAHUEM:

CaepxBo3pacrarolnas ociae0BaTenbHOCTh: [locaeoBaTeabHOCTb, I1e KaK/bIH JIEMEHT
00JIbI1IE CYyMMBI IIPEBITYIINX

S-6nok (DES) : Henuneitnas moacranoBka, mpeodpasytoias 6 6ut B 4 6ura

OTtkprIThIH KiTt0U B Mepkite-Xennmane : [IpeoOpa3oBaHHasi ¢ MOMOIIbI0 MOTYJIBHOTO YMHOXKeE-
HUS TI0CIIEI0BATENBHOCTD

Paynnossiit kinrou (DES) : Kittou, mony4yaemblii 13 OCHOBHOTO KJItO4a JJIs KaXKA0ro payHaa

3aganue 10

Pacrnionoxure B mpaBMIIbHOM MOPSAKE MIAaru ugpoBanHus B mudpe Xua 1 0J0Ka TeKcTa:

1 : Pa30uTh TeKCT HaA OJIOKHU JJIMHBI n, MNPEACTAaBUTh UX KAaK BEKTOPLI YHUCCII

2 : YMHOXHUTB KaXAbI BEKTOp Ha MaTpully kimouda NXN o moxymo M
3 : IlpeoGpazoBaTh pe3yJbTHPYIOIIHE BEKTOPbI 00PaTHO B CUMBOJIBI alihaBUTa
4 : O0beAMHUTD OJIOKU B MIHPPTEKCT

3aganue 11

Pacronoxure B IPaBUIBHOM MOPSIKE TaIbl paboThl IpoTOKoIa Maccu-OMypbl 11t TIEpeIaun
coobmenus M or Anucet k Boby:

1 : Anuca BeIOMpaet O0JbLIOE TPOCTOE YUCIIO ) U citydaifHOe uuciio €A, B3aUMHO ITPOCTOE

_ -1 B
¢ P—1, Berumcnser da=ey mod (p—1).

dp = eqt
2 : bo6 BeIOUpaeT cBOE ciayuaitHoe Yrciio €B, B3aUMHO MPOCTOE C p—l, BBIUHCIISET b

mod (p — 1)

3 : Anuca mudpyer G , oTIpasisieT boOy.
4 : o6 mmdpyer: €2 =C1" mod p ormpasnser Anmce.

= M mod p
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v vy
5 : Amuca gemmdpyer: @3 = 2" mod P grppapnser BoGy.

v g
6 : bo6 nemmdpyer: M = C3” mod P

Oteer 3,4,5,6
3aganue 12

st mudpa Xumia ¢ andasurom u3 26 6yks (A=0, B=1, ... Z=25) u marpureit 2X2 ycioBuem
00paTUMOCTH MATPHUIIbI KITFOYA SBIISICTCA. ..

OTBeT: olpeneauTeNb MaTPULIBI 10JIKEH ObITh B3aUMHO IIPOCT C 26
3aganue 13

B mporokone Maccu-Omypsl 1t 6e301macHOro 0OMeHa COOOUICHUIMU TpedyeTcs, 9TOOBI MO-
Iyib P ObLIL...

OtBeT: 0ONBIINM IPOCTHIM YHCIIOM.
BHumarenbHO npouunTaiiTe 3alaHue U 3alUIINTE pa3BEPHYThIIl 000CHOBAaHHBIN OTBET:

Jana marpuia kiroda 1 mudpa Xuwia pasmepa 2X2 Haa andaBuToM U3 26 OyKB:

3 2
K =
G2
[TpoBepbTe, ABNISETCS JIM ATa MaTPUIlA MPUTOTHON s mH(poBaHus (0OpaTuMa Mo MOaYIo 26).
Ecnu na, naiiqute oOpaTHYIO MaTpHILy 110 MO0 26.
OrtBeT:
[Ha, mpuroana.

Pemenne:

Onpenemurens: det (K)=3-7-2-5=21-10=11.
HOJI(11, 26) = 1 — maTpuiia oOpaTuma.

OOpaTHBIif onpeenuTeb M0 MOIYII0 26:

117! mod 26 =19 (tx. 1119 = 209 = 1 mod 26).

K1 (% 14)
O6paTHas MaTpUIA: 9 5
3ananme 15

BHumarenbHO mpouHTaiiTe 3ajaHie U 3alUIIUTe pa3BepHYThIIl 000CHOBAHHBINA OTBET:

Onuiute, B 4€M COCTOUT YSI3BUMOCTb KpUNITOCHCTEMbI Mepkisi-XeniMana, KoTopasi IpuBena K
€€ nmpakTuYecKkoMy B3ioMy. Kakoit MareMaTH4ecKuii METO JIsl TOTO UCHIOIb3YyeTCs?
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Orser:
VA3BUMOCTB 3aKJII0YAETCS B TOM, YTO OTKPBITBIM KIK0Y — 3TO «3aMACKUPOBAHHAs» CBEPXPACTy-
11as1 IOCJIEJ0BATEIBLHOCTD € IIOMOIIBIO MOLYJIBHOIO YMHOKeHUA. OTHAKO 3Ta MAaCKUPOBKA HE

ABJIIETCS JOCTATOYHO HaAEKHOM. ATaka ucnoussyet anroputMm LLL (JIenctpri—Jlenctpoi—Jlo-
Baca) JJIs1 HAXOXAE€HUS KOPOTKUX BEKTOPOB B PEIIETKAX, YTO [103BOJIIET BOCCTAHOBUTH UCXO/I-
HYI0 CBEPXPACTYILYIO IIOCIEI0BAaTEIBHOCTh U3 OTKPBITOro Kiroya. Ilocie 3Toro 3amaya o prox-
3aKe peIaeTcss TPUBUAIBHO, TaK KAK JIJIs CBEPXPACTYILEH II0CIEI0BAaTEIBHOCTH OHA pelacTcs

KaJIHBIM AJITOPUTMOM. DTO MO3BOJISIET pacuIn(poBaTh cooOIIeHNnEe 0€3 3aKPBITOTO KITF0Ya.

dopmupyemas
KOMIIeTeHI U

NuaukaTopbl c(hOPMUPOBAHHOCTH KOMIIETEHIIUN

[IK-8. CnocobeH HCHOIB30BaTH CO-
BpPEMEHHBIC METOJIbI Pa3pabOTKU U pe-
aIM3alM  KOHKPETHBIX aJTOPUTMOB
MaTeMaTUYeCKHX Mojeieli Ha 0ase
SI3BIKOB IPOTrPAMMHPOBAHMS M IaKe-
TOB MPUKIAIHBIX MPOTPaMM MOJICITH-
pOBaHMSL.

[1K-8.1. 3naeT coBpeMeHHbIE METO/IbI Pa3pabOTKH U pe-
QIHM3aIA AITOPUTMOB MaTEMaTHYCCKHX MOJCIIeH Ha
0a3e A3BIKOB U MAKETOB MPUKIAAHBIX TPOrPaMM MOJIe-
JTUPOBAHUS.

[1K-8.2. Ymeer pa3pabaThiBaTh U PeaTn30BbIBATh aIro-
PUTMBI MATEMaTHIECKUX MOJIeNIel Ha 0a3e SI3BIKOB U I1a-
KETOB IIPUKJIATHBIX MPOTPaMM MOJECIUPOBAHHUSL.
[TK-8.3. meeT mpakTUYEeCKUi OMBIT pa3paboTKu U pe-
aM3alyi aIrOPUTMOB UX Ha 0a3e SI3BIKOB U MAaKETOB
MIPUKJIAIHBIX TPOTPaMM MOJISITHPOBAHHUSL.

3ananue 1

Buanmarensao HquHTaﬁTe 3a1aHUC U YKAXKUTC OJJUH HpaBHHBHBII;'I BAapHUAHT OTBCTA:

Kakoii Tun nanueix B si3bike Python Hanbosee moaxoauT A XpaHEHHs] MaTPHUIIBI KIIt0Ya B

mmdpe Xuna?

1. list of integers
2. dict (cmoBaps)
3. list of lists (criucok crirckoB)
4. tuple
Otgert: 3
3ananme 2

BaumarensHO HpOQHTaﬁTe 3a1aHUC U YKAXKUTE OJJUH HpaBI/IJIBHBII;’I BApHUAHT OTBCTA:

Jlns peanuzanuu onepanuy yMHOXKEHUS MaTpull o moayiaro MM B mmdpe Xwna va Python

CJICAYCT UCII0JIb30BATh 6PI6JII/IOTCKyI

1. random
2. numpy ¢ GyHKITHEH dot()
3. math
4. hashlib
Ortser: 2

3amanne 3




BHuMarenbHO mpouHTaiiTe 3aJaHie U YKAXKUTE OJUH IPABUIbHBIN BapUaHT OTBETA!

[Tpu peanuzauuu anropurma DES Ha sa3bike C++ 11 BBIIOJHEHUS ONIEPALUU TOJICTAHOBKH (S-
0s10k0B) Hanbosee YPPEKTUBHO UCTIOTH30BATh:

1. BroxeHHbIE TUKITHI for
2. TlpenBapuTenbHO 3aMOHEHHBIE cTaTHYeckre MaccuBhl (lookup tables)
3. PexypcuBHbIe QyHKIIMN
4. bubmmotexky STL map
OrtBer: 2
3amanue 4

BepHo 11 cnenyroiiiee yTBepxkacHue?

[Tpu MmonenupoBaHuy aTaku Ha MUGp XWia ¢ UCTIOIH30BAHUEM U3BECTHOTO OTKPBITOTO TEKCTA
MO’KHO PELIMTh CUCTEMY JIMHENHBIX YPABHEHUH, I/I€ MaTpULA KJIK0Ya SBJIETCS MaTpULIEH HEU3-
BECTHBIX.

OtBert: BepHO
3ananmue 5
BepHo 11 cnenyroiiee yTBepxkacHue?

B xpunrtocucreme Mepkiisi-XesmMaHa reHepanys CBEpXpacTyIlen IMOCIeA0BaTeIbHOCTH MOXKET
OBITH peaTn30BaHa C MOMOIIBIO TPOCTOr0 AITOPUTMA, 1€ KAXK/IbIHA CIIEAYIOLIHHA 2JIeMEHT
00JbI1IE CYyMMBI BCEX MPEABLTYIIHX.

OtBeT: BEpHO
3aganue 6
BHumarenbHO npouunTaiiTe 3a1aHue U yKaKUTe TPU MIPABUIIBHBIX BapUaHTa OTBeETA:

Kakue 0ubnmorexu Python MoryT GbITh HCIIOSIB30BaHBI 1Sl peayiv3alliy U aHAJIM3a KPUIITOAIT0-
pUTMOB?

1. numpy — aJi1 MaTpUYHBIX OTIEpAIIUA
2. sympy — JJisi CHMBOJIbHBIX BBIUMCICHHUI U PabOThI C MOAYIHHON apu(PMETHKOM
3. matplotlib — IS BU3yaJIM3aliii CTOWKOCTH aJITOPUTMOB
4. requests — JIJISI CETEBBIX 3aIIPOCOB
5. pycryptodome — 17151 TOTOBBIX peaJIu3aIliidi KPUTITOAITOPUTMOB
6. json — s cepuanM3aIiy TaHHBIX
OtBer: 1,2,5
3amanmne 7

BaumarensHO HpOQHTaﬁTe 3aIaHUC U YKAXKUTC TPU IMPABUIIBHBIX BapHAaHTA OTBCTA:

Kakue stamnsl pa3paboTku nporpammHoi peanuzanuu DES TpeOyoT TiiarenbHOro TecTupoBa-
Hus?

18



I'enepanyst payHI0BBIX KITIOUEH

Peanmuzanus ¢pynkuun Oericrens

Pabota S-610Kk0B (110/ICTAHOBKA)

BBoI-BBIBOJT TEKCTOBBIX (DaiisioB
Hcnonb3oBanue ctaHgapTHBIX KOHTEWHEpOB STL
Hanmcanue nokyMeHTanuu

I e

OtBer: 1,2, 3
3amanue 8

YcTaHOBUTE COOTBETCTBHE MCXKAY aJITOPUTMOM M THUIIOBBIM IIOJIXOJOM K €TI0 HpOFpaMMHOﬁ pca-
JIN3aluu:

[udp Xwina : Micronb3oBaHWE MAaTPUYHOTO YMHOKEHUS C MOTYIBHOM apudMeTHKOM
Kpunrocucrema Mepkisi-Xemimana : PaboTa ¢ 60ibIIMMH HENBIMA YUCITAMU U 33/1a9aMH PIOK-
3aKa

[Iporokon Maccu-Omypsl : MoynbHOE BO3BEIEHUE B CTENIEHD

DES : buTtoBbie oneparyu 1 TabJIUIIBI TI0JICTAHOBOK

3amanue 9

YcTaHOBUTE COOTBETCTBUE MEXKIY ATanoM pa3padoTku kpunrorpadudeckoro I10 u uHCTpYyMEH-
TOM/METOOM;:

TectupoBanue KoppeKTHOCTH MppoBanus : CpaBHEHHE ¢ 3TAJIOHHOMN peann3alueil nin cTaH-
JapToOM

Ontumuzanus npousBoauTenabHocTH : [Ipodunuposanue (profiling) n ucnonszoBanue lookup-
TabIunIL

3amuTa oT BpeMeHHbIX aTak : [locTossHHOE BpeMsl BHIIOJIHEHHUS Ollepaluit

Busyammzanus pabots! anroputMa : [TocTpoenue rpadukoB 3aBUCHMOCTH BPEMEHH OT pa3mepa
JTAHHBIX

3ananue 10
Pacnionoxurte B mpaBUILHOM MOPSIIKE ATy peanu3anuu mudpa Xwuia Ha Python:

: [IpeoOpa3oBaHue TEKCTa B YUCIOBbIE BEKTOPHI (PUKCUPOBAHHOMN JITMHBI
: [IpoBepka 0OpaTUMOCTH MaTPHIIBI KJIt0Ya 110 MOYJIIO M

: YMHOXEHHE KaXJI0r0 BEKTOpa Ha MaTPUILy KJIH04Ya 10 MOIYJII0 m

: [IpeobpazoBanue pe3ynbTaTa 00paTHO B TEKCT

: TectupoBaHre Ha U3BECTHBIX ITPUMEpPaX

DN DWW N =

3aganue 11

Pacnionoxunre B IpaBUIIBHOM HOPSIJIKE 3TANBI MOACINPOBAHUS aTAaKH HA KPUIITOCUCTEMY
Mepxia-Xemimana ¢ Ucroib3oBanuem ajropurma LLL:

: [lonydyeHne OoTKpHITOro Kiltoua (1MOCIe0BaTeNbHOCTh YUCE)

: IlocTpoeHnne pemETKH Ha OCHOBE OTKPBITOTO KIIFOUYa

: [Ipumenenue anroput™a LLL 1y Haxok1eHHsI KOPOTKOIO BEKTOPA

: IIpoBepka, sIBiIg€TCS JIM HAlIEHHBIN BEKTOP CBEPXPACTYILEH ITOCIIEI0BATEIbHOCTBIO
: BoccTanoBiieHHE 3aKPBITOTO KIIFOYA U paciiupoBKa COOOIICHUS

DN D W N —
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3aganue 12

[Tpu peannzanuy MOayJIbHOIO BO3BEIEHUS B CTeNEHb (Kak B Maccu-Omype) [uist 3aIUThl OT
BPEMEHHBIX aTakK CJIeAyeT UCIOIb30BaTh AJITOPUTM...

OTBeT: BO3BE/ICHHS B CTEIICHB CO CIOKEHUEM-YIBOeHHEM (square-and-multiply) ¢ mOCTOSTHHBIM
BPEMECHEM BBITIOTHEHHS

3aganue 13

Jlns BU3yanu3anuu 3aBUCUMOCTH BpeMeHH udpoBaHust oT pazmepa 6i10ka B DES B Python
MO>KHO HCIIOJIB30BaTh OUOINOTEKY...

Orser: matplotlib
3aganmue 14
BHuMaTenpHO poUYnTaiiTe 3a/IaHUe U 3aITUIINTE Pa3BEPHYTHII 000CHOBAHHBIN OTBET:

Harnummwre 1mceBaoko 1 Win OMUIIUTE alropuT™ Ha Python muist mpoBepku 0OpaTUMOCTH MaT-
puibl 2x2 o Moayro 26 (st mudpa Xumia). BkioynTe BoIYUCIEHUE OMPEISTUTENS U PO-
BEPKY €ro B3aUMHOW ITPOCTOTHI C MOAYJIEM.

OtBer:

text
import numpy as np
import math

def is_invertible_mod(matrix, mod=26):
# matrix — CIHCOK CIIHCKOB 2X2
det = matrix[0][0]*matrix[1][1] - matrix[0][1]*matrix[1][0]
det_mod = det % mod

return math.gcd(det_mod, mod) ==

# IIpumep UCIOIB30BAHUS!
key_matrix = [[3, 2], [5, 71]
print(is_invertible_mod(key_matrix, 26)) # doymkHo BepHYTh True

3aganue 15
BuaumarensHO MpounTaiiTe 3aJaHUE U 3aUIIUTE PA3BEPHYTHII 000CHOBAHHBIN OTBET:

[Tpenoxkute niaaH pa3pabOTKU MPOrpaMMHOro MoayJs, peanusyromero DES, ¢ ucnons3osa-
HUEM 00BEKTHO-OPHEHTHUPOBAHHOTO 1oixoa Ha C++ uiu Python. OnummTe 0OCHOBHBIE KITacCHhl,
UX METOJIbI U TO, KaK OyZeT OpraHM30BaHO TECTUPOBAHHUE.

OrtBer:
[Tnan peanuzaruu DES B OOII-ctune (Python):

1. Kiaace DES:
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o AtpuOyTsl: key (64-OuTHBIN KiTF0Y), subkeys (CITMCOK payHIOBBIX KJIFOUEH).
o Meronsr:

= generate_subkeys() — renepanus 16 payHIOBBIX KIHOUYEH.
= feistel_function(right, subkey) — ¢ynkius dericrens.
= encrypt_block(block) — 1 poBanue ogHOTO OJI0Ka 64 OUT.
= decrypt_block(block) — pacmmgpoBaHue 0 JHOTO OJI0KA.
= encrypt(data) — mudpoBaHUe TaHHBIX ¢ 100aBiIeHHEM padding.
*  decrypt(data) — pacmudpoBaHue TaHHBIX.
2. Kuaace Utils:

o Craruueckue MEeTOIbI Ui Tpeodpa3oBa-
HuUH: permute(), split(), merge(), shox_substitution().
3. Kuacc DES_Tester:

o Meronbl Ui TECTUPOBAHUS HA CTAaHIAAPTHBIX TECTOBBIX BEKTOPAX (M3BECTHbIE
napbl OTKPBITHIN TEKCT-IIU(PPTEKCT).
o Meron performance_test() — 3amep BpeMeHH HIM(POBAHUS B 3aBUCUMOCTHU OT pa3-
Mepa JaHHbBIX.
4. TecTtupoBaHue:

o IOnwut-rects! (Hanpumep, ¢ UCOIL30BaHUEM unittest B Python) s xaxoro S-
0J10Ka, IepecTaHOBOK, FeHEPAIIMH KITIOYEH.
WHTerpanmonHbIe TECTHI Ha MOJIHBIX TAHHBIX.
CpaBHeHue ¢ peanuszanueil u3 6udinoreku pycryptodome i Bepudukanuu.

Tako# moaxoa o6ecrnedynBaeT MOAYIbHOCTb, JIEFKOCTh TECTUPOBAHUS U BO3MOKHOCTH IIOBTOP-
HOI'0 MCIOJIb30BAHUSI KOMIIOHEHTOB.

NunuBunyansHoe 3ananue Nel.

CocTaBUTh MO KJIIOUEBOMY CJIOBY MaTpully Xuijia, HalTH 00OpaTHYIO U IPOYUTaTh M

MaTpuia [Mudp TEKCT
Bapuant 1 | ckonbko ? yan?py33KI1103aui0OB 7H B 5TOM HeT coMHEeHus
BapuanT 2 | npuBeTHKHU HEAMKCTIIIObOMTHIOL3,aaaa Koryia oOpbIBaeTcs JIEHTa
BapuanTt 3 | Bopobeiika 10745T U, YBIH(KBIII BBITOJTHOE JIEIIBLIE
Bapuant 4 | nmo3BosbTe MEJLABIBIMAMX AP, E JIEJI0 O 3BE30UKE
BapuanTt 5 | xymectakoB [TmmuMrpOETprEO6EUIIC €CJIM J0pora KU3Hb

NuauBunyansHOe 3aganue Ne2.

C ucnosb30BaHHEM KOIHPOBKH aj(aBuTa paciiudpoBarh no cucreme MepkJia-

XeJiMaHa
0 pooe 0 0 0 0 0
1 A 0 0 0 0 1
2 B 0 0 0 1 0
3 C 0 0 0 1 1
Bapuanr 1
mmdp 4945 3860 | 3619 | 3399 | 3775 | 4988 | 3291 | 3478
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PIOK-
3aiHBIN
Habop

47

141

282

564

1128

2209

1552

661

1322

2127

MOAYJIb

2913

JEPKUM B

Taiine

KJII0Y
mmdpona-
HUSI

47

Bapuant 2

mudp

1388

3047

2312

3644

1988

990

PIOK-
3aliHbBII
Habop

33

66

132

297

561

1155

430

827

104

1758

MOAYJTb

1913

JACP>KUM B

TaliHe

KITF0Y
mmdpona-
HUSI

33

BapuanT 3

mmdp

1258

1104

3078

1132

1740

PIOK-
3alHBIN
Habop

29

58

145

261

551

1131

291

553

1251

502

MOJ1yJIb

1942

JEPKHU
TaiiHe

M B

KITIOY
mumdpona-
HUSI

29

Bapuanr 4

mmdp

4336

1774

2019

622

2556

2641
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PIOK-
3aUHBIN
Habop

36

72

180

396

756

1548

289

974

1552

333

MOAYJTb

2771

JEpPKU
TailiHe

MB

KJIIOY
mudposa-
HUS

36

WHIUBUIYAJBHOE 3AJJAHUE 3

C ucnonp3oBaHuEM KOIUPOBKU a.]'[(baBI/ITa pacmn(prBaTL IO CUCTCMC «HaBCIIMBaHMUA 3aM-

KoB» Meccu - OMypbl

Bapuanrl.

MOAYJTb 167
KJII0Y 1Qposa-

Hus 1 17
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KJTIt04 mupoBa-

Hus 2 19

mmdp 120 19 1 16 52 150
Bapuanrt 2.

MOAYJIb 257

KJIt04 mupoBa-

Hus 1 23

KJIt04 mupoBa-

HUs 2 5

umdp 193 140 143 237 96

Bapuant 3.

MOAYJIb 347

KJTI04 mudpoa-

Hus | 7

KJTI0Y 1mudpoa-

Hus 2 17

mmdp 298 50 280 1 268 241
Bapuanr 4.

MOAYJTb 211

KJIF04 mudpoBa-

Hus | 23

KJIF04 mudpoBa-

Hus 2 13

umdp 24 143 21 36 48 196
Bapuanr 5.

MOAYJIb 173

KJII0Y 1mudpoBa-

Hus | 5

KJII0Y 1murdposa-

Hus 2 3

mmdp 23 78 123 19 70 1] 62159
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MaHa

NHANBUAYAJBHOE 3AJIAHUE 4
C ucnonp3oBaHNeM KOAUPOBKH andasura pacmuppoBaTs 1o kpunrocucreme Judpopu- Xemn-

1.

MOJTYJTb 209

KJIt04 mupoBa-

Hus 1 13

umdp 160 25 189 25 192 178

2.

MOAYJIb 95

KJTI04 1mudpoBa-

Hus 1 7

umdp 2 71 88 20 71 37

3.

MOJTYJIb 391

KJIF04 mudpoBa-

Hus 1 9

mudp 62 83 35 235 144 83 343 80

4.

MOAYJIb 851

KJII0Y 1mundposa-

Hus 1 5

umdp 1 144 144 1 348 572 340

5.

MOJTYJTb 667

KJIH04 M dpoBa-

Hus 1 9

mdp 149 90 107 288 1 183 149 288
NHANBUAYAJIBHOE 3AJIAHUE 5
3agaHus Ha KpUnocucteMy Jiib ['amaist

1.

MOIYJTh 47251

CEKPETHBIN

KITFOY X 7525

epBOOOPA3HBIH

KOPEHb g 10

CECCHOHHBIN

K104 k 9

nmdp a 27087 | 27087 | 27087 | 27087 | 27087 | 27087 | 27087 | 27087

b 20466 | 24380 503 | 10233 | 20969 | 30699 | 3914 503
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MOJTYJb 51853
CEKpPETHBII
KJIFOY X 1131
nepBOOOpa3HBIN
KOpEHBb g 11
CECCHOHHBIN
K04 k 19
mdp a 16928 | 16928 | 16928 | 16928 | 16928 | 16928 | 16928 | 16928
b 7441 | 37205 | 156 | 15038 | 22323 | 156 234 | 37205
3.
MOJYJIb 63691
CEKpPETHBII
KITFOY X 54771
NepBOOOPA3HBIHA
KOPEHb g 15
CECCHOHHBIN
K104 k 23
umdp a 23375 | 23375 | 23375 | 23375 | 23375 | 23375 | 23375 | 23375
b 23526 | 21088 | 16212 | 49490 | 42176 | 61253 | 53939 | 61253
4.
MOJYJIb 46489
CEKPETHBIN
KJIFOY X 25778
epBOOOPA3HBIH
KOPEHb g 29
CECCHUOHHBIN
K09 k 13
mdp a 5240 | 5240 | 5240 | 5240 | 5240 | 5240 | 5240 | 5240
b 780 975 585 3510 975 195 | 3705 | 975
5.
MOJTYJTh 48649
CEKpPETHBIN
KITFOY X 10727
epBOOOPA3HBIH
KOPEHB & 7
CECCHOHHBIN
KJIr04 k 17
dp a 41425 | 41425 | 41425 | 41425 | 41425 | 41425 | 41425 | 41425
b 30267 | 28524 | 23770 | 21393 | 30267 | 39775 | 634 | 39775
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NHANBUAYAJIBHOE 3AIAHUE 6

Pacmiugposats no kpunrocucreme DES

Bapuanr 1
0 0 1 1
1 1 1 0
0 0 0 1
0 1 1 0
1 0 0 0
0 0 1 1
1 0 1 1
1 0 0 1

BapuanT 2
0 0 0 1
0 0 0 1
0 0 1 0
0 1 1 1
0 0 0 0
0 1 1 1
0 1 1 0
1 1 0 0

Bapwuant 3
0 1 0 0
1 0 0 0
1 1 0 0
1 0 1 1
1 0 0 1

26




27




0 1 1 1 0 1 0 0
0 0 1 1 1 1 1 0
0 0 1 0 1 1 0 1
1 0 1 1 0 0 1 1
1 1 0 1 0 1 0 1
4.
0 0 0 0 0 0 0 0
0 1 1 0 0 0 0 0
0 0 1 0 0 1 0 1
0 0 0 1 1 0 1 1
0 0 0 1 0 0 1 1
1 1 1 1 1 1 0 0
1 1 0 0 1 0 1 1
1 1 0 1 0 0 0 0
5.
1 0 0 1 1 1 0 0
0 0 0 1 1 0 0 0
0 0 1 0 1 0 0 0
0 0 0 1 0 0 0 1
0 0 1 1 1 0 1 0
1 0 1 1 0 1 1 0
1 0 1 0 1 0 1 0
1 0 0 1 0 1 1 0

6.3.2 Ilporpamma 3auera
1 TIIpeamer u 3amaum kpuntorpadguu. OCHOBHBIC onpeaeneHus. TpeOoBaHMUS K KPHUIITO-
rpadu4ecKuM CHCTEMaM 3aluThl HH()OpMAIIH.
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http://www.intuit.ru/studies/courses/691/547/lecture/12371?page=1#sect2
http://www.intuit.ru/studies/courses/691/547/lecture/12371?page=1#sect3
http://www.intuit.ru/studies/courses/691/547/lecture/12371?page=1#sect4
http://www.intuit.ru/studies/courses/691/547/lecture/12371?page=1#sect4

2 CaeneHus U3 UCTOPUHU KpUITorpaduu.

3 bunapnoe nepeBo Mopae.

4 Kpunrocuctema Xuia.

5 «Prok3aunas» kpuntocuctema Mepkiisi-XemMana. 3aada o0 ykinaake prok3aka. [Ipen-
CTaBJICHHE HATYPaJIbHOIO YMCIa CyMMOW HaTypaibHBIX uucen. Prok3aunsiii Habop. CBoiCTBO
cBepxpacryuiero Habopa. HaxoxeHnre o0paTHOro 35eMeHTa B MOAYJISIPHOW TpyTIIIE.

6 Kpunrocucrema «HaBemuBanus 3aMKoB» Meccu - OMypbl. OCTaToOK OT CTENEHH 10 MO-
nymo. «HaBemunBanue 3amMkay Kak BO3BEAECHUE B creneHb. OOpaTHBIA 3J1€MEHT B MOJYJISIPHOU
rpyIIe.

7 Kpunrocucrema Juddu-Xemnmana. J{uckpernoe norapudpmupoBanue B moisix ["amya.
OTKPBITBIA U 3aKPBITHIN KIIFOUU. DJIEKTPOHHAS MOIHUCH.

8 Kpunrocucrema Yunbsamca. KBagpatuunoe pacmmpenue mois. beicTpoe Bo3BeieHHE B
creneHb. CumBoutbl JIexxanpa u Skoowu.

9 Kpunrocucremsr DES, TOCT 28147-89. IlepememmuBaHue U pacCesTHHE DJICMEHTOB
610Ka ¢ moMoipto Tabnuil. [lepexon mexy O10kamu.

10 IMorounble MIM(PHI U TEHEPATOPHI TICEBIOCITYIAMHBIX YnCel. | 'eHepaTophl MCeBIOCTY-
YaifHBIX YKMCeIl HA OCHOBE CIBUTOBBIX PETUCTPOB C OOPATHOM CBS3BIO.

7 IEPEYEHb HH®OPMAIIMOHHBIX TEXHOJIOTUH, UCIOJIb3YEMBbIX
B NIPOINECCE OBYYEHUA

NudopmanuonHbie TeXHOJIOTMH — 00yUYEHUE B 3JIEKTPOHHOM 00pa30BaTeIbHON Cpesie ¢
LIEJIBIO PacLIMPEHHsl 1OCTYyTa K 00pa30BaTeIbHbIM pecypcaM, YBEIMUEHHsI KOHTAaKTHOI'O B3aUMO-
JEHCTBUS C MpenojiaBaTesieM, OCTPOSHUS WHAUBUAYAIbHBIX TPAEKTOPHM MOJITOTOBKU, 0OBEK-
TUBHOT'O KOHTPOJII U MOHUTOPUHIA 3HAHUN CTYJIEHTOB.

B o6pa3zoBarensHOM mpoliecce Mo JUCHUIUIMHE UCTIONb3YIOTCS CleayIonue HHPopMaIu-
OHHBIE TEXHOJIOTHH, SIBJSIOIIMECS KOMIIOHEHTaMHM ODJIEKTPOHHOH MH(OpMaIoHHO-00pa30oBa-
TenpHOM cpenbl bI'TIY:

e Odummanshsii caiit BITIY;

Kopnoparusnas cets BI'TIY;

Cuctema snexktponHoro ooyueruss ®I'bOY BO «BI'TIY »;
DNeKTpOHHBbIE OUOINOTEYHBIE CUCTEMBI;

MynbTUMEIUINHOE CONPOBOKICHNE JIEKIIMM U MPAKTUYECKUX 3aHATUN.

8 OCOBEHHOCTHU U3YYEHUA JUCHUIIJIMHBI UHBAJIUJIAMMU U JIMHAMMU C
OI'PAHUYEHHBIMUA BO3MOKHOCTAMMU 31O0POBbS

[Tpu oOyueHNH JTUII ¢ OTPAHUICHHBIMUA BO3MOYKHOCTSIMH 3/I0POBBSI TIPUMEHSIOTCS a/1aIl-
TUBHBIE 00pa30BaTeIbHbIE TEXHOJIOIMU B COOTBETCTBUU C YCIOBHSMM, U3JIO)KEHHBIMH B pa3Jieln
«OCcoOeHHOCTH OpraHu3aluu 00pa30BaTEIbHOIO Mpoliecca Mo 00pa30BaTEIbHBIM MpOrpaMMaM
JUTSE MHBAJIMJIOB U JIUI] C OTPAaHMYCHHBIMH BO3MO)KHOCTSIMHU 3/I0POBBS» OCHOBHOW 00pa3oBaTeih-
HOU MporpamMmbl (MCTOJIb30BAHUE CHEIMATBHBIX YUEOHBIX TOCOOUI U JUIAKTUUYECKUX MaTepHa-
JIOB, CHEIMATBHBIX TEXHHYECKUX CPEICTB 00yUYEHHs KOJUIEKTUBHOTO ¥ WHIWBUAYAIBHOTO TIOJb-
30BaHUs, IPEAOCTABICHHE YCIYT acCUCTEHTa (IOMOIIHUKA), OKa3bIBAIOIIEr0 00yJaoUIMes He-
00X0IMMYI0 TEXHUYECKYIO MMOMOIIb U T.I1.) ¢ Y4ETOM MHIAUBUAYAIbHBIX OCOOEHHOCTEH 00yuaro-
IIUXCSL.
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http://www.intuit.ru/studies/courses/691/547/lecture/12371?page=2#sect6
http://moodle.bgpu.ru/mod/resource/view.php?id=7688
http://www.intuit.ru/studies/courses/691/547/lecture/12377
http://www.intuit.ru/studies/courses/691/547/lecture/12377?page=1#sect3
http://www.intuit.ru/studies/courses/691/547/lecture/12383
http://www.intuit.ru/studies/courses/691/547/lecture/12385?page=1#sect2
http://www.intuit.ru/studies/courses/691/547/lecture/12385?page=1#sect2

9 CIIMCOK JIMTEPATYPbI U UH®OOPMALIMOHHbIX PECYPCOB

9.1 Jluteparypa

1. BacunweBa, 1. H. Kpunrorpaguueckue MeToasl 3amuThl HHPOPMAIUH : yUeOHUK U
npakTukyMm it By30B / M. H. BacunbseBa. — Mocksa : M3narensctBo FOpaiit, 2022. — 349 ¢c. —
(Beicmiee obpazoBanue). — ISBN 978-5-534-02883-6. — Tekcr : anexTponHsrii // OOpa3zoBaTeib-
Has 1utatpopma IOpaiit [caiit]. — URL: https://urait.ru/bcode/489919 (mara oGpamicHus:
10.10.2022).

2. BBenenue B kpunrorpaduo: bazoBslil Kype Ui CTYJ. MaTeMaTU4Y. CIEIl. BY30B / pel.
B. B. Slmenko. — 3-e uza. — M. ; XapbkoB ; Munck; CII6. : ITutep, 2001. — 287 c. (9 3k3.)

3. BBenieHHE B TEOPETUKO-YUCIOBBIE METOBI KpUnTorpaduu : y4ed. mocodue uis CTy/I.
By30B / M. M. I'myxoB [u np.]. — CII6. ; M. ; Kpacaonap : Jlansb, 2011. — 394 c¢. — ISBN 978-5-
8114-1116-0 (10 ak3.)

4. Heuae B.W. Dnementsl kpuntorpadpun. OCHOBBI TEOPUH 3aIIUTH MHPOpManuu /
Heuaes B.M. — M. : Beici. mik., 1999. — 108 c. (20 3k3.)

5. MonnossiH, A.A. Kpunirorpadust : yue6. mocodue / A. A. MonnossiH, H. A. MoniossH,
b. 5. Coseros. — CII6. : Jlans, 2001. — 218 c. (10 3x3.)

9.2 ba3bl JaHHBIX U HHGOPMALMOHHO-CIIPABOYHbIE CUCTEMbI

1. ®enepanbubiii  mopran «Poccuiickoe oOpa3oBaHue» — Pexum gocryma
http://www.edu.ru

2. Undopmannonnas cucrema «EnnHoe okHO nocTyma K 00pa3oBaTeIbHBIM peCypcam»
— Pexum nocryna : http://www.window.edu.ru

3. ®enepanbHbIi HEHTP HHPOPMALIMOHHO-00pa30BaTENbHBIX pecypcoB — PeskxuM goctymna
- http://fcior.edu.ru

4. Caiitr ®enepanbHON CIIyKObI IO MHTEIIEKTYyallbHOM COOCTBEHHOCTH, MATEHTaM U TO-
BapHbIM 3HakaM (PocnatenTa). — Pexxum nocrtyna @ http://www.fips.ru/rospatent/index.htm

9.3 D/1eKTPOHHO-0UOIHOTEYHbIE PeCyPChI
1. DOBC «Opaiit». — Pexxum nocryna : https://urait.ru
2. Tlommpen (0630p CMU). — Pexxum noctyma : https://polpred.com/news

10 MATEPUAJIBHO-TEXHUYECKAS BA3A

Jns mpoBeneHHS 3aHATUA JIEKHMOHHOIO M CEMUHAPCKOTO THIIA, TPYIIOBBIX U
WHJIUBUIyalIbHBIX KOHCYJbTAllUM, TEKYUIErO0 KOHTPOJS M MPOMEXKYTOYHOM aTTecTaluu
WCIIONB3YIOTCS ayJUTOPUH, OCHAIIEHHBIE Y4eOHOW MeOeblo, ayJUTOPHON JTOCKOW B TOM YHCIIC
MHTEPaKTUBHOM, KOMIIBIOTEPOM(PaMH) C yCTAHOBJICHHBIM JIMIIEH3UOHHBIM CIIEHUATU3UPOBAHHBIM
MPOTrpaMMHBIM O0EeCriedeHHEM, KOMMYTAaTOPOM [Jisi BBIXOJa B DJIEKTPOHHO-OMOIMOTEUHYIO
CUCTEMY U DIEKTPOHHYIO HH(pOopManmnoHHO-00pa3oBaTenbuyo cpeny OI'BOY BO «bITIVy,
MYJIbTUMEAUHHBIME ~ MPOCKTOPAMH, OSKCIHO3WIIMOHHBIMH  JKpaHamH, Yy4YeOHO-HaTr S THBIMUA
nocoOusiMi  (CTEHABI, TaOMUIBl, MYJIbTUMEIUWHBIE TPE3CHTAIMHU, BHUAECO MaTepHAbI).
CamocrosiTenbHas padoTa CTyACHTOB OPTaHU3YETCS B ayAUTOPHUAX OCHAIICHHBIX KOMITBIOTEPHOU
TEXHUKOW C BBIXOJOM B DJIIEKTPOHHYIO HH(DOPMAIMOHHO-00pa30BaTENbHYIO Cpely By3a, B
CIIENUATTM3UPOBAHHBIX JIA0OPATOPHIX MO JUCIHUIUIMHE, a TAKXKE B 3aJI1aX JOCTyIa B JIOKATHHYIO
cetb BI'TTY, B mabopaTopuu NCUXOIOTO-TMEeIarOrMUeCKUX UCCIEAOBAHUN U JIp.

JIutieH3MOHHOE TPOTpaMMHOE O00ECTICUCHHE: OTEPAMOHHBIE CHUCTEMBI CeMENCTBa
Windows, Linux; oducusie nporpammbel Microsoft office, Libreoffice, OpenOffice; Adobe
Photoshop, Matlab, DrWeb antivirus, kommnerotepHaas nporpamma TMashine u 1.1.
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https://urait.ru/bcode/489919
https://bgpu.ru/irbis/cgi-bin/irbis64r_14/cgiirbis_64.exe?LNG=&Z21ID=&I21DBN=BOOK&P21DBN=BOOK&S21STN=1&S21REF=3&S21FMT=fullwebr&C21COM=S&S21CNR=10&S21P01=0&S21P02=1&S21P03=A=&S21STR=%D0%9D%D0%B5%D1%87%D0%B0%D0%B5%D0%B2%20%D0%92.%D0%98.
https://bgpu.ru/irbis/cgi-bin/irbis64r_14/cgiirbis_64.exe?LNG=&Z21ID=&I21DBN=BOOK&P21DBN=BOOK&S21STN=1&S21REF=3&S21FMT=fullwebr&C21COM=S&S21CNR=10&S21P01=0&S21P02=1&S21P03=A=&S21STR=%D0%9C%D0%BE%D0%BB%D0%B4%D0%BE%D0%B2%D1%8F%D0%BD,%20%D0%90.%20%D0%90.
http://www.edu.ru/
http://www.window.edu.ru/
http://fcior.edu.ru/
http://www.fips.ru/rospatent/index.htm
https://urait.ru/
https://polpred.com/news

Pazpabotuuk: Amytun I[1.I1., kanauaat ¢u3nko-MaTreMaTHIeCKUX HAYK, TOIEHT
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11 IMCT UBSMEHEHHUH U JONOJTHEHUM

YTBepxaeHue u3MeHeHn B padoueii mporpaMmMe IMCHUIUVIMHBI VISl peaju3aluu B
2024/2025 yu. r.

PII/T oOcysxaeHa u ogodpeHa st peanuzanuu B 2024/2025 yu. r. Ha 3acenanuu kadeapbl
(bU3UYECKOT0 U MaTeMaTH4YecKoro oopazoanus (mpoTokona Ne 9 ot «24» mas 2024 t.).

YTBepxaeHue u3MeHeHn B padoueii mporpaMmMe IMCHUIUVIMHBI VISl peaju3aluu B
2025/2026 yu. r.

PaGouas nporpamMma AMCHMILTUHBI IEPECMOTPEHA, 0OCYKJeHa U 000peHa s peaynsa-
un B 2025/2026 yu. 1. Ha 3acenanuu Kadeapsl GU3NIECKOr0 ¥ MaTeMaTHYECKOro 00pa3oBaHus
(mpotoxos Ne 9 ot «21» mast 2025 1.).

YTBep:kaeHne usMeHeHuii u nonojanenuii B PILJI nis peanusamuu B 2026/2027 yu. r.
PITJI o6¢cysxneHa u omobpeHa s peanusaiuu B 2026/2027 yu. 1. 6e3 u3MeHeHuit Ha 3ace-

naHun Kadeapsl WHPOPMATUKA M METOJIUKHU TpernofaBaHus MHPopMmaTtuku (mporokxon Ne7 ot
26.05.2026 r.).
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