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1 IIOSICHUTEJIBHAS 3AIIMCKA

1.1 Iesb AUCHUNIHHBI: O3HAKOMIIEHHUE ¢ 0011eH TpoOIIeMOoit MHPOPMAITMOHHOM Oe30mmac-
HOCTH WH(POPMAIMOHHBIX CUCTEM, OPTaHU3allMOHHBIMHU, TEXHUYECKUMH U APYTUMH METOJIaMHU U
CpeACTBaMH 3alIUThl MH()OPMAIIHH, C 3aKOHOJATEIbCTBOM M CTaHAAapTaMH B 3TOM 00JIacTH, ¢ CO-
BPEMEHHBIMU KPUIITOCHCTEMAaMH, C KOMITBIOTEPHBIMH CPEICTBAMH PeaIi3aliy 3aIlUThl B UHPOP-
MAI[MOHHBIX CHCTEMaX, H3yYeHHE METOI0B HICHTU(UKAIIUHU [T0JIb30BaTeNeH, 00pb0ObI C BUpyCaMH;
ocBocHHE (DyHIaMEHTAIbHBIX 3HAHUK B 00J1aCTH WH(POPMAIIMOHHON 0€30MaCHOCTH U BBIPAOOTKA
MPAKTUYECKUX HABBIKOB MPUMEHCHHSI TUX 3HAHUU.

1.2 Mecto qucuuniannbl B cTpykrype OOIL: [Incuummna «apopMannonHas 6e3omnac-
HOCTB» OTHOCHUTCS K TUCIMILTHHAM 00s3atenbHoi yactu Ooka b1 (b1.0.25).

Conepxanue aucuuiuimHbl «MHPOpMamoHHas 6€301aCHOCTBY» BXOJIUT B HEOOXOIUMBIN
MUHUMYM TIpoecCHOHaNbHBIX 3HaHWH. [IpernogaBanue mucuurnuabl «MHPOpMaonHas 6e3-
OIAaCHOCThY CBSI3aHO C IPYTUMH JUCIHUILTMHAMY MPOPECCUOHATHLHOTO IUKIIA «APXUTEKTYpa KOM-
MBIOTEPHBIX CETEH CeTH», «APXUTEKTYypa HHPOPMAITMOHHBIX CHCTEM.

1.3 IlncuunjuHa HanpaBJjieHa Ha (popMHUpoBaHue ciaenyommux kommnerenmuii: OITK-
2:

- OIIK-2. CriocobeH MpuMEHSATh COBPEMEHHBI MaTeMaTHYeCKHi anmapar, CBSI3aHHBIN C
IPOEKTHUPOBAHUEM, Pa3pabOTKOMN, peanu3alueil 1 OLIeHKON KauyecTBa MPOrpaMMHBIX IPOAYKTOB U
IIPOrPaMMHBIX KOMIUIEKCOB B Pa3/IMYHBIX OOJIACTSAX YEJIOBEUYECKOU AESTEIbHOCTH, HHAUKATO-
PaMHM IOCTH)KEHUS KOTOPOU SABIIAETCH:

e OIIK-2.1 —3HaeT: MaTeMaTHYECKHE OCHOBBI IPOTPAMMHUPOBAHMS U SI3BIKOB IPOTPaM-
MUPOBaHUs, OpraHU3aluy 0a3 JTaHHBIX U KOMIBIOTEPHOI'O MOJIEIMPOBAHMS; MATEMaTUYECKHE Me-
TOJIbl OLIEHKU KauecTBa, HaJIE)KHOCTU U 3 (HEKTUBHOCTH IPOrPAMMHBIX POJYKTOB; MaTeMaTuye-
CKH€ METOJbl OpraHu3aluy UHPOPMAIIMOHHON 0e30nmacHOCTH HpU pa3pabOTKe U IKCILTyaTaluu
IIPOrPaMMHBIX IPOAYKTOB U IIPOIPAMMHBIX KOMILIEKCOB.

e OIIK-2.2 — ymeeT HCIIOB30BaTh ATOT anmapar B Mpo(ecCHOHANTBHON eI TeTbHOCTH.

e OIIK-2.3 — uMeeT HABBIKH NMPUMEHEHHs JaHHOTO MaTeMaTHYECKOTo armapara Impu
pEeLIEHNN KOHKPETHBIX 3a7a4.

1.4 IlepeyeHb MJIAHMPYEMBbIX pe3yJbTATOB 00y4eHusi. B pe3yibrare usydeHus AUCLU-
IUTMHBI CTYACHT JOJKEH
3HATh:

® 3HATh IPAaBOBbIE OCHOBBI MH(POPMAIIMOHHON 0€30MaCHOCTH U 3alllUThl HH(OpMaIUK;

e OmpeJeleHNe OCHOBHBIX OHSITUH 3aIIUThI UH(POPMAIUH, TUIIOBBIE TPOrPaMMHO-aMIapaT-
HBIE CPEJICTBA U CHCTEMBbI 3alIUThl HHPOPMAIMU OT HECAHKIIMOHUPOBAHHOT'O JOCTYIIa B
KOMITBIOTEPHYIO CpENYy;

e cnocoObl mU(pPoBaHUS KOMIBIOTEPHBIX TaHHBIX, CTAHIAPTHI, MOJIEIH M METOJbI IIUPPO-
BaHUS;

® [IPUHIUIBI KPUNITOrpahuUecKux MpeodpazoBaHui, TUCKpeTHOE peobpa3oBanue Dyphe;

® THUIOBBIE CPEICTBA 3ALUTH HH(OPMAIMH H BO3MOXHOCTH X MCIIOJIB30BaHUS B peaIbHBIX
3ajauax CO3/1aHus U BHEAPEHHs HH(POPMAIIMOHHBIX CHCTEM;
yMeTb:

® yMeTh pealn30BbIBATH MEPOIIPUATHUS ISl OOecrieueHHsI Ha MPEeNpUATHH (B OpraHU3alnn)
JeSITeIbHOCTH B 00J1aCTH 3allUThl HH(pOpMaIuu;

® [IPOBOJUTH AHAJIN3 CTENEHH 3aLIUIIEHHOCTH MH()OPMAIMK U OCYIIECTBIISATh IOBBIILICHHE
YPOBHSI 3AIIUTHI C YYETOM Pa3BUTHS MATEMaTHYECKOTO U MPOTPaMMHOI0 00ecTieYeHHs BbI-
YHUCIIUTENIBHBIX CUCTEM;



e pa3pabaThIBaTh CPEACTBA U CUCTEMBI 3AIUTHI HHPOPMALIUU
BJIa/IeTh:

e METOJAaMH 3alIUTHI IPOrpamMM OT BUPYCOB;

® HaBbIKAMU ayTEHTHU(UKALMU [10JIb30BATENCH.

1.5 Obmas TpyaoeMkocTh AuCHMILUIMHBI «MH(pOpManoHHas 06€30IacHOCTh» COCTaB-

asiet 4 3auetHble eaunuiisl (nanee — 3E) (144 gaca).

[Iporpamma mpeaycMaTpuBaeT U3yyeHUE MaTepuaia Ha JEKIMIX U MPAKTUUYECKUX 3aHs-
tusx. [IpeqgycMoTpena camocrosiTenibHas paboTa CTyIEHTOB 110 TeMaM U pazzenam. [Iposepka 3Ha-

HUI OCyIIecTBIIAETCS (PPOHTATBHO, WHAUBUIYAIBHO.

1.6 O0bem AMCUMIIMHBI M BUABI Y4eOHOI 1esiTe IbHOCTH

O0beM TUCHUILIMHBI M BHIbI Y4e0HOl iesiTeJIbHOCTH (04Has popMa o0yueHus1)

Buj yueoHoii pa6oTnl Bcero uaco Cemectp 7
OO61ast TpyA0eMKOCTh 144 144
AynuTOpHBIE 3aHATHS o4 o4
Jlekuun 34 34
JlaGopaTopHbIie pabOThI 20 20
CamocrositenpHas padbora 94 54
Bug uToroBoro KOHTPOJIS 36 9K3aMeH

2 YYEBHO-TEMATHUYECKOE IINTAHUPOBAHUE
2.1 Ounas ¢popma o0yuenus

YueOHO-TeMaTHUYECKHIi IJIaH

AyIUTOPHBbIC 3aHATHSA
HanmenoBanue Bcero y P

Ne JlabopaTop-
TeM (pa3aesioB) 4acoB Jlekuu
Hble padoThI

Camocros-
TeJbHASA
padora

BBenenue B mHGpOpMAaLIMOH-
Hy10 Oe3omacHocTh. Obmas
npobaemMa nHPOPMAaLMOHHOM 4 2
6e30MmacHOCTH UH(OPMALIOH-
HBIX CHCTEM.

OO01ecnucTeMHBIE OCHOBEI 3a-
IIUTHl THPOPMAIUU H TIPO-
recca ee 00pabOTKHU B BBIYHC-
JTUTENBHBIX CUCTEMAaX. 3aluTa
nH(pOpMaLIUY IPU peain3aluu 8 4
MH(OPMAIIMOHHBIX MPOIIECCOB
(BBOA, BBIBOJI, TIEpE1ayua, oOpa-
00TKa, HAKOTJICHUE, XPaHe-
HUE)




[IpaBoBOE oOecrieueHne uH-
dhopmarmoHHOM 0€30MacCHOCTH

Opranu3zanoHHoe obecneye-
HUe UH(OPMAIIMOHHOHN 0e3-
OIACHOCTH

Texuuyeckue cpeacTa odec-
neyeHus HHGOPMAIMOHHON
0€30MMacHOCTH

3amuTa HHPOpPMAIUH OT He-
CaHKIIMOHUPOBAHHOTO JI0-
cryna. [IpenoTBpaiienue He-
CaHKIIMOHUPOBAHHOTO JI0-
CTyIa K KOMIBIOTEPHBIM pe-
cypcaM U 3alluTa mporpamm-
HBIX CPEJICTB

3amuTa OT KOMIBIOTEPHBIX
BUPYCOB

MatemaTudecKkrue U MeTOIu4e-
CKHE cpelcTBa 3amuThl. Kpur-
Torpaduueckoe 3aKphITHE UH-
dhopmarun

20

10

VHHUYTOXKEHHE OCTaTOYHEBIX
JaHHBIX

10.

3ammra oT norepu HHPopma-
LMY ¥ OTKa30B [IPOrpaMMHO-
anmnapaTHBIX CPEICTB

11.

KomnerorepHeie cpeacTBa pea-
TU3alUy 3alIUTH B HTHPOpMa-
IMOHHBIX CUCTEMAX. 3alluTra
UH(OPMALIMOHHO-TIPOTPaMM-
HOTO 00€CTIeUeHUs Ha YPOBHE
OTIePAITMOHHBIX CHCTEM

10

12.

3amuTa HHpOpMauu Ha
YPOBHE CHCTEM YIPABICHHUS
0a3zaMu TaHHBIX

13.

Crenunpuueckne 0cCOOEHHOCTH
3aImuTH HHGOPMAITUH B JIO-
KaJIbHBIX U TJI00AJbHBIX KOM-
IMBIOTCPHBIX CCTAX

14

14.

[Tporpamma uHpOpMaLIMOHHOMH
6e3onacHoctu Poccun u mytu
ee peanuszanuu. CoBpeMeHHbIE
CpeICTBa 3alIUThl HHpOpMa-
uun ot HC/J

DK3aMeH

36

UTOoro

144

34

20

54




HNHTepakTHBHOE 00y4YeHHe O TUCHUILINHE

®opma Koua-
HHTEPAKTUB- BO
HOI0 3aHAATHSL | YaCOB

HaumenoBanue Bun
TeM (pa3aesioB) 3aHATHS

1. | Beenenue B nHGOPMAIOHHYIO 0€30TIACHOCTE.
O6mmas npobiema HHPOPMAITMOHHON Oe3omac- J
HOCTH HH()OPMAITMOHHBIX CHCTEM.

2. | Bamura uHMOpPMAIMKA OT HECAHKI[HOHUPOBAH-
Horo goctyna. IIpenoTBpaieHne HECAHKIINO-
HUPOBAHHOTO JIOCTYIa K KOMITBIOTEPHBIM pe-
CypcaM | 3alluTa MPOrpaMMHBIX CPECTB
UTOIro 18

Jlekuus-nuckyc-
cus

10

JIb Pabora B mapax 8

3 COAEP/)KAHUE TEM (PA3JIEJIOB)

1. BBEAEHVE B THO®OPMALIMOHHVYIO BE3OITACHOCTbD. OBIIIA S [TPOBJIEMA
MHOOPMAILIMOHHOM BE30OITACHOCTH UH®OPMAIIMOHHBIX CUCTEM

[lonsiTHe HaMOHANBHOM 0€30MaCHOCTHU: BUABI OE30MIACHOCTU: FOCYIapCTBEHHAs!, SKOHO-
MHUYECKasi, OOIEeCTBEHHAsl, BOGHHAs, YKOJIOTMYECcKas, ”HPOPMALIMOHHAS; POJIb U MECTO CUCTEMbI
obecnieuenus wHpopMamonHoi OezonmacHocty (MUB) B cucreMe HaMOHAIBHON 0€30MacHOCTH
P®; noxtpuna Ub, ucropus npobnemsr b, yrpo3st Ub; meToast u cpenctsa odecneuenus 1b;
METO/I0JIOTUYECKUE U TEXHOJIIOIMUYECKHUE OCHOBBI KoMILIeKkcHOro o0ecnieuenust Ub; monenu, ctpa-
Teruu u cucremsl obecrieuenus Mb; meToas! ynpasieHus, opraHu3aluy u obecredyeHus padboT mno
obecnieuennto b; obecrieuenne b B HOpManbHBIX M Ype3BBIYANHHBIX CUTYAIHAX; IPOOJIEMBI HH-
dopmannonHoil BoitHbl. IIpeamer 3amutel. OCHOBHBIE COCTaBISIOIINE HHPOPMALIMOHHYIO 0€3-
OIACHOCTb.

2. OBIIECUCTEMHBIE OCHOBBI 3AIIUTHI THOOPMAIIMU U ITPOLIECCA EE
OBPABOTKU B BBIYMCIIMTEJIBHBIX CUCTEMAX. 3AIIUTA MH®OPMALIMN [1PU
PEAJIMBAIIMN MH®OPMALIMOHHBIX TTPOLECCOB (BBO/I, BBIBO/I, IIEPEJJAYA,
OBPABOTKA, HAKOIIVIEHUE, XPAHEHUE)

CtpykTypa ¥ NpUHIMIBI (YHKIIMOHUPOBAHUS COBPEMEHHBIX BBIUMCIUTENIBHBIX CHCTEM.
[TpoGnembl obecrieueHus: 6€30MaCHOCTH 00paOOTKH U XpaHEHUs MH(OPMALUU B BHIYUCIUTEINb-
HBIX cHcTeMax. ba3oBble 3Tanbl NOCTPOECHUS CUCTEMbI KOMIIJIEKCHOM 3alUTBI BEIYUCIUTEIbHBIX
cucTteM. AHallu3 Mojiesiell HapymuTens. YTpo3bl HH()OPMAalMOHHO-IIPOrPaMMHOMY 00€CTIeueHUI0
BBIYUCIIUTENBHBIX CUCTEM U MX Kiaccuukanus. OYHKIUU CUCTEMBI 3aIUTHI 1O MPeTypexkae-
HUIO yIPO3 U YCTPAHEHHUIO MOCIEACTBUI ux peanuszanuu. Kinaccudukanus cnocoboB U cpeacTs
KOMILJIEKCHOM 3a1uThl HH(popmarun. Kinaccupukaius MeTo10B 3alUThl HH(OPMAIMU C UCTIOIb-
30BaHUEM MPOrPaMMHO-AMIMAPATHBIX CPEJICTB BEIUNCIUTEILHON CUCTEMBI.

OpraHu3anroHHas CTPYKTypa CHCTEMBbl KOMILJIEKCHOM 3aIlUThl MH(POPMALMOHHO-TIPO-
rpaMMHOTO obOecrieueHusl. YpapieHHe CUCTEMOM 3auThl. OYHKIUU siipa CUCTEMBI KOMILIEKC-
HOM 3a1uThl. MHOTOypOBHEBAs CTPYKTYpa CUCTEMBI 3alIUTHl HA OCHOBE IIPOrPaMMHO-AIIapaT-
HBIX CPEJCTB BBIYUCIUTEIHHON CUCTEMBI. [IpOeKTHpOBaHUE CUCTEMBI 3aILIUTHI.

3. IPABOBOE OBECIHEYEHUE NTHOOPMAITMOHHOM FE30ITACHOCTU

[IpaBoBble 1 HOpMaTuBHBIE akThl B 00mactu Ub. Poccuiickoe 3akoHOAaTEIBCTBO B 001aCTH
UH(POPMALIMOHHOM 0€30MacHOCTH, 3aIIUThl TOCY/IapCTBEHHON TalHBI U KOH(UACHIIMATBEHONW HH-
dbopMaruu; KOHCTUTYLIMOHHBIE TApAaHTHH MIPaB rpakJaH Ha HHGOPMAIIUIO U MEXaHU3M UX peaju-
3allKy; TOHATHE U BUABI 3allUIaeMOi MH(OPMAIMK 1O 3aKOHOAATeNbCcTBY PD; 3amura uHTEN-
JEKTYaJIbHOM COOCTBEHHOCTH CPEICTBAMHU MMATEHTHOI'O U aBTOPCKOT'O IIPaBa; MpaBoBas perjaMeH-
TaIMsl OXPaHHOH eATENbHOCTH; MEXAYHAPOTHOE 3aKOHOJATEIBCTBO B O0JIACTH 3aIUTHI HH(OP-
Manuu. O030p 3apy0eKHOTO 3aKOHOIATEILCTBA B 00J1acTH HHPOPMAITMOHHON 0€30MacHOCTH.
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O1eHOUHBIE CTAaHIAPTHI M TEXHUYECKHE crierudukanyuu. «OpaHKkeBas KHUTa» KaK OlIeHOY-
HbIi crannapT. Pekomenmanuu X.800. Ctanmapt «Kputepuu oreHkr 6€301macHOCTH HHPOPMAIIH-
OHHBIX TEXHOJOTUW». PykoBoasimue nokymenTsl ['octexkomuccuu Poccun.

4. OPI'TAHU3AIIMOHHOE OBECIIEYEHHUE MHOOPMAIIMIOHHON
BE3OITACHOCTH

OcHOBHBIE OIpeieNIeHus U KpuTepuu Kiaccupukanuu yrpos. Ciaydaiinsie yrpo3ssl. [Ipen-
HaMepeHHbIe yrpo3bl. OCHOBHBIE YIpO3bl IEIOCTHOCTH, JOCTYIIHOCTH, KOH(HICHIMAIHHOCTH.
AHaiu3 U OlleHKa yrpo3 HH(OpMaIMOHHOHN 0e30nacHOCTH 00BEKTa; OLIEHKa yiiepOa BCIIeCTBHE
IPOTHBOIPABHOTO PACKPHITHS MHPOPMALUU OTPAHUIECHHOTO JIOCTYIIa U MEPHI IO €r0 JIOKAIHU3a-
LIUH; CPEACTBA U METO/IbI (PU3MUECKOMN 3aIUThI 0OBEKTOB; CUCTEMbI CUTHAJIN3ALIUH, BUAECOHAOIIO-
JICHUS, KOHTPOJIS IOCTYMA; CIIy’k0a 6€30MacHOCTH 00bEKTa; 0100p, pacCTaHOBKA M paboTa ¢ Kaj-
paMu; opraHuzanus U oOecrieuyeHre peKuMa CEeKpEeTHOCTH; OpraHu3alusl MPOIyCKHOTO U BHYT-
PHOOBEKTOBOTO PEKMMA; OPTaHU3AUS PEKUMA M OXpaHbl OOBEKTOB B MpPOIECCEe TPAHCIOPTH-
POBKH; 3aI1MTa HH(GOPMALMU NIPH ABAPUAX, UHBIX SKCTPEMAJIbHBIX CUTYaLlUsAX U B YCIOBUSX Ype3-
BBIYAITHOTO TOJIOKEHHUS; TEXHOJIOTHIYECKHNE MEphI MOAAepKaHus WHPOPMAIIMOHHOHN Oe30macHo-
CTH OO0BEKTOB; oOecreueHre MH(OPMALMOHHOW 0e30macHOCTH O0BeKTa (ydpexaeHus, OaHka,
IPOMBIIIIEHHOTO MPEANPUITHS) IPU OCYLIECTBICHUH MEXKIYHApPOAHOIO HAyYHO-TEXHHUYECKOIO
1 DKOHOMHUYECKOTI'0 COTPYIHUYECTBA.

AJZIMUHUCTpPATHBHBIN YpOBEHb MH()OPMAIIMOHHON 0€30MacHOCTH. YTIpaBlICHHE PHCKAMU.
OcnoBuble noHsaTHs. [lonutuka 6e3onacHoctu. [Iporpamma 6e3onacHoctu. IloaroToBuTeNbHbIE
ATamnbl yrpasieHus puckamMu. OCHOBHBIE 3Talbl YIPABICHUS PUCKAMHU.

5. TEXHUYECKUE CPEJCTBA OBECIEYEHHUS WH®OPMAIIMOHHOI
BE30OITACHOCTH

OO111e BOIpochl OpraHu3aluy NPOTUBOAECHCTBHS TEXHUYECKON pa3BellKe; OCHOBHBIE Op-
TFaHU3aLUOHHbIE U TEXHUYECKHE MEPOIPUATHS, UCIOIb3YEMBbIE JIsl IPOTUBOJICHCTBUS TEXHUYE-
CKOM pa3BejiKe; METO/IbI ¥ CPECTBA 3aLIUThI PeXKUMHBIX 00BEKTOB OT YTEUKH KOH(UACHIIUAIbHON
MH(pOpMallMU IO TEXHUYECKUM KaHanaM; (pu3ndeckre OCHOBbI 00pa3oBaHUs OOOYHBIX 3JIEKTPO-
MarHUTHBIX U3JIy4E€HHH OT TEXHUYECKUX CPECTB; KaHAbl yTeUKU MH(DOPMAIUK: SJIEKTPOMAarHuT-
HbIE, JJIEKTpUYECKHe (IIPOBOAHBIE), BUOPOAKYCTHUECKHE; 3alllUTa TEXHUYECKUX CPEACTB OT
yTE€UKU UHPOPMALIMU [0 3TUM KaHajlaM; HOPMbI 3()()EKTUBHOCTHU 3aLIUTHI, POJIb U MECTO TEXHH-
YECKOT0 KOHTPOJIsS 3 (PEKTUBHOCTH 3aIIUTHI HH(OPMaLMU; HOPMbI, pyKOBOJSIINE JOKYMEHTBI 10
OpraHM3aly U BEICHNUIO KOHTPOJIS; OPraHU3allMOHHBIN U TEXHUYECKUIM KOHTPOJIb; METObI KOH-
TPOJIsi; 0COOEHHOCTH KOHTPOJISI OOBEKTOB B PA3IMYHBIX c(epax; anmnaparypa KOHTPOJIS; B3aUMO-
JIENCTBUE KOHTPOJIBHBIX OPTaHOB € MOAPAa3AEICHUSIMHA KOHTPOJII HA MECTAX; METOI0JIOTMUECKHE
OCHOBBI aBTOMATH3allMM TEXHUYECKOTO KOHTPOJIS; OCHOBHBIE 3aJ]auld TEXHUYECKOTO KOHTPOJIA,
TpeOyrolie aBTOMaTU3UPOBAHHOT'O PEIIECHUS.

6. 3AILIUTA NMHOOPMALIMN OT HECAHKIHWUOHHWPOBAHHOI'O JOCTVIIA.
I[MPEAOTBPAIIEHWE HECAHKIITMOHNPOBAHHOI'O JJOCTVYIIA K KOMIIBIOTEPHBIM
PECYPCAM U 3AIINTA ITPOI'PAMMHBIX CPEACTB

Wnentudukaiys noiap3oBareseil 1 yCTaHOBJIEHHE UX MOAJIMHHOCTH MPH JAOCTYIE K KOM-
NBIOTEPHBIM pecypcaM. OCHOBHBIE 3Tallbl AOMYCKa K pecypcaM BbIUMCIMTEIbHOM cucTeMsl. Mc-
I10JIb30BAaHNE MPOCTOr0 MapoJis. Mcnonb3oBaHue JUHAMUYECKH U3MEHSIOLIETOCs MapoJs. Bzaum-
Hasl MpoBepKa MOJJIMHHOCTH U JIpyrue ciaydau ono3HaHus. CriocoObl pa3rpaHUYEHUs JAOCTYIa K
KOMIIBIOTEPHBIM pecypcaM. Pasrpanmdenue noctyna no cnuckaM. Mcmosnb3oBaHue MaTpuiibl
yCTaHOBJIEHUs MOJIHOMOUNH. [Ipon3BoibHOE U MPUHYIUTENBHOE YIIpaBIeHUE JOCTynoM. Pasrpa-
HUYEHHUE JOCTyNa MO YPOBHAM CEKPETHOCTH M Kareropusm. [loHsTHe MeTOK 0e30MacHOCTH.
VYnpasnenue meTkamu 6e3onacHoctu. [laponbHoe parpannyeHue 10cTyna 1 KOMOMHUPOBaHHBIE
MeToabl. OCOOEHHOCTH MPOrpaMMHOI peanu3alnuy KOHTPOJIS YCTaHOBIECHHBIX MOJTHOMOYMH. 3a-
LIUTA POTPAMMHBIX CPEACTB OT HECAaHKIIMOHMPOBAHHOTO KOINIMPOBAHUS, MCCIEAOBAHNSA U MOJH-
¢ukanuu. [Ipussizka nporpaMm Kk cpene GyHKIMOHHUPOBAHUS. 3alIUTa IPOrpaMM OT HECAHKITHUO-
HUPOBAHHOTO 3aIyCKa.



7. 3AIIIUTA OT KOMIIBYOTEPHBLIX BUPYCOB

BpenonochHoe nporpammuoe obecrieueHue. Victopust nosiBiIeHHsI KOMITbIOTEPHBIX BUPYCOB
U (hakTOpBI, BIUSIONIME HA UX pacrpocTpaHeHue. [lonarue kommnproTepHoro Bupyca. OCHOBHBIE
9Tarbl )KU3HEHHOTO 1IMKJIA BUPYCOB. OOBEKTHI BHEAPEHUS, PEKUMBI (DYHKIIMOHUPOBAHMS U CIIe-
uanbHble QyHKIH BUPYcoB. Cxembl 3apakeHus (aitnoB. CxeMbl 3apakeHust 3arpy34ukoB. Crio-
co0Bbl MAaCKHPOBKH, UCIIOIb3yeMble BUpycaMu. Kiaccudukanus KoMnbroTepHbIX BUpycoB. O0mas
OpraHM3alys 3alUThl OT KOMIIBIOTEPHBIX BUPYCOB. TpaH3UTHBIA U IUHAMUYECKUN PEXKUMBI aH-
TUBUPYCHOM 3amuThl. [lorck BUPYCOB 110 CUTHATypaM U 00€3BpeXHMBaHUE OOHAPYKEHHBIX BUPY-
cOB. YTu1yOJICeHHBIH aHaJIN3 Ha HATMYHE BUPYCOB ITyTeM KOHTPOJISI TAJIOHHOTO COCTOSHUS KOMIIb-
I0OTEPHON CHCTEMBI. 3alIUTa OT IECTPYKTUBHBIX IECHCTBUN U Pa3MHOXEHHS BUPYCOB. Mcnoib30-
BaHHME CPEJICTB allapaTHOTO U MPOrpaMMHOTro KoHTpouist. CTparerus 3a01aroBpeMeHHOM MOAro-
TOBKH K 3()()eKTUBHON JTMKBUAALUH [TOCIEICTBUI BUPYCHON STHIEMHH.

8. MATEMATHUYECKME W METOAMYECKHE CPEJACTBA 3AUIUTHIL
KPUIITOTPAOUYECKOE 3AKPLITUE NTHOOPMALINN

Beenenne B kpunrorpaguto. IlpeacraBnenue 3amminaeMoil uMHGOpManUu; yrposbl
0e30macHOCTH  MH(OpPMALMU; LEHHOCTh HH(OpPMAllUK; OCHOBHBIE TEPMUHBI M IOHATHUS
KpUNTOrpaduu; OTKPHITHIE COOOIICHUS U UX XapaKTEPUCTHKH, MOAETH OTKPBITHIX COOOIICHHIA;
UCTOpPUYECKHI o4yepK pa3BUTUs Kpunrorpaduu; Tumsl kpunrorpaduueckux cucteMm. IIpoctsie
MeTOAbl MU(GPOBaHUS: MHUPPHI MOACTAHOBKH M MEPECTaHOBKU. 110ACTaHOBKH C MEpeMEHHBIM
ko3 duuuentom capura. MHorocnoiiHsle mudpsl. Mcrnonb30BaHue 1ceBIOCITydaliHbIX YUCEN
JUIsT  TeHepauuu Kiaro4ed. BpiOOp MNOpOXAAONMIEro 4Yucia M MaKCUMM3alUs  JUTUHBI
H0CJIEI0BATEIbHOCTH Yncel Kitova. Pexxumel mudposanus. OcoGeHHOCTH MU (POBAaHUS JaHHBIX
B pexxuMe peanbHOro Bpemenu. lllmdpoBanue kioya mpu HEOOXOAMMOCTH €r0 XpaHEHHS C
3anM(ppoBaHHBIMU JaHHBIMU. CKOPOCTHBIE U HEIEeTEpPMUHMPOBAHHBIE MPOTrpaMMHBIE HMIM(PHI.
OcCHOBBI ~ CKOPOCTHOrO  HM(ppoBaHusA. BHeceHHe  HEONpPENEeNIEHHOCTEW B IpoLecc
Kpunrorpadguueckux npeodpazoBanuil. Crangaptsl mudpoanus. [IpoTokomnsl pacnpeneneHus
KJIFOY€H; IPOTOKOJIBl YCTAaHOBJIEHUS NOJUIMHHOCTH; 3JIEKTpOHHas LupoBas noanuch; Obmias
OpraHu3aiys KpunTorpapuueckoi 3aimTsl HHHOPMAIHH.

9. YHUYTOXEHUE OCTATOYHbIX JAHHBIX

Beenenne B mpobnemy. Buasl  ocrarouHbix  gaHHBIX. CrocoObl  3aliMTBl  OT
HECaHKIMOHMPOBAHHOI'O  HCIIOJIb30BaHUS  OCTaToyHOM  MH(popmauuu. Hcnons3oBaHue
CHEIUAIN3UPOBAHHBIX IPOrPaMM [0 YHUYTOXEHHMIO OCTAaTOYHBIX JaHHbIX. CrenuanbHble
peXUMBbl 1 0OCOOEHHOCTH IIM(PPOBAaHUS JAHHBIX B PEKHUME PEAJTbHOTO BPEMEHU C BO3MOXHOCTh
MT'HOBEHHOTO YHMUYTOXXEHHUS JaHHBIX. VIcroabp30BaHuE OOLIECHCTEMHBIX U CHIEIIMATN3UPOBAHHBIX
MPOrPaMMHBIX CPEJCTB /JI1 MTHOBEHHOTO YHUUTO)KEHUSI TAHHBIX.

10. 3AIOIMTA OT IIOTEPU HMHOPOPMAIIMM N OTKA3O0B ITPOI'PAMMHO-
AIIITAPATHBIX CPEACTB

OcHOBHBIE CTTOCOOBI 3aIUTHI OT MOTEPU UH(OPMAIMH U HapyIIeHUI pab0oTOCTIOCOOHOCTH
BBIUMCIUTENbHBIX CpelICcTB. BHeceHne QyHKIMOHATBbHOW M MHPOPMAIIMOHHON H30BITOUYHOCTH.
Crioco6b1 pesepBupoBanuu MHpopMaruu. [IpaBuna oOHOBIEHHS pe3epBHBIX JAaHHBIX. MeToJbl
ckatusg uHGopmanuu. Apxusanus QailyioBeIx JaHHBIX. OCOOEHHOCTH apXUBallMM HA MarHUTHbBIE
JUCKU Y MarHUTHYIO JIEHTY. Pe3epBupoBaHue cucTeMHBIX JaHHBIX. [loAroToBka nporpaMMHbIX
CPEJICTB BOCCTAHOBIJICHHUA. be3onacHas MHCTAUIALKS TPOrpaMMHBIX cpeacTB. OOmIMe cBeAeHUs O
HapylIeHUH JOCTyNa K JUCKOBOM M ONEpaTUBHON MNaMsATH. TEXHOJOTHWs BOCCTAHOBIIEHHS
JTUCKOBOM M ONepaTUBHOM MaMsATH. /[luarHocTHpoBaHUe U YCTPaHEHUE JIOTUYECKUX U (PU3NYECKUX
neGeKTOB MarHuTHBIX JTUCKOB. OTMEHa pe3ylbTaToOB (OPMATUPOBAHHMS M BOCCTAHOBIICHHE
MOBPEXACHHBIX (PaiiyioB NaHHBIX. 3amuTa (aiyioB OT yJaleHHs U BOCCTAHOBJICHHE YAaJCHHBIX
¢aiinos. be3onacHoe K mMpoBaHUe U JedparMeHTalMs TUCKOBOM maMaTu. BoccraHoBieHue u
ONTHMH3ALMs ONIEPaTUBHOM IaMATH KOMIIBIOTEpa. PydHoe BoccTaHOBIEHHE NaHHBIX. bezonacHoe
OKOHYaHHE paboThl HA KOMIIBIOTEPE.
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11. 3AIIMTA HNHO®OPMALIMOHHO-TIPOTPAMMHOI'O OBECIIEYEHUSA HA
YPOBHE OIIEPAITMOHHbBIX CUCTEM

OOm1re cBeeHus 0 pealn3alry ATl HHPOPMALMOHHO-TIPOTPAMMHOT0 00ecreueHus
B olepauuoHHbIX cuctemax. Kiaccupukanus ¢GyHKIME 3a0UThl 110 YPOBHSM 0€30MaCHOCTH,
noiJIepKuBaeMbIx onepanuoHHoi cuctemoit (OC). Snpo 6e3omacaoctu OC. AnmaparHasi OCHOBA
peanu3anuu 3anuThl Ha ypoBHEe OC. CtanmapTsl 1o orieHKe ypoBHs 0e3omacHoctd OC. Buecenue
GyHKIMOHATBHONH M WMHGPOPMALMOHHON u30bITOUHOCTH pecypcoB Ha ypoBHe OC. OCHOBBI
HazexxHoro anmuuuctpupoBanuss OC. Hcmonb3yemble CIOCOOBI pa3rpaHUYEHHs] JOCTyMa K
KOMITBIOTEPHBIM pecypcaM, a TakKe CIyXObl peructpanuu u curnanmuzauuu. Cpencrsa OC mo
JUArHOCTHUPOBAHUIO U JIOKAJW3allMd HECaHKUMOHMPOBAaHHOro Joctyma K pecypcam BC.
Bbeszonacueie daiinoseie cucremsl coBpemeHHbx OC (HPFS, NTFES). IToacucremsl 6e30nacHocTH
coBpemennbix OC (Windows 95, Windows NT, UNIX), ux HeZOCTaTKH ¥ OCHOBHBIE HAIIPABJICHHUS

COBEPLIECHCTBOBAHMS. [TaponbHas ayTeHTU (UK. Opnnopa3zoBsle HapoJIHx.
Wnentnukanus/ayTeHTUPHUKALUSI C TOMOUIbI0O OMOMETPUYECKUX JaHHBIX. PoseBoe ynpasieHue
JOCTYTIOM.

12. 3AIIUTA UTHOOPMAILIM HA YPOBHE CHUCTEM VIIPABJIEHUS BA3AMU
JAHHBIX

KonnenryanbHble BONPOCHI MOCTPOEHUSI YPOBHEH 3alllUThl CUCTEM YIpaBJeHUs OazamMu
nauHbix (CYB/l). OcHoBHEIE TpeboBanus k moacucteme 6ezonacHoctu CYB]]. Obuue cBenenus
0 pasrpaHHuyeHHM JocTyna K 0a3zam aaHHbBIX. OOS3aHHOCTH aJIMHUHHMCTpaTopa IO 3aumre 0a3
JAHHBIX OT HECAHKIIMOHUPOBAHHOrO jaocTymna. OmnpeneneHue MOJTHOMOYMMN IOJIb30BaTEIEeH MO
JOCTYIy K 6a3e naHHbIX. Mcnonb30BaHue MaTpHIIbl IOJTHOMOYMH JUI pasrpaHUYeHHs JOCTYIa K
arieMeHTaM 0a3 JaHHBIX. MaHJaTHas cucTeMa pa3rpaHUuYEHUst JOCTyMa. 3aluTa JaHHBIX MPU
CTAaTUCTUYECKON 00paboTke. OOIIee MOHATHE O IEIOCTHOCTH 0a3bl JAaHHBIX. THIBI OIMHUOOK,
BEYLIMX K HapYLIEHUIO LEJIOCTHOCTU. 3a/laHue OTPaHUMYEHUMN LEI0CTHOCTU. TpaH3akuus u ee
cBoiicTBa. BoccranoBienue 6a3pl JaHHBIX. OCOOCHHOCTH BOCCTaHOBIIEHUS pacipeeIeHHOM 6a3bl
naHHbix. IIpoGiieMa HENpPOTHBOPEUMBOCTH TpU  MapajyielbHOM  00pabOTKE  JIaHHBIX.
Hcnonb3oBanue OJIOKUpOBaHMSA JJIs  YINpaBJIEHUS MapajuleabHON o0paboTkoi. Mertoa
HE3aBHCHMOTI'O BBIIIOJIHEHUSI TPAH3aKIUA. YIpaBleHUE MapalIeIbHBIMU TpaH3aKUUIMHU Ha
OCHOBE BPEMEHHBIX M BEPCHOHHBIX OTMETOK. MeToj| oOHapy>KeHHsI MPOTUBOPEUMBBIX 3amuceit
JKypHajla perucTpanu. MeTo MCHoab30BaHus TeCTa NMPAaBWIBHOCTU. Pa3pelieHre TymMKOBBIX
cutryauuid. Mactpymenrtansuble cpenctBa CYB/] mo obecnedennto 1enocTHocty 6a3 JaHHbIX.

13. CIHEHUPUYECKUME OCOBEHHOCTU 3AINWUTBI WH®OPMAILIMMA B
JIOKAJIBHBIX U I'NTOBAJIbHBIX KOMIIBIOTEPHBIX CETAX

AHanu3 CTpyKTYpbl U MPUHLIUIOB (PYHKIIMOHUPOBAHUS BBIUMCIUTEIbHBIX CETEH C MO3H-
UK obecrieyeHus] MHPOPMAITMOHHONW 0€30MacHOCTH. YTPO3bl MH(POPMAIMOHHO-TTPOIPAMMHOMY
o0ecrneveHnIo, XapakTepHbIe TOJIBKO JUIS paclpe/ieIeHHON BBIYMCIUTENBbHOM cpebl. OcoOeHHO-
CTH NMPUMEHEHHUS CUMMETPUUYECKHX M aCHMMETPHUYECKUX cucTeM ImudpoBanus. Pacnpenenenue
KIIIOYEeH MEXIy y3JlaMU BBIUMCIUTENbHON ceTu. BripaboTka cexpeTHbIX kitoued no Juddu-
Xennmany. Pacnipenenenue kiodel ¢ MoMOIIbI0 aCHMMETPUYECKUX CUCTeM HndpoBanus. B3a-
MMHO€ MOJITBEP K/IEHUE MOAJIMHHOCTH IpU 0OMeHe cooOuieHusiMu B ceTh. [loanepxanue nemoct-
HOCTH IMPKYJIUPYIOIUX B CETH cooOmeHni. @opMupoBaHue U MpoBepka Hu(poBoil moamucH.
3ammuTa OT OTpHUIlaHUs (PAaKTOB OTIPABKH U MpUeMa cOOOIeHnA. 3anuTa OT HaOIOACHHS 3a T0-
TOKOM coobuieHuit (Tpapukom) B cetu. 3ammra B Internetu Intranet. OcHoBHbBIE TOHATHS. ApXU-
TEKTypHbIe acrnekThl. Vcronb3oBaHNe MEKCETeBbIX dKpaHOB (OpaHAMay>poB) AJs 3alUThHl HH-
(opmanuu B JTOKaIbHBIX BBIYUCIUTENBHBIX ceTsaX. Kitaccudukanms MekceTeBbIX 3KpaHOB, UX J10-
CTOMHCTBA W HepocTaTku. OrpaHuuyeHue J0CTyna U3 JoKaabHOW cetu B Internet ¢ momorinsio
proxy-cepsepoB. bezonacnocts JAVA-nipunokenuii. AHanu3 3amuiieHHoctu. OTka30ycTonuu-
BOCTh W 30Ha prucka. ObecnieueHre 0TKa30yCTOHNYNBOCTH.
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14. IPOTPAMMA MTHO®OPMAITMOHHOM BE30ITACHOCTU POCCUU U ITYTU EE
PEAJIN3ALINN. COBPEMEHHBIE CPEJICTBA 3ALLMTHI THOOPMAILIMU OT HC/]

MeTobl M CpelICTBA OTPAaHUYEHHUS 10CTYINIAa K KOMIIOHEHTaM DBM, HaJie’)KHOCTb CPEICTB
3aIlUThl KOMIIOHEHT; METO/IbI U CPEJICTBA MPUBA3KU MPOTPAMMHOI0 00ECIICUeHHUs K anmapaTHOMY
OKPY)KEHHIO M (PU3MUECKUM HOCHTEISIM; METO/Ibl M CPE/ICTBA XPAHEHHUs KIIFOUEBOM HH(DOpMAIIHH,
TUIIOBBIC PELICHUS B OPraHU3alllY KIFOYEBBIX CHCTEM; 3all[UTa IPOTrPaMM OT U3YUEeHHsI, CIOCOOBI
BCTpaMBaHMsI CPEJICTB 3alUTHl B IIPOrpaMMHOE O0O€ECIEYEHME; 3alluTa OT pa3pyLIaroIIuX
nporpamMmMHubIX BoszaelicTBuii (PIIB), moHaTHEe WM30IMpPOBaHHOW MPOTPaAMMHOM CpEeIbl, 3alluTa
IIPOrpaMM OT U3MEHEHUSI U KOHTPOJIb LIEJIOCTHOCTH; CUCTEMHBIE BOIIPOCHI 3alIUTHI IPOrpamMM U
JTAHHBIX, OCHOBHBIE KAaTErOpHUH TpPeOOBaHMU K MPOTPaMMHONM U MPOrpaMMHO-aNmapaTHON
peanu3ayy CpecTB obecneueHnsi MHPOPMALMOHHON 6€30MaCHOCTH; MPOTrPaMMHO-aNIapaTHbIe
cpencTBa obecrieueHus: HHPOPMAITMOHHON 0€30IaCHOCTH B TUIIOBBIX ONEPALMOHHBIX CUCTEMaX,
cucTeMax yrpaslieHHUs 0a3aMH JaHHbBIX, BBIYHUCIUTEIbHBIX CETAX.

4 METOAUYECKHUE PEKOMEHJAIMU (YKA3AHUA) JJIsA CTYAEHTOB IO U3Y-
YEHUWIO JUCHUITJINHBI

JlucuuniuuHa u3ydaercs CTyIEHTaMH B JICKIMOHHBIX ayJUTOPUSAX U KOMIIBIOTEPHBIX
KJIaccax.

Kypc nexmuit ctpoutcs Ha OCHOBE YETKUX MOHATHH U (POPMYIUPOBOK TaK KaK TOJBKO MPH
TaKOM TOIXO0/I€ CTYJCHTHI IPUOOPETAIOT KYJIbTYpYy a0CTPaKTHOTO MBIIIJICHHS, HEOOXOJUMYIO JUIsI
BBICOKOKBaJIM(pUIIUPOBAHHOTO OakayaBpa B I000M oTpacnu 3HaHuid. M3moxkeHue marepuana
JOJDKHO OBITH 10 BO3MOXXHOCTH TPOCTBIM U 0a3UpOBAThCS HAa YPOBHE Pa3yMHOH CTPOTOCTH.
H3noxxeHne TeoOpeTHUecKoro MaTepurania JUCUUIUINHBL JOHKHO MPeIIecTBOBaTh Ja00paTOpPHBIM
3aHSITHSIM.

BHuMmarenpHOE CiiylIaHue JEKIMU, YSICHEHHE OCHOBHOTO €€ COoNepKaHus, KpaTkas, HO
pa3bopumBas 3aMMCh JEKIUH - YCIOBUE YCIIEITHON CaMOCTOATENBHON PabOThI KaXKIOTO CTY/ICHTA.
[ToaToMy cTyaeHTBl 00si3aHBI HE TOJILKO BHHMATEIBHO CIYyIIAaTh TMpenojaBareis, HO U
KOHCIIEKTUPOBATh M3JIaraeMblii WM MaTtepuas. [IpMm 3TOM KOHCHEKTHpPOBAaHWE MaTepualia
MpEeJICTaBIsIeT cOOO0M 3aMUCh OCHOBHBIX TEOPETUUYECKUX MOTOKEHHM, PACCYKACHUN, N3TIaraeMbIX
JaekTopoM. HyXHO MOMHHTH, YTO KOHCIIEKTHPOBAaHHE JIEKIHMH €T CTYAEHTY HE TOJIbKO
BO3MOXXHOCTH TOJIH30BATHCS 3aMUCIMHE JIEKIIUN TPU CAMOCTOSTEIbHON MOATOTOBKE K 3aHATUSAM U
9K3aMeHY, HO M IITy0Ke M OCHOBATEIbHEH BHUKHYTH B CYIIECTBO M3JIara€MBIX B JIEKI[UH BOIIPOCOB,
Jyd4llle YCBOUTh W 3allOMHUTh TEOpPETHUYECKH Marepuall. PekoMeHIyeTcs BBICKa3bIBAEMOE
JIEKTOPOM ITOJIO’KEHHE 3aIIChIBATh CBOMMHU ciioBamH. [lepern 3anuchio Hato mocTapaThCsi BHAYaIe
HOHATh CMBICI CKa3aHHOT'0, HEOOXOJMMO CTapaThCsl OTAEIUTH IVIABHOE OT BTOPOCTENEHHOTO H,
IpeXJie BCEero, 3amiucaTh OCHOBHON Martepuai. KadecTBO 3amucy JEKIUH, KOHEYHO, BO MHOTOM
3aBHCHUT OT HaBBIKOB KOHCIIEKTHPYIOIIETO, OT €ro 001l MOAT0TOBKH, OT COOOPa3UTEILHOCTH, OT
YMEHUS M3JIaraTh IpernoJHOCUMOE TIPENo/IaBaTeIeM CBOUMH CIIOBAMH.

Ha otpaboTky naGopaTopHbIX 3ajaHuil BeienseTcs He MeHee 80% BpeMeHH OT 0O0IIero
BpPEMEHHU Ha JIa0OpPaTOPHOM 3aHATHH, ocTaibHbie 20% BpEeMEHH BBIIENSCTCS Ha TOITYYCHHE
3aJJaHMsI U OTYETHOCTH 32 €T0 BBIIOJHEHHE MEpe] MTPETroiaBaTeNieM.

OTtpaboTka 1a00paTOPHBIX 33JaHUN TPOUCXOIAUT CISAYIOIINM 00pa3oM:

1) IlpenonaBarens mepe HAYAIOM 3aHITHS BBIIAET 3a1aHUS CTYJACHTAaM B BHJI€ TEKCTOBBIX
(aiiioB, KOTOphIE PEKOMEHIYETCS pa3MeIIaTh Ha €IUHOM CETEBOM pecypce B KOMITBIOTEPHOM
KJIacce WM Ha HH(POPMALIMOHHOM CEpBepE;

2) CtyneHT Ha dKpaHe KOMIBIOTEpa BHHUMATEIBHO HM3ydaeT IMOJIyYeHHOE 3aJaHue, MPH
HEOO0XO0IMMOCTH 3a/1aéT BOMPOCHI U YTOYHSET MOCIE0BATEIbHOCTD BHINONHEHUS 3aganus. [lpu
BBITIOJIHCHUM  3aJlaHU  JIAOOPATOPHBIX pabOT PEKOMEHAYeTCS UCIOJIb30BaTh  y4eOHO-
METOANYECKHE MaTepHAIIbI.

3) [locrne BoIMOTHEHUS 3a[JaHUS CTYIEHT COXPaHSIET pe3yNbTaThl padOThI B 3aJAaHHOM MECTE
Ha JIOKaJThbHOM Jucke DBM pabodero Mecta Ui Ha CETEBOM pecypce.
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4) Cna€t BBINOIHEHHOE 3a/laHNE MPENO0IaBaTeNt0, JJI1 YETO BBI3BIBAET €TI0, TOBOPUT, UTO
3aKOHYMJI BBITIOJHEHUE 3aJlaHMsI U IOACHSET M0CIIe10BaTeIbHOCTh paboThl. [Ipn HeoOxoauMocTu
3a/1aéT BOIIPOCHI U OTBEYAET Ha JIONOJIHUTEJIbHBIE BOIPOCH], BOZHHUKAIOIIME y IpernoaaBarels,
HOJIy4aeT OLEHKY.

IIpu pabore ¢ muTepaTypoll IJIaBHOE BHHUMAaHHE CJIEAYET YAEHATbh OCHOBHOM
pekoMeHayeMoll nuTeparype. JlononHuTenbHas uTeparypa NpeAHa3HayeHa Uil PaclIMpEeHMs
Kpyrozopa cryaeHTa u oOecrneunBaeT (HOPMHUPOBAHHME JONOJHHUTEIBHBIX MPO(ECCHOHATBHBIX
3HAHUW, YMEHHUI U HABBIKOB.

Jisi  yCHemHOro YCBOGHHMs JUCHMIUIMHBI HEoO0XOoAuMa TMpaBHIbHAs OpraHU3alus
CaMOCTOSITENIbHON PabOThI CTYAEHTOB. JTa paboTa JOKHA COAEPIKATh:

— peryisipHylo  (€XKEHEIEIbHYI0) MpOpadOTKy TEOPETHMUECKOro Marepuaia o
KOHCIIEKTaM JICKIIUH 1 ydeOHUKaM;

—  peryjsipHyio (€XeHeIeIbHYI0) MOArNOTOBKY K JIaOOpAaTOPHBIM 3aHSTHUSIM, B TOM YHUCIIE
U3y4eHHE ONMHCaHUs Tab0paTOPHBIX PadoT;

— BbBINIOJIHEHUE KOHTPOJBHOW U CAMOCTOATENbHOW pabOT, MHUCHMEHHOTO TecCTa,
HanucaHue pedepara (MepeuHU COOTBETCTBYIOIIMX BOIPOCOB U 3a/laHU TMPHUBEACHHI B 11.6.3
PILN).

Oco0oe BHHMMaHHME MpPH OPraHU3allUd CaMOCTOSITENIbHON paboThl cleayeT YIEeIUTh
IUTAHUPOBAHMIO MOATOTOBKH. [IMaHnpoBaHue — BaXKHBIN (PaKTOp OpraHU3aluu CaMOCTOSTEIbHON
pabotel. OHO, BO-TIEPBBIX, MO3BOJSET BHUIETh MEPCHEKTUBY pabOThI, BHISBIATH, paclpeleiiTh
BpeMsl M MCHOJb30BaTh €ro IO CBOEMY YCMOTpPEHHUIO. Bo-BTOpBIX, OHO AMCLUUIUIMHHUPYET,
MOMYUHSET MOBEACHHE CTyJEHTa MLeNsM y4ueObl. B cBs3M ¢ 3TUM 00s3aTENbHO CledyeT
IUTAHUPOBATh CBOIO CAMOCTOSITEIbHYIO paboTy B mpezenax Henenu. [locne Toro, kak cocraBieH
IJIaH, €ro CIEAYEeT CTPOro BHINOJIHATH. [IpaBUIIbHO yUUTHIBasi CBOE BpEMsI U paclpenessis ero B
COOTBETCTBUU C pACIIMCAHUEM 3aHITHH, CTYJEHT NPU CTPOTOM COOJIIOIEHUH HAMEUEHHOTO IJIaHa
CMOXeET BBIJICJIUTh I0CTATOYHOE KOJUYECTBO YACOB JUIsI CAMOCTOSATEIBbHOM paboThI.

B cnydae mosiBieHMsI KakuX-IMOO BOIMPOCOB ClIEyeT O0pamaThCsl K MPEnoiaBaTeNio B
yachl €ro KoHcynbrauumii. Kpurepmem kadecTBa YCBOEGHHUSI 3HAHUM MOTYT CIIYXHUTh
aTTeCTallMOHHbIE OLEHKU N0 JUCIMIUIUHE U TEKYILHE OLIEHKH, BHICTABIIIEMbIE ITPENOJaBaTeNIEM B
TE€YEHHE CEMECTPA.

YuyeOHO-MeToAnYeCKOoe o0ecreYeHrne CaMOCTOsITEIbHOIH PadoThI
CTYIEHTOB MO AUCHHUILINHE

KonnuectBo
HanMenoBamHme ®opMbl/BHIBI 5 4acoB, B
Ne pasiena (Tembl) CaMOCTOSITeIbHOI COOTBETCTBHM C
padoThI y4eOHO-TeMaTH-

YECKUM IIJIAHOM

1. [ToaroToBka K JeKIMU-ANC-
Beenenue B nndopmannonnyro 6e3- | kyccuu. Pabota ¢ KoHCHEK-
ornacHocTh. OOmas npobjemMa WH- | TOM U pEKOMEHyeMOM JIuTe-

N 9 2
(dbopMallnoOHHON 0€30MacHOCTH MH- | paTypoi MO TeMe JIEKIUH JIIs
(opMaIMOHHBIX CUCTEM. cucTeMaTH3alnuu ya4eOHOTro
MaTepHaa.
2. | OOmiecucTeMHbIE OCHOBBI 3aIUTHI
nHQOpMAIMY ¥ TIporiecca ee obpa HozroToKa k caMocTos-
p p p TesbHOM pabote. Pabora ¢
OOTKM B BBIYMCIHUTEIBHBIX CHCTE-
KOHCIIEKTOM H PEKOMEH]Tye-
Max. 3anura HHpopMauu npu pea- 4

MO JINTEPATypOH IO TEME
JIEKINU JJI1 CUCTEMATH3AlNH
y4eOHOTo MaTepuaia.

TU3anuy HHQOPMAIIMOHHBIX MTPOILec-
coB (BBOJI, BBIBOJ, Tepeaaya, oopa-
00TKa, HAKOIJICHHE, XPAHEHHUE)
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3. Hanwucanue pedepata. U3y-
YeHHE OCHOBHOM U JIOTIOJIHU-
[IpaBoBoe oOecneuenne uHpOpMa- .
o TEJILHOM JUTEpaTypHI IO
IUOHHOW 06€30MacHOCTH
Teme Jiekuuu. Pabora c pe-
cypcamu MHTEpHET.

4. N3yuyeHnue OCHOBHOM U J10-
OpranuzanoHHOe 00ecrieueHre UH- | TMOJHUTEIbHON JIUTEePaTyphl
dhopmarmoHHOM 0€30MacCHOCTH o TeMe Jekuuu. Padora ¢

pecypcamu MHTEpHET.

5. N3ydyeHue OCHOBHOM U J10-
Texuuueckue cpenctBa obecreye- .

o MOJIHUTENIBHOM JINTEPATYPhI
HUS WHGPOPMAIMOHHON Oe301acHo-
. o teme Jekiuu. Pabora ¢
pecypcamu MHTEpHET.

6. | 3ammra napopmammu oT HecaHknu- | [loaroToBka K Iaboparop-
oHMpoBaHHOro jgoctyma. IIpenoT- | HeiM paboram. PaboTa ¢ kKoH-
BpAIlleHHE HECAHKIIMOHHUPOBAHHOTO | CIEKTOM M PEKOMEHIyeMOn
JOCTyNa K KOMIIBIOTEPHBIM pEcyp- | JUTEpaTypoil Mo Teme JeK-
caM H 3alUTa TMPOTPAMMHBIX | MM JJISi CHCTEMATHU3aluu
CPEICTB yueOHOro Marepuara.

7. BrinosiHeHUE KOHTPOIBLHOM

paboTsl. 3yueHnne ocHOBHOM
3amuTa OT KOMIIBIOTEPHBIX BHPYCOB .
Y JIOTIOJTHUTEJILHOM JIUTEpa-
TYpHI 110 TEME JICKIUH.
8. [TonroroBka k maboparop-
HbIM paboTtam. PaboTa ¢ KoH-
MatemaTHudecKkue U METOTUYECKHE .
CTHIEKTOM M PEKOMEHTyeMOi
cpencTsa 3amuTel. Kpunrorpaduye- .
JTUTEPATypOH MO TeMe JIeK-
CKO€ 3aKpbITHE UHPOpMaAIUU
IIUH [T CUCTEMaTH3aIHN
y4yeOHOro MaTepuaia.
9. N3ydyeHue OCHOBHOM U J10-
MOJIHUTENBHON JIUTEPATYPhI
YHUYTOKEHHE OCTATOYHBIX JTaHHBIX
o temMe Jekiuu. Pabora c
pecypcamu MHTEpHET.

10. BrinosiHeHNE KOHTPOIBLHOM

3amuTa OT MoTepu MHPOpPMALUU U .
paboTsl. I3yueHnne ocHOBHOM
OTKa30B MPOrPaMMHO-aIIapaTHBIX .
S Y JIOTIOJTHUTENILHOM JIUTEpa-
p TYpHI 110 TEME JICKIUH.
11. | KommbroTepHBIE Cpe/CcTBA peajm3a- .
H3ydyeHue OCHOBHOM U J10-
MU 3alIUThl B WH(OPMAIMOHHBIX .
MOJTHUTENBHON JINTEPATYPhI
cucteMax. 3amra HHpOpMaIu-
o TeMe JIeKInu. Padora ¢
OHHO-TIPOrPaMMHOT0  00eCTieueHHUS
pecypcamu MHTEpHET.
Ha YPOBHE ONEPAIIMOHHBIX CHCTEM

12. N3yuenue OCHOBHOM U J10-
3amTa nHGOpPMAIIMK HAa YPOBHE CH- | TTOJHUTEIHHOHN JINTEPATyPhI
CTEeM yMpaBlieHUs: 6a3aMU TaHHBIX o Teme sekiuu. Padora ¢

pecypcamu MHTEpHET.

13. ITonroroBka kK caMoCTOSI-

Cnenuduyeckue 0COOEHHOCTH 3a-
I THI I/IH(bOpMaI_[I/II/I B JIOKAJIBbHBIX U
II00ATEHBIX KOMIIBIOTEPHBIX CETIX

TesbHOM pabote. Pabora ¢
KOHCIICKTOM U PEKOMEH Tye-
MO JINTEPATypoOH 110 TEME
JIEKINH JUTS CHCTEMaTH3alnu
y4eOHOTo MaTepuaia.
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14.

[ToaroroBka k Tecty. Pabora
C KOHCIIEKTOM M PEKOMEH/IY-
€MOi1 IuTepaTypoil Mo Teme 2
JIEKIIMH JUTS CUCTEMaTH3aluu
y4eOHOro Marepuaa.

[Iporpamma uHpOpMaLIMOHHON Oe3-
onacHoctu Poccuu u nmytu ee peaiu-
3anuu. COoBpeMEHHBbIE CpelcTBa 3a-
el nHGopManuu ot HCJ|

UTOIro 54

5 HPAKTUKYM IO JUCHUIIJINHE
Tema 9. YHHUTOKEHHE OCTATOYHBIX JAHHBIX
Conepxanue

JlabopaTopuas pa6ora Nel. [Iporpamma 6e3B03BpaTHOTO YAAJIICHHS JAHHBIX C HOCUTENIEH

uHpopmanuu «Tepbepy. (2 gaca).

Hemnu:

1. ocBouTH paboTy C mporpaMmoi At 6€3BO3BPAaTHOIO yJaJleHUs TaHHBIX C HOCHUTEJIEH
uHpopmanuu «Teprepy;

2. IOIY4UTh ONBIT PabOTHI C peanu3anueid MexaHu3mMa 0e3B03BpaTHOTO y1aIeHUs TaHHbIX.
3agauu:

1. nmpouuTaTb U BBIIOJHUTH HMHCTPYKTUBHYIO 4acTb Ja0OpaTOpHOH  paboThl;
2. TpOAEMOHCTPUPOBATh IPENOAABATENI0 PE3YIbTaThl BbIIOJHEHUS IPAKTUYECKOTO
3aJjaHus paboThI;

3. MOATrOTOBUTH OTBETHI Ha BOIPOCHI, MPHUBEAEHHBIE B KOHIE J1a0OpaTOpHON padoThI;
4. OTBETUTH Ha BOIIPOCHI IIpenogaBartess 1o JadbopaTopHOi paboTe.

Tema 11. KomnbloTepHble cpecTBa peaan3aluu 3alMThl B HHPOPMALHOHHBIX CHCTEMAaXx.
3ammTa HHPOPMALIMOHHO-TIPOrPAMMHOI0 O0ecreYeHUsI HA YPOBHeE ONEePALMOHHBIX CHCTEM

Conepxanue

JlabopaTopnasi padora Ne2. [Iporpamma JIsi KOHTPOJISI K3MEHEHHIH 00BEKTOB (DaliIoBOM

cuctembl «Dukcy. (2 yaca).
Hemnn:

1.

OCBOUTH PabOTy ¢ porpaMMoii IIsl OOHApYKEHUS U3MEHEHH B 00beKkTax (aiioBoil cu-
CTEMBI;

2. TOJYYHTh OIBIT PabOTHI C pealln3aireil MeXxaHu3Ma KOHTPOJIS IIEJIOCTHOCTH.

3apaum:

1. mpouuTaTh TEOPETUICCKUE CBEIICHUS;

2. TPOYUTATh U BBHITIOJHUTH HHCTPYKTUBHYIO YacTh TaOOPaTOPHON padOTHI;

3. BBINOJHUTH 3aJlaHUs JJII CAMOCTOSITENILHOTO BBHITIOJHEHHs B KOHIIE JTaOOpaTopHOW pa-
0OTHI,

4. TPOAEMOHCTPUPOBATH MPEIMOIABATEINIO PE3YIbTATHI BHIMOTHEHHS TPAKTHUECKOTO 3a/1aHuUs
paboThI;

5. MOATOTOBUTH OTBETHI HA BOMPOCHI, MPUBEAEHHBIE B KOHIIE JTA00pAaTOPHOU paboThI;

6. OTBETUTH HAa BOMPOCHI MIPETOaBaTells Mo 1abopaTopHO padore.

JlabopaTopHas padora Ne3. [TaponbHas 3amuTa (2 yaca).

Henn:
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MMO3HAKOMHTHCS C MEXAaHU3MAMH ITapOIbHOM 3aIHTHI.

3ananusa:

1. mpoyuTaTh M BHIMOJHUTH HHCTPYKIIMH K Ja00OpaTOpHOI paboTe;

2. TOJITOTOBUTH OTBETHI HAa BONPOCHI, NPUBEAEHHBIE B KOHIIE Pa0OTHI;

3. TPOJIEMOHCTPHUPOBATH MPEIOAABATEIIO BBITIOJHEHHYIO MPAKTHYECKYIO YacTh paOOTHI;
4. OTBETUTH HA BOIPOCHI MPETIOIaBATEIIS.

Tema 8. MaTemaTuuyeckue U MeTOANYECKHe cpecTBa 3ammuThl. Kpunrorpadguyeckoe 3a-
KpbITHE HH(OPMALIUT

Conep:xkanue

JlabopaTopnasi padora Ned. Kpuntorpaduyeckas 3ammra JaHHBIX Ha HOCHTEISX
uH(popmanuu (2 yaca).

C ToukM 3peHus 3alMThl KOH(UIEHUMANIbHOM HMH(OpMANUM, CTaHAAPTHBIE CIIOCOObI
XpaHeHHs (HaiIoB Ha HOCUTENSAX WH(POPMAIIMKA UMEIOT HECKOIBKO ys3BuMocTei. Kak mpaswuiio,
¢aiinoBas cucteMa XpaHUT Bce (ailyibl Ha PU3NUECKOM HOCUTENIE B HE3aIM(PPOBAHHOM BUE. DTO
03HAYaeT, 4YTO IpPH MONAAAHUU KECTKUX AMCKOB WIIM JPYTUX HOCHUTEIEH B UyXKHE PYKU BCS
uHpOpMaLKs C HUX MOXXET ObITh mpounTaHa. Takue MeTozbl 3alluThl, Kak napoaun Windows u
npaBa Ha (paiiiabl, HE OCTAHOBAT MPOTHUBHUKA. [ GOpHOBI ¢ ATUM HCTIONB3yeTcs mu(poBaHUE
UHPOpPMALIMU: B STOM Cilydae Ha (PU3NUYECKOM HOCHTEJE JaHHBIC XPAHATCSA B 3amIU(pPOBAHHOM
BUJIE, YTO 3aTPYAHSAET OCTYIIL, Aa)Ke €CIIM HOCUTEIb MoNall B paclopsbkeHue NpoTUBHUKA. OueHb
Ba)XEH BBIOOP MPOTrpaMMHOT0 o0ecriedeHus Ais mudpoBaHus: HarpuMep, mmdpoBanue Qaiiios,
JIOCTYITHOE B HEKOTOPBIX Bepcusix Windows Kak ctaHgapTHasi QyHKIMSI OTIEPALluOHHOM CUCTEMBI,
ABJIIETCS C1a0bIM M HE CMOJKET 3alIUTUTh OT MPOTHUBHUKA C MPOPECCHOHAIbHBIMUA HAaBBIKAMHU.
OpnHako, CcyliecTByeT MporpaMMHOE OOecliedeHrne, KOTopoe JaéT KaueCTBEHHYIO 3allUTy Jaxke
IPOTUB NPO(HECCHOHATBLHOTO MPOTUBHHUKA.

OnHuUM M3 MpeAcTaBUTENeH TAaKOro MPOrpaMMHOI0 OOecledyeHus: SBISIeTCs MporpaMma
VeraCrypt, koTopasi OTHOCUTCS K KJlaccy MPorpaMm, NpeaHa3HaueHHbIX JJIs1 KpUIITOTrpaduiecKon
3alUTHI ITaHHBIX Ha KOMIBIOTEPHBIX HOcUTENAX HH(popmarun. Pabora VeraCrypt ocHOBbIBaeTCs
Ha 3aIIMUIEHHBIX XPAaHWINIIAX, KOTOPblEe MOKHO MOHTHUPOBATh U HCIOJIb30BaTh KaK OOBIYHbBIE
Joruyeckue JAUCKU. JlaHHble Ha TakMX JHUCKax 3alu@poBaHbl: Bce (ailsibl, KOTOpHIE
3aMMChIBAIOTCS HA TAKOM JIOTUYECKUI TUCK, IU(PYIOTCS MPHU 3aIIUCH, U pacliu(pOBBIBAIOTCS MPU
yreHuH. Takas opraHu3anus nporeccoB MuppoBaHus U AeM(POBKHU Ha3bIBAaeTCA NP POBAaHUEM
(memmudpoBanuem) Ha jeTy. VeraCrypt mo3BOISET cO3/aTh MHUQPPOBAHHOE XPAHUIIUIIE B BUIE
oTaensHoro ¢aitna uam 3amm@poBaTh KECTKUM TUCK LEIMKOM WM ero paszaei. B manHoi
nabopaTopHOMH pabore
paccMaTpUBaIOTCs 06a BapHaHTa UCIOJIb30BAHUS 3TOH MPOrpaMMBI.

JlaGopatopnas padora NeS. Co3naHue M MCHOJIB30BAaHHE CEPTH(PHUKATOB IEKTPOHHOM
nudposoit moganucu (2 yaca).
Hean:

1. nomyuyuTh MpeACTaBICHUS O MEXaHW3MaX CO3JaHMsI U MCIIOIb30BaHUs CEPTU(HUKATOB
3IIEKTPOHHOM 1M (PPOBOI noanuUCH;
2. TOIy4YUThH OMBIT paboThl ¢ cepTuduraramu DLII.

3ananus:

1. mpouuTaTh U BBIIOIHUTH HHCTPYKLHUIO K JJAOOpaTOpHOM paboTe;

2. TOJrOTOBUTH OTBETHI HA BONPOCHL, IPUBEAEHHBIE B KOHIIE PA0OTHI;

3. TMPOJEMOHCTPHUPOBATH MPENOIABATEIIO BHITOJHEHHYIO PAKTHUECKYIO YacTh padoThI;
4, OTBETUTH Ha BOIIPOCHI, 3a/IaHHBIC MTPCTIOAABATCIICM.
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Jladoparopunasi pad6ora Ne8. Co3ganue u pabora ¢ 3amu(poOBaHHBIMU XPaHUIHIIAMH
uHpopmaruu (2 yaca).
Hean:

OCBOUTH MIPOCTHIC KpUNITOrpauueckre CpeacTBa 3auThl HHPOPMAIUH.
3aganuqa:

1. npoumTaTh U BBHINOIHUTE MHCTPYKIHUIO K 1a60paTOPHOI padoTe;
MOJITOTOBUTH OTBETHI Ha BOMPOCHI, MPUBEAEHHBIE B KOHIIE PAOOTHI;

3. MPpOACMOHCTPHUPOBATH NPCTIOAABATCIIIO BBIIIOJIHCHHYIO IMTPAKTUYCCKYIO YaCTh pa6OTBI;

OTBCTUTH Ha BOIIPOCHI, 3alaHHBIC IIPCIIOJAaBATCIIEM.

JlaGopaTopnas padora Ne9. Co3maHne M HCIOIB30BAHUE CEPTU(PUKATOB DIEKTPOHHOM
nudposoit moanucu (2 yaca).

B cooTBeTcTBHM CO CXEMOM pacCUUTAaTh CyMMAapHYIO pa300puuBOCTh (POPMAHT B CMEKHOM
MIOMEILEHUH, KOPUJOPE U 3a HapyKHOH cTeHoH. Crenarb BBIBOABI O BO3MOXHOCTU WJIM HEBO3-
MOYKHOCTH YTE€UKHU 3BYKOBOH MH(OpMAIIH.

BuyTrpennuii apop

SIAHHSA
OKHO
T I
! | * >
CMexHan
KomHara, rae peayrcs KOMHATA

KOHd]HI[EI.[HEL]]LHLIe

IepPeroRopbI @

—
Kopugop @ Hpephb

ypOBHI/I HWHTCHCUBHOCTH PCUYH B OKTABHBIX ITOJIOCAX 6ep}7TC$I u3 Tad. 1,
JJIsL BCEX BAPUAHTOB OHHU OJJUHAKOBBI.

Xo1 BBITIOJTHEHUS 1a00paTopHOi paboThI U €€ pe3yabTaThl PEACTaBbTE B (JopMe OTUETA.

!

JlaGopaTopnasi padora NelO. Co3manve n MCTIONB30BaHKNE CePTU(DUKATOB DICKTPOHHOM
g poBoit moamnucu (2 yaca).

B cooTBercTBUU cO cxeMoii (puc. 1) mpou3BeCcTH pacyeThl 3alUIIIECHHOCTH MOMEIlIe-
HUS OT YTE€YKU MH(DOpPMAIUHU TIO SJICKTPOMArHUTHOMY KaHay.
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5
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Puc. 1. Cxema nomenieHus A5 IPOBEACHMSI pacue€TOB
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CpenHexBaipaTHUECKHE 3HAYCHUs HallpsDKEHHOCTH 1oJ1sl Ea aTMochepHbIX TomMex He pac-
CUMTBIBATH, & CYNTATh OJIMHAKOBBIMH JUIsI BCEX BAPHAHTOB U PABHBIMHU:

100 MI'g

500 MI'g

1000 MI'

E., MmxB/M
(Ta=293°K, f5s=40 MTI'1) 0,346

1,738

3,467

Tema 13. Cnennduueckne 0cO6eHHOCTH 3aIMTHI HHPOPMALMH B JIOKATBHBIX H IJ100aJ1b-

HBbIX KOMIIBIOTEPHLIX CETHAX

Conepxanue

JlabopaTopnasi padora Ne6. [Toctpoenne VPN-cetu ¢ moakioyeHHEM MO JIOTUHY U

napoJto (2 yaca).
3ananus

O3HakoMuThCs ¢ onucanusiMu TexHosorud VPN u mporpammuoro npoaykra SoftEther

VPN.

Co3znaTh ceTh U3 BUPTYaJIbHBIX MAlllMH, UMEIOIIYI0 TPUBEIEHHYIO HIKE KOHPUTYPALIUIO.

YcrtanoButs u HacTpouth SoftEther VPN Server Ha cepBepHoii MammHe.
YcranoButh u HacTpouTh SoftEther VPN Client Ha KTHEHTCKHX MalTuHaX.
[IpoBepuTh paboTOCIOCOOHOCTH CETH MPEIOKEHHBIMU CIIOCOOAMHU.

O01mme cBegeHus
VPN

Virtual Private Network — BupTyanpHas uyacTHas ceTb — 3TO HAOOp TEXHOJOTHH,
MTO3BOJISFOIINX OCTPOUTH JIOTHYECKYIO CETh ITOBEPX PYroul cetw, Hanpumep, MiaTepuera. Takas
JIOTUYECKasi CeTh MOXKET COCTOSTh U3 JIBYX M OoJiee y3II0B, MOXKET OBITh OJHOPA30BOM, TO €CTh
yCTaHABJIMBACTCS JUISl TPOBEJCHUS TOJBKO OJHOTO EIMHCTBEHHOTO CeaHca paboThl, Tak U

CYHICCTBOBATH Ha MMOCTOSIHHOM OCHOBE.

VY cereit VPN ecTb aBa OCHOBHBIX Ha3HaueHHs: 1) TOCTpOCHHE JIOKAJIBHOM CeTH
(COOTBETCTBEHHO OpTaHU3AIMsI COBMECTHOW pabOThl M paclpeiesicHHe PecypcoB MallliH, Kak
MIPABUIIO, HE HAXOIAIIMXCS (PU3NUECKH B OJTHOM JIOKAJIbHOU CETH), 2) OpraHu3aliys 3aluIEHHOTO




17

oOMeHa nH(popMaluei MeXy y3JIaMu, COCTABIISIONIMME Takylo ceTb. VPN dacTo nmpumeHsoTcs
KOMITAHUSIMH, JJIs OpraHu3aluy 3alUIIEHHOr0 YAAIEHHOTO IOCTYNAa COTPYJHUKOB JIOKAJIbHBIM
CeTAM TPEANPHUATHA B Cilydae YAIEHHOW paboOThl, s OOBEIUHEHHUS JIOKAJIBHBIX CeTei
bunranoB, HaXOIAIIMXCS HA OOJIBIIUX PACCTOSHUSX IPYT OT JIpyra, B €AUHYIO CeTh KOMIaHUU, U
Ui oOMeHa 0co00 BaXHBIMH JaHHBIMH, KOTOpPbIE HEJb3s IEpeaBaTh MO HE3aIUIIEHHBIM
KaHaJIaM CBSI3U B OTKPBITOM BHJIE.

VPN He sBisieTCsi €MHCTBEHHBIM CPEJCTBOM 3aIlUThl MEpPEJaBaeMbIX JaHHBIX, HO BO
MHOTUX ciydasix ceTb VPN oka3biBaeTcsi Hambosee ONTHUMAalbHBIM PEHICHHEM, U 4acTo —
€JIMHCTBEHHO BEPHBIM.

Unes VPN cocTtouTr B TOM, YTO CBSI3b OCYLIECTBJISIETCS IO CETSAM C MEHBIIUM WIIU
HEU3BECTHBIM YPOBHEM JIOBepHs (HAmpuMep, Mo MyOIHYHBIM CETSM), & YPOBEHb JOBEpPHUS K
MOCTPOCHHOM JIOTUYECKOW CETH He 3aBHCHUT OT YPOBHSI JOBepHUsi K 0a30BbIM ceTsiM Onarogaps
UCTIOJIB30BaHUIO CpeACTB Kpunrorpaduu (mmdpoBaHus, ayTeHTU(PUKAMH, UHPPACTPYKTYPbI
OTKPBITBIX KJIKOYEH, CPEACTB JI1 3allMThl OT MOBTOPOB M HM3MEHEHMI, MepeJaBaeMbIX IO
JIOTUYECKON CEeTH COOOIICHUH).

VPN MmosxeT obecrieunBaTh COEAMHEHUS TPEX BUAOB: y3elI-y3€, Y3€I-CETh U CETh-CETh.

Cerp VPN MoxeT OBITH IMOCTpOEHa KaKk Ha OCHOBE CIIEHUAIBHOTO 000pYIOBaHHSA,
HanpuMep, MapuIpyTu3aTopoB komnaHuu Cisco, Tak U Ha OCHOBE CHEIMAIILHOTO MPOrPaMMHOTO
oOecrnieueHus NI KOMOMHUPOBAHHOTO BapHUaHTA.

JlabopaTopuasi padora Ne/. Iloctpoenune VPN c monkiodyeHweM Y3JI0B K CETH IO
ceptudukary (2 yaca).
3aoanusn
1. mpounTaiite MmaTepuan pasaena «OO0mIe CBECHUY;
2. BBITIOJIHUTE MOJATOTOBKY K BBIITOJHEHHIO MPAKTHYECKON YacTH Ja00opaTopHOil paboThI;
3. BBIIOJHUTE YCTAHOBUTE COEAMHEHUE MEXIY KIMEHTAaMH U CEPBEPOM uepe3 MEXaHU3M
ayTeHTU(UKALUY IO cepTUPHUKaATaM;
4. 3a0510KUpPYyHTE BO3MOKHOCTb MOJKIIOYEHUS KIIMEHTOB MO OJTHOMY U3 CepTU(UKATOB;
5. yCTaHOBUTE MEXaHU3M ayTeHTU(UKALMU cepBepa KIMEHTOM;
6. mpoBepbTe pabOTOCIIOCOOHOCTH CETH.
PexomeHTyt0TCSl K TIPOUTEHHIO CIIETYIOINE CTAThH:
1. LinuxFormat: «3nexkTpoHHble noanmucu u Iudpossle ceprudukarel. Yacte 1.»
http://wiki.linuxformat.ru/wiki/LXF93:OnexTpoHHble nOAIUCH
2. LinuxFormat: «OnexkTpoHHble moanucu u uudposbie ceprudukarsl. Yacts 2.»
http://wiki.linuxformat.ru/wiki/LXF94:OnexkTpoHHbIe TIOATUCU
3. OpenOffice Org: «Ilone3noctu: Kak coznare nndpoyro noanuck B fokymente Ooo»
https://wiki.openoffice.org/wiki/OOo_Ilonesnoctu: Kak_co3narb_1udpoByr0 HOIIUCH
B_jiokymeHnTe_000#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82 2. .D0.A1.D0.BO
.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.00.BD.D0.BD.D1.8B.
0.B9 .D1.81.D0.B5.D1.80.D1.82.00.B8.D01.84.D0.B8.D0.BA.D0.B0.D1.82.
A Ttaxxe craten n3 Wikipedia:
1. https://ru.wikipedia.org/wiki/ITudpoBoii_cepTudukar
2. https://ru.wikipedia.org/wiki/IlenTp_ceprudukarmm
3. https://ru.wikipedia.org/wiki/CepTudukar OTKpPLITOro_KIr0Ya
4. https://ru.wikipedia.org/wiki/9DneKTpoHHAas_MOAMUCH
5. https://ru.wikipedia.org/wiki/UHdpacTpyKTypa OTKPBITHIX KIIOYEH



https://wiki.openoffice.org/wiki/ООо_Полезности:_Как_создать_цифровую_подпись_в_документе_ООо#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2._.D0.A1.D0.B0.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.0.B9_.D1.81.D0.B5.D1.80.D1.82.D0.B8.D1.84.D0.B8.D0.BA.D0.B0.D1.82
https://wiki.openoffice.org/wiki/ООо_Полезности:_Как_создать_цифровую_подпись_в_документе_ООо#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2._.D0.A1.D0.B0.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.0.B9_.D1.81.D0.B5.D1.80.D1.82.D0.B8.D1.84.D0.B8.D0.BA.D0.B0.D1.82
https://wiki.openoffice.org/wiki/ООо_Полезности:_Как_создать_цифровую_подпись_в_документе_ООо#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2._.D0.A1.D0.B0.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.0.B9_.D1.81.D0.B5.D1.80.D1.82.D0.B8.D1.84.D0.B8.D0.BA.D0.B0.D1.82
https://wiki.openoffice.org/wiki/ООо_Полезности:_Как_создать_цифровую_подпись_в_документе_ООо#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82_2._.D0.A1.D0.B0.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.0.B9_.D1.81.D0.B5.D1.80.D1.82.D0.B8.D1.84.D0.B8.D0.BA.D0.B0.D1.82
https://ru.wikipedia.org/wiki/Цифровой_сертификат
https://ru.wikipedia.org/wiki/Центр_сертификации
https://ru.wikipedia.org/wiki/Сертификат_открытого_ключа
https://ru.wikipedia.org/wiki/Электронная_подпись
https://ru.wikipedia.org/wiki/Инфраструктура_открытых_ключей
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6 IMAAKTHYECKHUE MATEPHUAJIBI 1JIs1 KOHTPOJISI (CAMOKOHTPOJISA)
YCBOEHHOI'O MATEPHUAJIA

6.1 OueHovHbIe CPeACTBA, MOKA3ATEJIH H K

HTCPHUHA ONCHUBAHHUSA KOMIIeTeHIIii

HNunexc
KOMIIe-
TeHIMH

Onenounoe
CPeICTBO

IToxa3zarTenn
OlleHUBaHUSA

Kpurtepun ouennBanus
c¢opMHPOBAHHOCTH KOMIIETEHIM A

OIIK-2

CobecenoBa-
HUE

Huzkuii
(HEYTOBJIETBOPHUTEIIBLHO ),

CTyIeHT OTBeYaeT HEeIPaBUIbHO, HEYETKO
U HEeyOeTUTeNnbHO, JAaeT HeBepHbIe (op-
MYJIUPOBKH, B OTBETE OTCYTCTBYET KaKoe-
00 MPEACTABICHHE O BOIIPOCE

[ToporoBbiii
(Y1OBIETBOPUTEIIHLHO)

CTyneHT oTBeYaeT HEKOHKPETHO, cialo
apryMEHTHPOBAaHO M HE YOCIUTEIBHO,
XOTSI U UMEETCSI KaKOe-TO MPEJICTABICHUEC
0 BOIpOCe

bazoBrrit
(xopor1o)

CTyI[eHT OTBCYACT B LCJIOM IIPABUJIBHO,
HO HCAOCTATOYHO IIOJHO, YCTKO U y6ez[1/1—
TCJIIBHO

Bricokuii
(oTHM4HO)

CTaBI/ITCH, CCJIIM  IIPOACMOHCTPUPOBAHBI
3HAaHHUEC BOIIpOCa MU CaMOCTOATCIIBHOCTb
MbIIIJICHUS, OTBET COOTBECTCTBYCT Tpe60—
BaHUSAM IIPaBUIJIIBHOCTH, ITOJHOTHI U apry-
MCHTHPOBAHHOCTH.

OIIK-2

Pa3znoypoBHe-
BbIE 33J1a4U U
3a/laHus

Huzkuit
(Hey1OBJIETBOPUTEIHHO),

OTBeT CTYACHTY HE 3aUUTHIBACTCS ECIIN:

e 3ajaHuMe BBHINOJIHEHO MEHee, YeM Ha
MIOJIOBUHY;

e CryneHT OOHapyXHMBAaeT HE3HAHUE
OospIIell YacTH COOTBETCTBYIOLIETO Ma-
Tepuana, J0MyCKaeT OMUOKU B pOpMyIIH-
POBKE OIIpEETICHUIl U MPaBHJI, HCKaXKalo-
IIM€ UX CMBICI, OECTIOpAIOYHO H3JIaraeT
Marepuail.

[Toporossiii
(YTOBIETBOPUTEIILHO)

3agaHue BBIOJHEHO OoJiee, 4eM Ha MoJIo-
BUHY. CTylleHT OOHapyKMBaeT 3HAHUE U
IIOHVMMAaHHUE OCHOBHBIX MOJIOXKEHUH 3a1a-
HUS, HO:

e l3naraet MaTepuas HEMOJHO U JI0MMyC-
KAaeT HETOYHOCTH B OINpEAENICHUU IOHS-
THM;

e He ymeer nocratouHo riy6oko u j1o-
Ka3aTeJlbHO 000CHOBATH CBOU CY)KJIEHUS U
IIPUBECTH CBOU IIPUMEPBHI;

e l3pmaraer MaTepuan HeENoOCIEN0Ba-
TEJIbHO U JIONYCKAET OLIMOKHU B SI3bIKOBOM
0(OpPMIICHUH U3J1araeMoro.

ba3zoBsrit (xopor1o)

3amane B OCHOBHOM BLINIOIHEHO. OT-
BETHI IPABUJIbHBIE, HO:

e B OTBECTC }IOHYHICHI)I MaAJIO3HAYUTCIIb-
HBIE OITMOKU U HEJ0OCTATOYHO TMOJTHO pac-
KPBITO COZIEp>KaHUE BOIPOCA;
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e He mnpuBeneHsl WILUTFOCTPUPYIOLTHE
MPUMEpPBI, HEIOCTATOYHO 4YETKO BBIpa-
JKEHO 00001Ia0e MHCHHUE CTYICHTA,

e Jlonymeno 1-2 Hemouera B MOCIEAO-
BaTEJILHOCTH U SI3BIKOBOM O(OPMIICHUH
M3J1araeMoro.

Beoicokwuii (0TIM4YHO)

3ajaHue BBIIOJIHEHO B MaKCHMaJbHOM
o0weme. OTBETHI MMOJTHBIE U PABUIIHHBIC.
e CTyIeHT MOJHO HW3JIaraer Marepual,
JlaeT TpaBWIbHOE ONPEACIICHUE OCHOB-
HbBIX TIOHSTHIA;

e (OOHapyXuBaeT MOHMMAaHHE MaTEPH-
ajia, MOKeT 00OCHOBATh CBOM CYKIEHUS,
MIPUMEHUTDH 3HAHUS Ha MPAKTUKE, IPUBE-
CTH HEOOXOAMMbBIC IPUMEPHI;

e U3naraer marepuan nociaea0BaTEIbHO
Y MPABUJILHO C TOYKHU 3PEHUSI HOPM JIUTE-
paTypHOTO s3bIKA.

bazoBwrit
(xoporto)

3aaHlue B OCHOBHOM BBIIOJIHEHO:

e CTyneHT TBEpIO yCBOWJI TeMmy, Ipa-
MOTHO | II0 CYIIECTBY HM3JIaraeT ee, OIu-
pasich Ha 3HaHHsI OCHOBHOM JINTEPATYPHI;
e He pgomyckaer CylieCTBEHHBIX HETOU-
HOCTECI;

e VBS3bIBaCT yCBOSGHHBIC 3HAHUS C MTPaK-
THYECKOM JeATeIbHOCTBIO;

e ApryMeHTUpyeT Hay4HblE IIOJIOXKe-
HUSL,

e JlenaeT BBIBOJBI U 00OOIICHHMS;

e Bmaneer cucremMoil OCHOBHBIX ITOHS-
THH.

Bricokuit
(oTIMYHO)

3agaHye BBINOJHEHO B MAaKCHMalbHOM
oOBeMme.

e CrynmeHT TIyOOKO U BCECTOPOHHE
yCBOMII TIpobIIemMy;

e VYBEpPEeHHO, JIOTUYHO, IMOCIEI0BA-
TEJIHHO ¥ TPAMOTHO €T'0 M3JIaracr;

e Omnwupasick Ha 3HaAHUSI OCHOBHOM U J0-
MOJIHUTENBHON JIUTEPaTyphl, TECHO TPH-
BSI3BIBACT YCBOCHHBIC HAyJYHBIC IMOJIOMKE-
HUS C MPAKTUYECKON e TEIbHOCTHIO;

e VYMeno oOOCHOBBIBaE€T U apryMEHTH-
pyeT BBIIBUTaeMbIC UM UJICH,

e JlenaeT BBIBOJBI U 00OOIIECHHMS;

e (CB0OOAHO BIIAJEET MOHATHSIMHU.

6.2 IIpoMeskyTOYHASI aTTECTALUS CTYAEHTOB MO AUCHUILINHE

[Ipomexyrouynass arrecranus sBISETCS IPOBEPKOW BCEX 3HAHWM, HABBIKOB U YMEHHMU
CTYAEHTOB, IPUOOPETEHHBIX B MPOLECCE U3YUEHUS AUCHUILIUHBI. DPOPMOI MPOMEKYTOUHOM aT-

TCCTAallUH 110 JUCHUIITINHE ABJIACTCSA DK3aMCH.
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I[HSI OLCHUBAHUWSA PE3YJIbTATOB OCBOCHUA NUCHUINIMHBI IIPUMCHACTCA CICAYIOIINC KPUTC-
puKu OICHUBAHUSI.

Kputepuu onieHUBaHMs YCTHOTO OTBETAa HA IK3aMeHe

OrneHKa 5 (OTIMYHO) CTABUTCS, CCIIH:

IIOJIHO PACKPBITO COJCPIKAHKE BOMPOCOB B 00bEME MPOrpaMMbl U PEKOMEHIOBAHHOM JIH-
TEpaTyphl; YeTKO W MPABWIBHO JaHBI OMPENCICHHUSI U PACKPBITO COACPKAHNE KOHIICTITYaTbHBIX
MOHSTHIA, 3aKOHOMEPHOCTEH, KOPPEKTHO MCIIOJIb30BaHbl HAYUHBIC TEPMHHBI; JIJIS JIOKAa3aTeIbCTBA
WCIIOJIb30BaHbI PA3IMYHBIC TEOPETUYCCKUE 3HAHMSI, BEIBOJIBI U3 HAOIOICHHH U ONIBITOB; OTBET Ca-
MOCTOSITSIIBHBIN, MCUEPITBIBAIONINH, 0€3 HABOAIIMX JOMOJHUTEIBHBIX BOIPOCOB, C OMOPOH Ha
3HAHUS, MPUOOPETCHHBIE B MPOIIECCE CIICIUATM3AIMY TI0 BRBIOPAHHOMY HAIMpPaBICHUIO HH(OpMA-
THKH.

O1nenka 4 (XOpollI0) CTABUTCS, €CIIHU:

PacKpBhITO OCHOBHOE COZICp)KaHHE BOIPOCOB; B OCHOBHOM IPABHJIBHO JIaHbI OMPEICICHUS
HOHSITI/If/i 1 UCIIOJIb30BAaHBbI HayLIHBIG TepMI/IHI)I; OTBET CaMOCTOﬂTeJIBHBII\/JI; OHpeIIeJIeHI/Iﬂ HOHSITI/If/’I
HEMOJIHBIE, TOMYIICHbI HAPYIICHHs MOCIEA0BATEIbHOCTH U3JI0KEHUs, HEOOIbIINEe HETOYHOCTH
HpI/I HUCITIOJIB30BAHUHN HaqubIX TepMI/IHOB HWJIN B BBIBOJIAX U O606HI€HI/I$IX, I/ICHpaBHﬂeMBIe 10 10-
MIOJIHUTEJIbHBIM BOIIPOCAM 3K3aMEHATOPOB.

Ornenka 3 (YIOBICTBOPUTEIBHO) CTABUTCS, €CIIH:

YCBOGHO OCHOBHOE COJIep:KaHHe y4yeOHOro mMaTepuaia, HO M3JI0KEeHO (parMeHTapHO, HE
BCEr/Ia II0CIIeI0BATEIBHO; OMPEIeIICHNE TIOHATHH HETOCTATOYHO Y€TKOE; HE MCIIOIh30BaHBI B Ka-
YeCTBE JI0Ka3aTeIbCTBA BBIBOJIbI M3 HAOIIOICHUN U OMBITOB WM JOMYIICHBI OMIMOKH MPU UX U3-
JIOXKCHUMU, IIOHYIIIGHI)I OIHI/I6KI/I 1 HCTOYHOCTHU B HUCITIOJIB30BAHUHN Hay‘-IHOI\/JI TCpMI/IHOJIOFI/II/I, onpe-
JICTICHUM TIOHSATHH.

Ornenka 2 (HeYJIOBICTBOPUTEILHO) CTAaBUTCS, €CIIM:

OTBET HEMPABUJIBHBIN, HE PACKPBITO OCHOBHOE COJIEp>KaHUE MPOTrPAMMHOT0 MaTepuana; He
JAaHbI OTBETHI Ha BCIIOMOI'aTCJIBHBIC BOHpOCI)I BKSaMeHaTOPOB; JIOHyHIeHI)I FI)Y6I>IC OHII/I6KI/I B
oTpeieIeHUH TIOHATUH, PU UCTIOIH30BAaHUH TEPMUHOJIOTHH.

6.3 TunoBble KOHTPOJIbHBIE 32/IaHNUS WM HHBbIE MATEPHAJIbI, HE00X0UMbIE 1151
OLIEHKH Pe3yJIbTATOB 0CBOEHUS TUCHMUILINHBI

Hepeqem, NMPUMEPHLIX BOIIPOCOB K 3K3aMCHY

1. ITonsitue Ub. OcHoBHBIE cocTaBistomue b u ux pons npu coznanuu 1C.

2. 3nauenue u posb b B coBpeMeHHOM Mupe.

3. Yrpo3sl Ub (0cHOBHBIE Onpeienenns) U KpUTEPHH KiacCU(UKALUU YTPO3.

4. [Ipumepsbl yrpo3 U pUCKOB IO BCEM OCHOBHBIM cocTaBiisitoriuM (acnextam) Ub.

5. Ananus yrpo3 u pucko MC ¢ Touku 3penus Ub.

6. Poccuiickoe 1 MEXTyHapOIHOE 3aKOHOAATEIBCTBO B 00JIACTH 3aIIUTH HH()OPMAITHH.

7. Ctannaptsl U cienupuKauy B 001aCTH 3aIUTHl HH()OPMAIH, UX OCHOBHBIE
MOJIO’KEHUS U TIPUHIUIIBI TOCTPOCHHUS.

8. «OpanxeBasi KHUTra» KaK OLICHOYHbIN CTaHJapT.

9. Kputepuu onieHkn 0e30nacHOCTH HHPOPMAIIMOHHBIX TEXHOIOTHM

10. OcHOBHBIE MEXaHU3MBI U CEPBUCHI O€30IAaCHOCTH.

11. CereBas 6e30macHOCTb, HaubOJEE XapakTepHble yrpo3bl Ais ceTeBbix MC, Toukn
BXO/J1a.

12. AnmunucrtpatuBHbiil ypoBeHb Vb (OCHOBHBIE MOHATHS, TOIUTHKA 0€30IaCHOCTH).

13. TIIporpamma 6e301MacHOCTH, CHHXPOHU3ALHS TPOrpaMMbI 0€301TaCHOCTH C
’KM3HEHHBIM LIUKIIOM CHCTEM.

14. Yupasnenue puckamu. OCHOBHBIE TOHATHS, IPUHIUIIBI, 3TAIIBI.

15. IIpouenypusiii ypoBenb Ub, knaccudukaiys Mep 3Toro ypoBHs.
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16. IlpuHuune! puzndeckoit u apxurekrypHoii 6e3onacHoctu UC. Uepapxuueckas
opranuzarus NC.

17. Unentudukanus u ayreHTH(GUKanms (crnocoobl, UX TOCTOMHCTBA U HEIOCTATKN),
yIpaBJIEHUE JOCTYIIOM.

18. YopaBnenue JOCTYIIOM, TEXHOJIOT UM, IPUHLIUIIBI OPTaHU3AINH, THIIUYHBIC PEILICHHS.

19. TexHOJIOTMYU IPOTOKOIMPOBAHUSA U ayauTa. [IpuHIMIBI TOCTpOEHUS U 3a1auH,
3aBUCHUMOCTB OT Jpyrux cpeacts Ub.

20. Ucnonws3oBanue kpunrorpaguieckux Texuonorui B UC.

21. TexHu4yeckue CpeacTBa, 00ECIICUNBAIONINE 3AIUTY HH(POPMAINH, UX KIacCU(UKAITUSL
Y Ha3Ha4YeHHUE.

22. PearnpoBaHue Ha HapyIICHHE PeKUMa O€30MacCHOCTH, MTPOLEAYPHI TUTAHOBBIX
BOCCTaHOBUTEIIBHBIX paboT.

23. Oco0eHHOCTH COBPEMEHHBIX HH(POPMALIMOHHBIX CHCTEM, CYIIECTBEHHBIE C TOUKU
3peHHs Oe30MaCHOCTH.

24. PoneBoe yrpaBiIeHUE JTOCTYTIOM.

25. AKTUBHBII ¥ IaCCUBHBIN ayuT.

7 IEPEYEHb HH®OPMAILIMOHHBIX TEXHOJIOI' Ui, UCIOJIb3YEMBbIX
B NIPOLNECCE OBYYEHUSA

HNudopmanuoHHbIe TEXHOJOTHH — 00yUYEHUE B DJIEKTPOHHON 00pa30BaTeIbHON Cpefie ¢
LEJIbI0 PACHIMPEHUs JOCTYIA K 00pa30BaTeNbHBIM pecypcaM, yBEINYCHHs] KOHTAKTHOT'O B3aUMO-
JIEUCTBUSI C TperoaBaTeieM, MOCTPOSCHU UHAUBUIYATbHBIX TPACKTOPHUM MOATOTOBKHU, OOBEK-
TUBHOT'O KOHTPOJISI © MOHUTOPUHIA 3HAHUM CTYJEHTOB.

B o0pazoBarenbHOM mporiecce 1o IUCHUILIMHE UCTIONB3YIOTCS Ceayromue nHhopmaIu-
OHHBIE TEXHOIIOTUH, SIBJSIONIMECS KOMIIOHEHTaMH ODIIEKTPOHHON HH(OpPMAIIMOHHO-00pa3oBa-
TenpHOM cpenbl bI'TIY:

e odunmaneHeli caiit BI'TIY;

KopnoparusHas ceTb bI'TIY;

cucreMa 31ekTpoHHOro 0oydenuss ®I'bOY BO «bI'TIV »;
AIIEKTPOHHBIE OMOTHOTEYHBIE CUCTEMBI,

cuctemsl mporpammuposanust (C++, Java, Delphi, Pascal);
MYJIbTUMEIUINHOE COTPOBOXKICHUE JIEKIINI U TPAKTUYECKUX 3aHSATHIA.

8 OCOBEHHOCTHU U3YYEHUA JUCHUIIJIMHBI UHBAJIUIAMU U JIMHAMMU C
OI'PAHUYEHHBIMU BO3MOKHOCTSAMMU 3/10POBbA

HpI/I O6y"IeHI/II/I JIMI[ ¢ OrpaHUYCHHBIMU BO3MOKHOCTSAMU 310POBbs IMMPUMCHAIOTCA ajalli-
TUBHBIE 00pa30BaTeIbHbIE TEXHOJIOTMU B COOTBETCTBUU C YCIOBHSIMHU, U3JIO)KEHHBIMH B Pa3Jieln
«OCcoOEHHOCTH OpraHu3aluu 00pa30BaTEIbHOIO Mpoliecca MO 00pa30BaTEIbHBIM IIPOrpaMMamM
JUIS. UHBAJIMJIOB U JIML C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMU 3/I0POBBs» OCHOBHOW 00pa3zoBaTeib-
HOM IporpamMMsl (MCTIOIb30BaHUE CHEIMATBbHBIX Y4€OHbIX MOCOOUN U AUJTAKTUYECKUX MaTepua-
JIOB, CHEIMATIBHBIX TEXHUYECKHX CPEJICTB 00yYEHHs KOJUIEKTUBHOTO M UHIMBUAYATIBHOTO TOJIb-
30BaHus, NMPEAOCTaBICHUE YCIYT aCCUCTEHTAa (TIOMOIIHKKA), OKa3bIBAIOIIEr0 00yYaroUIMMCs He-
00XOAMMYIO TEXHUYECKYIO TOMOIIIb U T.II.) C Y4ETOM MHIUBUAYAJIbHBIX 0COOEHHOCTEH 00ydaro-
IAXCSL.
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9 CIMCOK JIMTEPATYPBI U UTH®OPMAIIMOHHbIX PECYPCOB

9.1 JIutepartypa

1. Beenenue B kpunrorpaduio : 6a30BbIil Kypc U CTY/. MaTeMaTuy. Crell. By30B / pell.
B. B. Slmenko. — 3-e u3n. — M. ; XapekoB ; Munck; CII6. : ITutep, 2001. — 287 c. (9 3k3.)

2. Tanarenko B.A. OcHOBBI HH(GOPMAIIMOHHON O€30MaCHOCTH : KypC JIEKIIUH I CTY/1.BY-
30B,00y4aromuxcs 1o cneil."[Ipukiannas uapopmaruka" / ['anarenko B.A. — M. : UnTepuer-Yu-
T nHpopMarmoHHbIX TexHojorui, 2003. — 277 c. (10 7k3.)

3. 3enkoB, A. B. NHdopmanmonnas 6e30macHOCTh ¥ 3an1uTa HHGOpMaIuy : yaeOHOoe To-
cobue mis By3oB/ A. B. 3enkoB. — Mocksa : UzmarensctBo Opaiit, 2022. — 104 ¢. — (Bsicuee
obpazoBanue). — ISBN 978-5-534-14590-8. — Texkcr : anextponHslii // OOpa3oBarenbHas miat-
dopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/497002 (nara obparuenus: 10.10.2022).

4. MenbpaukoB, B. I1. Madopmanmonnas 0€30MacHOCTh U 3aluTa HHPOPMAIHH : y4eo.
nocobue ans cryn. By30B / B. I1. Menbuukos, C. A. Kneiimenos, A. M. Ilerpakos ; nox pexn. C.
A. KineiimenoBa. — 4-e uzn., crep. — M. : Akagemus, 2009. — 330 c. (6 3k3.)

5. Illermos, A.lO.3ammra wuHGOpPMAIMU: OCHOBBI TEOPHHU : Y4YEOHHK JUisi BY30B /
A. 1O. Ulernos, K. A. Illernos. — Mocksa : 3natensctBo FOpaiit, 2022. — 309 c. — (Bsicmee 00-
pazoBanue). — ISBN 978-5-534-04732-5. — Tekcr : anexkrponnslii // O6pa3oBarenbHas miatdopma
FOpaiir [caiit]. — URL.: https://urait.ru/bcode/490019 (nara ooparenus: 10.10.2022).

6. CyBoposa, I'. M. UudopmanmonHas 0e30macHOCTb : y4eOHOe mocoOue uisi By30B /
I'. M. CyBopoBa. — Mockga : U3marensctBo FOpaiit, 2022. — 253 c. — (Breicuiee o6pa3oBanue). —
ISBN 978-5-534-13960-0. — Texkct : anmexktponnbiii // OOpa3oBatenbHas miardopma HOpait
[caiiT]. — URL: https://urait.ru/bcode/496741 (nata ob6pamenus: 10.10.2022).

7. Pacropryes, C.I1. OcHoBbl nuHpOpManoHHOM 6e30macHoCcTH [ TekeT] : yueb. mocodue /
C. I1. Pactopryes. — 2-¢ u3., ctep. — M.: Akanemusi, 2009. — 186, [1] c. — (Briciree mpodeccuo-
HalbHOE 00pa3oBaHme). (5 3K3.)

8. Cobomnes, A. H. ®u3nueckie 0CHOBBI TEXHUYECKUX CPEACTB 00ecredeHnst HH(opMaIu-
OHHOI Oe3omacHocTH [Text] : yueO. mocobue ans crya. By3oB / A. H. Co6ones. - M. : T'enuoc
APB, 2004. - 221 c. (16 3k3.)

HopmaTuBHbIE JOKYMEHTBI

1. TOCT 28147-89. Cucrembl o0paboTku uHGOpMAIMU. 3amura Kpunrorpapuye-
CKas. ATOPUTMBI KPUTITOTpapUIeCcKOro Mpeodpa3oBaHMUsL.

2. TOCT 34.10-94. Undopmannonnas texnosorusi. Kpunrorpadudeckas 3amura uH-
dopmaruu. [Ipornenypsl BeIpaOOTKH U MPOBEPKH dIEKTPOHHOHN IUQPPOBOIl moanucu Ha 0aze
ACHMMETPUYHOTO KPUTITOTPAhUIECKOTO aITrOpUTMA.

3. PykoBomsmuii moxkymeHT ['ocrexxomuccuu Poccun. TepmMuHbl u onpenencHus B
obnactu 3amutel oT HCJI k nundopmanuu. M.: I'TK PO, 1992.

4. PyxoBomsumii nokymeHT I'ocrexxomuccun Poccun. KoHuenus 3amurel cpecTs
BBIYUCITUTENIFHOW TEXHUKH W aBTOMATH3MPOBAHHBIX CHUCTEM OT HECAHKIIMOHMPOBAHHOTO JI0-
cryna k uapopmanuu. M.: 'TK PO, 1992.

5. Pyxoomsmmii qokymeHT ['octexkomuccun Poccun. CpenctBa BRIYMCIUTEIBHON
TEXHHUKHU. 3alluTa OT HECaHKIMOHHPOBAHHOTO AocTymna K nHpopmanuu. [lokazarenu 3ammu-
menHoctr CBT ot HCJ] x uadopmanuu. M..I'TK P®, 1992.

6. PykoBomsmuit moxkymeHT ['ocrexxomuccuu Poccun. ABTOMaTH3UPOBAHHBIE CH-
CTEeMBbI. 3alliuTa OT HECAHKIIMOHHUPOBAHHOTO J0CTyNa K nHpopmanuu. Kiaccudpukarus aBro-
MaTU3MPOBAHHBIX CUCTEM U TpeboBaHUs 110 3amute nHpopmanuu. M.: I'TK PD, 1992.

9.2 ba3bl JaHHBIX U HHPOPMALMOHHO-CITPABOYHbIE CHCTEMBI
1. ®enepanbupiii moptanm  «Poccmiickoe  oOpazoBanme» — Pexum  mocTyma:
http://www.edu.ru
2. Nadopmanmonnas cuctema «EnMHOE OKHO IOCTyma K 00pa3oBaTeIbHBIM pecypcam»
— Pexxum nocryna: http://www.window.edu.ru



https://bgpu.ru/irbis/cgi-bin/irbis64r_14/cgiirbis_64.exe?LNG=&Z21ID=&I21DBN=BOOK&P21DBN=BOOK&S21STN=1&S21REF=3&S21FMT=fullwebr&C21COM=S&S21CNR=10&S21P01=0&S21P02=1&S21P03=A=&S21STR=%D0%93%D0%B0%D0%BB%D0%B0%D1%82%D0%B5%D0%BD%D0%BA%D0%BE%20%D0%92.%D0%90.
https://urait.ru/bcode/497002
https://bgpu.ru/irbis/cgi-bin/irbis64r_14/cgiirbis_64.exe?LNG=&Z21ID=&I21DBN=BOOK&P21DBN=BOOK&S21STN=1&S21REF=1&S21FMT=fullwebr&C21COM=S&S21CNR=10&S21P01=0&S21P02=1&S21P03=A=&S21STR=%D0%9C%D0%B5%D0%BB%D1%8C%D0%BD%D0%B8%D0%BA%D0%BE%D0%B2,%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%20%D0%9F%D0%B0%D0%B2%D0%BB%D0%BE%D0%B2%D0%B8%D1%87
https://urait.ru/bcode/490019
https://urait.ru/bcode/496741
https://bgpu.ru/irbis/cgi-bin/irbis64r_14/cgiirbis_64.exe?LNG=&Z21ID=&I21DBN=BOOK&P21DBN=BOOK&S21STN=1&S21REF=1&S21FMT=fullwebr&C21COM=S&S21CNR=10&S21P01=0&S21P02=1&S21P03=A=&S21STR=%D0%A1%D0%BE%D0%B1%D0%BE%D0%BB%D0%B5%D0%B2,%20%D0%90.%20%D0%9D.
http://www.edu.ru/
http://www.window.edu.ru/
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3. ®enepanbHblii HEHTP HHPOPMALMOHHO-00pa30BaTENbHBIX pecypcoB — Pexxum mo-
cryna: http://fcior.edu.ru

4. Caiitr @enepanbHON CITYKObI 0 UHTEIICKTYaIbHOW COOCTBEHHOCTH, TATCHTAM U TO-
BapHbIM 3HakaM (PocnarenTa). — Peskum mocryma: http://www.fips.ru/rospatent/index.htm

9.3 D/1eKTPOHHO-0MOTHOTEYHbIE PeCYPChI
1. 3BC «Opaiity. — Pexxum poctyna: https://urait.ru
2. TMomnpex (0630p CMUN). — Pexxum goctyna: https://polpred.com/news

10 MATEPUAJIBHO-TEXHUYECKAS BA3A

JUis mpoBeleHUs 3aHATUH JIEKIMOHHOIO M CEMUHApPCKOro THIA, TIPYNIOBBIX U
WHAMBUAYAJIbHBIX KOHCYJIbTALIMM, TEKYLIET0 KOHTPOJS U IMPOMEXKYTOYHOW aTTecTaluu
UCMOJNB3YIOTCSl  ayJUTOPUH, OCHAIIEHHBIE YyueOHOH  MeOenblo, ayaIUTOPHOM  JOCKOM,
KOMIIBIOTEPOM(PaMHU) C YCTAaHOBJICHHBIM JIMIIEH3UOHHBIM CHEIHMATIN3UPOBAHHBIM IIPOTrPAMMHBIM
o0ecrieyeHHeM, KOMMYTAaTOpPOM JUIsI BBIXOJA B 3JIEKTPOHHO-OMOJIIMOTEUHYIO CUCTEMY U
IEKTPOHHYIO  HMH(pOpMaMOHHO-00pa3zoBaTenbHyr0  cpeny  BITIY,  MynbTUMeauitHBIMU
POEKTOPaMH, 9KCHO3ULIMOHHBIMU 9KpaHaMH, y4eOHO-HarJI AHBIMU nocoOusMu
(MynbTUMEIUNHBIE IPE3CHTALINHN).

Jlis mpoBezeHusl J1abOpaTOpHBIX pabOT TakKe MCIOJIb3YeTCs KOMIIBIOTEpPHBIN Kiacc,
YKOMIUIEKTOBAaHHAs CJIETYIOIIUM 000PYAOBAHUEM:

e KOMIUIEKT KOMIIBIOTEPHBIX CTOJIOB.

e Cron npenopaasaresis

e [[rorutp

e AyauTopHas J0cKa

e KomnbioTepsl C YCTAaHOBJIEHHBIM JIMIIEH3MOHHBIM CHEUAIN3UPOBAHHBIM ITPOrpaMM-
HBIM 00€ecIiedYeHHEM

e MynbTUMEAUNHBIN IPOEKTOP

e DKCINO3ULIMOHHBIN IKPaH

¢ YyeOHO-HarsAHbIe TOCOOUs - MYJIbTUMEAUNHBIE IPE3EHTAIMN MO JUCHUILINHE.

CamocrosTenbHas paboTa CTYAEHTOB OPraHU3YeTCs B ayTUTOPUIX OCHALIEHHBIX KOMIIb-
IOTEPHON TEXHUKOM C BBIXOJOM B 3JIEKTPOHHYIO HH(POPMAIIMOHHO-00pa30BaTENbHYIO CPEY BY3a,
B CHEMAIM3UPOBAHHBIX JJAOOPATOPHUSAX M0 AUCLUILIMHE, a TAKXKE B 3ajJaX JOCTYIA B JOKAJIbHYIO
cetb BI'TIY, B mabopaTopuu NcUxo0I0ro-ne1aroruueckux UCCaea0BaHul u Jip.

JIMLIeH3MOHHOE MpOrpaMMHOE OOecleYeHue: OIEepalMOHHbIE CHCTEMBbl CeMelcTBa
Windows, Linux; oducusie mporpammel Microsoft office, Libreoffice, OpenOffice; maremaTnue-
ckuit maker MatLab, cucremsl nporpammupoBanus (C++, Java, Delphi, Pascal), 6pay3epsr.

Pazpaborunk: CepoB M. A., KaHIUIAT TEXHUUYECKUX HAYK


http://fcior.edu.ru/
http://www.fips.ru/rospatent/index.htm
https://urait.ru/
https://polpred.com/news

11 JIUCT UIBSMEHEHUHA U JONMOJIHEHUM

24

YTBep:xkaenne usmenenuii u ronoanennii B PILJI nast peannzauuu B 2020/2021 yu. r.

PIT/] oOcyxnena u onodbpena amns peanusanuu B 2020/2021 y4. r. Ha 3aceqanuu Kadeapsl
nH(pOPMATUKH U METOIUKH TperofgaBanus nHGopmaTuku (mpoTokos Ne 8 ot «17» utons 2020 r.).
B PIIJI BHeceHBI ciieqyromue U3MEHEHUS U OIOJIHEHMS:

No uzmenenusi: 1
No ctpanuilsl ¢ u3mMeHeHueM: TUTYJIbHBIN
JIUCT

cxknrounTs:

Bxirouunts:

TexcT: MUHHCTEPCTBO HAYKH U BBICIIETO 00-
pazoBanusi PO

TekcT: MunucrepcTBo npocsemieHus Poc-
curickoi denepanun

YT1Bep:kaenue u3menenuii u qonojaHennii B PILJL nus peanusanun B 2021/2022 yu. r.

PIT/] o6cyxnena n omodpena s peanmm3aruu B 2021/2022 y4. r. 6e3 U3MEHEHHI Ha 3a-
cenanuu kadeapbl HHGOPMATHKK U METOIUKH TIpenoaBaHust HHGopMaTuku (poTokoa Ne7 ot

21.04.2021 r.).

YT1Bep:knenue u3mMmenenuii u qonojgHenunii B PILJI nis peanuzauuu B 2022/2023 yu. r.

PIIJ] mepecmotpena, o0cyskieHa u ogobpeHa s peanmsanuu B 2022/2023 yuyebHOM TO1y
Ha 3aceaHuu Kadeapsl HHPOPMATHKU U METOIUKH MpernogaBaHus HHPopMaTuku (mpotoko Nel

ot 21 cents6ps 2022 r.).

B pa6oqy10 mporpamMmy BHECCHBI CIICAYIOIINEC U3MCHCHUA U JOIMOJIHCHU:

Ne uzmenenus: 1
Ne crpanwuip! ¢ m3mMeHeHHeM: 22-23

B Pa3nen 9 BHeceHBl U3MEHEHUS B CIHMCOK JIMTEpaTyphl, B 0a3bl JaHHBIX U MHPOPMALMOHHO-
CIPaBOYHbBIE CHCTEMBI, B AIEKTPOHHO-OMOINOTEUHBIE pecypChl. YKa3aHbl CChUIKH, OOecreyu-
BAaIOLIHME JOCTYI 00YJarOIUMCS K 3JI€KTPOHHBIM Y4EOHBIM U3JaHUSIM U 3JIEKTPOHHBIM 00pa30-
BarenbHBIM pecypcaM ¢ caiita PI'BOY BO «bI'TIV ».




