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1 IIOSICHUTEJIBHAS 3AIIUCKA

1.1 Heab AUCHUIIMHBI: O3HAKOMJIEHHE ¢ 0011Ie# TpobaemMoit nHdopMaImoHHoM O6e30mac-
HOCTU HH(OPMAITMOHHBIX CUCTEM, OPTaHU3AIIMOHHBIMH, TEXHUYCCKIUMH U JPYTUMH METOJIaMU U
CpeICTBAMU 3alUThl HH()OPMALIUU, C 3aKOHOAATEIHCTBOM U CTaHIApTaMU B 3TOM 00J1acTH, C CO-
BPEMEHHBIMU KPUIITOCHCTEMaMH, C KOMITbIOTEPHBIMH CPEACTBAMH PEaTH3alMU 3aIIUTH B HHOP-
MAaI[MOHHBIX CUCTEMaX, U3yUYeHUE METOI0B HICHTU(UKALINU [T0JIb30BaTeNeil, 60pbObI C BUpyCaMu;
OocBOCHME (pyHIaMEHTAIBHBIX 3HAHUN B 00J1aCTH MH(OPMAIIMOHHON OE€30MaCHOCTH U BBIPAOOTKA
MPAKTUYECKUX HABBIKOB IPUMEHEHHUSI 3TUX 3HAHUU.

1.2 Mecto aucuuniaunsl B crpykrype OOIL: ducinnnuna « MTadopmannonnas 6e3omac-
HOCTB» OTHOCHUTCS K JUCIHILIHHAM 00s3arenbHoi yactu 610ka b1 (B1.0.24).

Conepxanne quctumuinHbl « M HPOpMamonHas 6€30MacHOCThY BXOIUT B HEOOXOTUMBIIA
MUHUMYM TpodeccuoHanbHbix 3HaHUH. [IpenogaBanne aucuunnunsl «MHpopmanonnas 06e3-
OIaCHOCTBY CBSI3aHO C IPYTMMHU TUCHMIIMHAMH PO(PECCHOHATBLHOTO LUKIIA K APXUTEKTYpa KOM-
MBIOTEPHBIX CETEH CeTH», K APXUTEKTYpa HH(HOPMALIMOHHBIX CUCTEM.

1.3 IncuunjimHa HanpaBJieHa Ha (popMHUpoOBaHue ciaeayomux komnerenuuii: OITK-

- OIIK-2. CriocobeH NMpUMEHATh COBPEMEHHBIM MaTeMaTUYeCKHUi anmapar, CBSA3aHHBIN C
MIPOCKTUPOBAHUEM, Pa3pabOTKOM, peann3alell U OLIEHKOM KaueCcTBa MPOrpaMMHBIX MTPOIYKTOB U
NPOTrPaMMHBIX KOMILJIEKCOB B PA3IMYHBIX OOJACTSAX UYEIOBEYECKOH AEATEIHHOCTH, HHAUKATO-
PaMu JOCTHKEHHSI KOTOPOH SIBIISETCS:

e OIIK-2.1 —3HaeT: MaTeMaTHYECKHE OCHOBBI IIPOTPAMMHUPOBAHMS U S3BIKOB MPOTPaM-
MHPOBaHHsI, OpraHnu3anyy 0a3 TaHHBIX U KOMIIBIOTEPHOTO MOJICIMPOBAHMUS; MaTeMaTHYECKHUE Me-
TOJIBI OLIEHKU KA4eCTBa, HA/IS)KHOCTH M 3 (HEKTUBHOCTH MTPOrPAMMHBIX IPOTyKTOB; MaTeMaTH4e-
CKHE METOJIbl OPraHU3alUKi WHPOPMAIIMOHHOW 0€30MacHOCTH NpH pa3paboTKe M IKCILTyaTaluH
POTPAMMHBIX MPOTYKTOB M MPOTPAMMHBIX KOMIIEKCOB.

e OIIK-2.2 — ymeeT UCIIOIB30BaTh ATOT aImapar B MPo(ecCHOHANBHOM esITeTbHOCTH.

e OIIK-2.3 — uMeeT HABBIKH NMPHUMEHEHHUs JTaHHOTO MaTeMaTHUYECKOTO armnapara MpH
peLIeHNH KOHKPETHBIX 3a/1au.

1.4 TlepeyeHb NJIAHUPYEMBIX Pe3yJIbTATOB 00y4eHMs. B pe3ynbraTe U3ydeHus qUCLu-
IUTMHBI CTYAEHT JOJIKEH
3HATh:

® 3HaTh PaBOBbIE OCHOBBI HH(OPMAIIMOHHOMN 0€30MacHOCTH U 3alUThl HH(pOPMALINH;

e OIpeereHne OCHOBHBIX MOHATHH 3aIIUThl HH(POPMALIUHU, TUTIOBBIE TPOrpaMMHO-aIIapar-
HBIC CPCACTBA U CUCTCMBbI 3allIUTHI I/IH(i)OpMaIII/II/I OT HCCAHKIWOHUPOBAHHOI'O AOCTYIIa B
KOMIIBIOTEPHYIO CPELY;

e crnocoObl MU(POBaHHUS KOMIIBIOTEPHBIX JAHHBIX, CTAHAAPTHI, MOJEIN U METOJIbI LIU(PO-
BaHMUA;

® [PUHIUIBI KpUNTOrpadguueckux npeodpa3zoBaHuil, TUCKpeTHOE peodpazoBanue Dypoe;

® THUIIOBBIC CPCACTBA 3AIIUTHI I/IH(l)OpMaIII/II/I 1 BO3SMOXHOCTH UX UCIIOJIB30BaHUA B PCAJIbHBIX
3ajauax CO3/1aHus M BHEAPEHHs HH(OPMAIIMOHHBIX CHCTEM;
yMeTb:

® yMeTh peaIN30BbIBATh MEPONPUATHS AJIs OOECIIeUeHUs Ha MPEANPUSATHH (B OpraHU3aliH)
JeSITeIbHOCTH B 00J1aCTH 3aIUTHl HH(pOpMaIum;

® [IPOBOJUTH AHAJIU3 CTENEHH 3ALIUIIEHHOCTH MH()OPMAIIMN U OCYLIECTBIIATH MOBBIILICHUE
YPOBHSI 3aIIUTHI C Y4€TOM Pa3BUTHS MATEMaTHYECKOTO U MPOIPaMMHOI0 00ecrieYeHHs BbI-
YHUCIIUTENBHBIX CUCTEM;



e paspabarbIBaTh CPEACTBA U CUCTEMBI 3aIUTHI HH(OPMaAIIUU
BJIA/1€Th:

® METOJaMH 3alUTHI IPOrPaMM OT BUPYCOB;

® HaBBIKAMHU ayTEHTU(UKAIIMH [10JIb30BATEICH.

1.5 O6mas TpyroeMkocTh AucuuIuInHbl «HQOpManmonHas 6€30macHOCThY COCTaB-

asiet 4 3auetnblie eaunuiisl (nanee — 3E) (144 yaca).

IIporpamma npegycMaTpuBaeT U3yuyeHHE MaTepuaa Ha JIEKIUAX U NPAKTUYECKUX 3aHs-
Tsx. [IpeycMoTpeHa camocTosTenbHas paboTa CTYASHTOB [0 TeMaM U pa3zaeinaM. [Iposepka 3Ha-

HUH OCYyIIECTBIsETCS PPOHTATBHO, MHIUBUAYATBHO.

1.6 O0beM JUCUMIITIMHBI M BUAbI Y4€OHOM 1eATeJIbHOCTH

O0beM TUCHHILUIMHBI M BH/IbI YUe0HOI JiesiTeJIbHOCTH (0uHAas (popMa o0yueHuUs)

Bupa yueOHoii padoThl Bcero yacos Cemectp 7
OO61mas Tpya0eMKOCTh 144 144
AynUTOpHBIE 3aHATHS 54 54
Jlekuun 34 34
JlabopaTopHbie pabOThI 20 20
CamocrosTenpHas padbora 54 54
By uTOroBoro KOHTpOJIsI 36 9K3aMeH

2 YYEBHO-TEMATHUYECKOE IINTAHUPOBAHHUE
2.1 Oynasn ¢opma o0y4eHus

Y4yeOHO-TEeMAaTHYECCKUH IIJIAH

AyIUTOpPHBIEC 3aHATHSA
HaumenoBanue Bcero YA P

Ne JlabopaTop-
TeM (pa3aesioB) 4acoB Jlekuuu
Hble padoThI

CamocTos-
TeJabHasA
pabdora

BBenenue B unpopmannon-
Hy10 6e3omacHocTh. O0mas
npobiemMa uHHOpPMaAITMOHHOM 4 2
6e301macHOCTH HH(POPMAIIMOH-
HBIX CHCTEM.

OOuiecucTeMHbIE OCHOBBI 3a-
ATl KHGOPMAIIUU U TIPO-
1ecca ee 00paboOTKH B BBIYHC-
JINTENLHBIX CUCTEMAX. 3alnuTa
uH(bOpMaIIUY TIPU peain3auu 8 4
MH(POPMAITMOHHBIX MTPOIIECCOB
(BBOJ, BBIBOJI, IIEepeaya, oopa-
00TKa, HAaKOIJIEHUE, XpaHe-
HUE)




[IpaBoBOE oOecrieueHre nH-
(dhopMaImoHHON 6€30MacHOCTH

Opranu3zanmorHHoe odecreye-
HUE HH(POpPMAITMOHHOM 0e3-
OIAaCHOCTH

Texnnueckue cpeacrBa odec-
nedyeHust HHHOpMaMOHHON
0€30MacHOCTH

3amra HHGOPMALIUHU OT He-
CaHKIIMOHUPOBAHHOIO JI0-
cryna. IIpegorBpanieHue He-
CaHKIIMOHUPOBAHHOIO JI0-
CTyIla K KOMIIBIOTEPHBIM pe-
cypcam U 3alluTa Iporpamm-
HBIX CPEJCTB

3ammra OT KOMIIbIOTEPHBIX
BHUPYCOB

MaremaTuueckue 1 METOJu4e-
CKHe cpeacTBa 3amuThl. Kpun-
Torpaduyeckoe 3aKpbITHE UH-
dbopmanuu

20

10

YHUYTOKEHHE OCTAaTOUYHBIX
JTAHHBIX

10.

3ammra oT motepu HHPoOpma-
IIUH ¥ OTKa30B IIPOrPaMMHO-
anmnapaTHbIX CPEJCTB

11.

KomnbroTepHsle cpesicTBa pea-
JU3allKu 3alIUThl B UHPOpMa-
LMOHHBIX CHCTEMAX. 3alUTa
MH(}OPMALMOHHO-TIPOrpaMM-
HOro o0ecrieyeHus Ha ypOBHE
OIEPAIMOHHBIX CUCTEM

10

12.

3amura nHpoOpMaIuU Ha
YPOBHE CUCTEM YIIPABICHUS
0Oa3zaMH TaHHBIX

13.

Crnenunduyeckue 0COOCHHOCTH
3aIuThl HGOPMAIIUU B JIO-
KAJIBHBIX U III00aIbHBIX KOM-
MBIOTEPHBIX CETAX

14

14.

[IporpamMma nHpopMamoHHON
6e3onacHoctu Poccun u mytu
ee peanusanuu. CoBpeMEHHBbIE
CpezcTBa 3alIUThl HHpOpMa-
uun ot HC/|

DK3aMeH

36

UTOTO

144

34

20

54




HNHTEepakTHBHOE 00yUYeHHE MO JUCHHUIIHHE

dopma Koua-
HHTEPaKTUB- BO
HOIO0 3aHAATHSI | YaCOB

HaumenoBanue Bun
TeM (pa3/aesioB) 3aHATUA

1. | Benenue B nHGOPMAIMOHHYIO OE€30MMACHOCTbD.
O6mras nmpo6siema nHGpOpMaMOHHOHN Oe3omac- JI
HOCTH MH()OPMAIIMOHHBIX CUCTEM.

2. | 3ammra uHMOPMAIMHA OT HECAHKIIMOHUPOBAH-
Horo goctyna. IIpenorBpaienne HECAHKINO-
HUPOBAHHOTO JIOCTyIa K KOMITBIOTEPHBIM pe-
CypcaMm | 3aIlluTa IPOrPaMMHBIX CPEICTB
UTOro 18

Jlekuus-nuckyc-
cusa

10

JIb Pa6oTa B mapax 8

3 COAEPKAHUE TEM (PA3EJIOB)

1. BBEAEHUE B MTHO®OPMAIIMOHHVYIO BE3OITACHOCTb. OBIIA ITPOBJIEMA
MHO®OPMAILIMOHHOM BE30ITACHOCTH UH®OPMAILIMOHHBIX CUCTEM

[ToHATHE HAaLMOHANBHOM 6€30MacCHOCTH: BU/IbI OE30IACHOCTU: TOCYJApCTBEHHAs, SKOHO-
MHUYECKasi, OOIIECTBEHHAsI, BOCHHAs, YKOJIOTHYECKasi, MHPOPMAIIMOHHAS; POJIb H MECTO CUCTEMBI
obecrieuenuss nHpopMannonHoi 6e3onacHoctu (Mb) B cucreme HanmMoHaIbHON 0€30MMacHOCTH
P®; noxrpuna Ub, ucropus npobiemsr Ub, yrpo3st Ub; meToas! u cpencrsa odecneuenus 1b;
METOI0JIOTUYECKHE U TEXHOJIOTHYECKHE OCHOBBI KOMILIEKCHOTrO obecnieuenus Mb; monenu, crpa-
TETUU U cucTeMbl ooecrieuenus: Mb; MeToap! ynpaBieHns, OpraHu3auy 1 o0ecriedeHus padboT 1o
obecneuennto b; obecnieuenne b B HOpManbHbBIX M Ype3BbIUAHBIX CUTYalUSX; IPOOJIEMbI HH-
dopmarmonHoi BoiHBL [Ipenmer 3ammTbl. OCHOBHBIE COCTAaBIISIONINE HHPOPMAIIMOHHYIO 0€3-
OIaCHOCTb.

2. OBLIHECUCTEMHBIE OCHOBBI 3AIIUTHI THOOPMALIMU U TTPOLIECCA EE
OBPABOTKU B BBIYMCJIIMTEJIBHBIX CUCTEMAX. 3AILIUMTA MHO®OPMALIMU [1PU
PEAJIMBAIIMN MHO®OPMALIMOHHBIX ITTPOLIECCOB (BBOJ, BBIBO/, ITEPEJAYA,
OBPABOTKA, HAKOIIVIEHUE, XPAHEHUE)

CtpykTypa ¥ IpUHIHIB (YHKIHOHHPOBAHUS COBPEMEHHBIX BBIYHUCIUTEIHLHBIX CHCTEM.
[Tpobnembr obecrieuenus: 6e30macHOCTH 00pabOTKM U XpaHEHUs! MH(MOPMAIUU B BHIYHUCIUTENb-
HBIX CHUCTeMaX. ba3oBble ATarmbl MOCTPOSHHS CUCTEMBI KOMITJICKCHOM 3aIIUTHl BEIYMCIUTEIBHBIX
cucteM. AHalu3 Mozieiel HapyuTens. Y Tpo3bl HHPOPMALMOHHO-TIPOIPAaMMHOMY 00€CTIEYEHUI0
BBIYUCITUTENFHBIX CUCTEM U MX Kiaccuukanus. OYHKIUN CUCTEMBI 3allIUTHI TI0 MPeXyTPExKIe-
HUIO YIpO3 U YCTPAaHEHMIO MOCIENCTBUM ux peanuzanuu. Kiaccudukanus cnoco6oB U cpencTs
KOMIUIEKCHOM 3amuThl HHpopMarmn. Kiaccupukaiyst MeTo10B 3aUThl HHPOPMAIIUHU C UCTIONb-
30BaHMEM IIPOrPaMMHO-AINAPATHBIX CPEJCTB BHIUUCIUTEIBHON CUCTEMBI.

OpraHu3anyoHHas CTPYKTypa CHCTEMBbl KOMILIEKCHOW 3aIlIUThl WHPOPMALMOHHO-TIPO-
rpaMMHOro obecrieueHus. YpaBieHHe CUCTEMOH 3auThl. OyHKIUH sSApa CUCTEMbl KOMIUIEKC-
HOU 3amuThl. MHOTOYPOBHEBAsI CTPYKTYpPa CHCTEMBI 3aIIUTHl HA OCHOBE MPOTrpaMMHO-ammapaT-
HBIX CPEJICTB BBIYUCIUTENBbHON cucteMbl. [IpoekTrpoBaHre CUCTEMBI 3aIUTHI.

3. IPABOBOE OBECIHEYEHUE NTHOOPMAITMOHHOM FE30ITACHOCTH

IIpaBoBbIe 1 HOpMaTHUBHBIE aKkThI B o0nacT Mb. Poccuiickoe 3akoHOIaTEIBCTBO B 001aCTH
MH(OPMallMOHHON 0€30MaCHOCTH, 3aIIUThI FOCYAAPCTBEHHON TailHBbI M KOH(UIEHIIMAIBHON HH-
(opmanuu; KOHCTUTYLIMOHHBIE TApaHTHH MIPaB TpakKaaH Ha HH(GOPMAIIMIO U MEXaHU3M UX pealu-
3alli¥; MTOHATHE W BUJIBI 3alIUIaeMOil HH(GOpPMAIMK TI0 3aKOHOAATeNbCTBY PD; 3ammra wHTEN-
JIEKTYaJIbHOM COOCTBEHHOCTH CPECTBAMHU IMMATEHTHOT'O U aBTOPCKOTO MPaBa; MpaBoBas perjiaMeH-
TaI¥sl OXPaHHOH eATENFHOCTH; MEXKIYHAPOIHOE 3aKOHOIATEITLCTBO B O0JIACTH 3aIIUTHI HHPOP-
marmu. O030p 3apyOeKHOTO 3aKOHOIATENIBCTBA B 001aCTH MH(DOPMAIIMOHHON 0€30IaCHOCTH.
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OneHouyHble CTaHAAPTHI U TEXHUUECKHe crienndukaniu. «OpaHxkeBas KHUTa» Kak OLlEHOY-
HbIii cTannapt. Pekomennanuu X.800. Crannapt «Kpurepun omeHKH 6€30macHOCTH HH(OpMAIIn-
OHHBIX TeXHOJOTHi». PykoBoasmue nokymenTsl ['ocrexkomuccuu Poccun.

4. OPI'’AHU3ALIMOHHOE OBECIIEUEHUME MH®OPMALIMOHHOM
BE3OITACHOCTH

OcHOBHBIE OTIpeNIeNIeHus] M KpUuTepuu Kiaccupukanuu yrpos. Ciyyaiinsie yrpossl. [Ipen-
HaMepeHHble yrpo3bl. OCHOBHBIE YIpO3bl LETOCTHOCTH, JIOCTYMHOCTH, KOH(MUIECHIHNATbHOCTH.
AHaiu3 ¥ OIleHKa yrpo3 nH(GOpMAIIMOHHON 6e30nacHOCTH 00BEeKTa; OIleHKa yiiepOa BCIIeCTBHE
MPOTUBOMNPABHOTO PACKPBITUS HH(OPMALIMK OTPaHUYSHHOTO JIOCTYIAa U MEPHI MO €ro JIOKaIu3a-
IIUH; CPEACTBA M METO/BI (PU3MUECKON 3aIIUTHl 0OBEKTOB; CUCTEMbI CUTHAJIN3ALIUH, BUACOHAOIIO-
JEHUS, KOHTPOJIS IOCTYIIa; CIy>k0a 6e30macHOCTH 00BEKTa; 10A00p, pacCTaHOBKA U paboTa ¢ Kaj-
pamu; OopraHu3anusi U 00ecliedeHHe peKUMa CEKPEeTHOCTU; OpraHu3alus IPOIyCKHOIO U BHYT-
PHOOBEKTOBOIO peXUMa; OpraHU3alusl pekruMa U OXpaHbl OOBEKTOB B IPOLIECCE TPAHCIIOPTHU-
POBKH; 3aIIMTa HH(POPMAIIMHU TIPH aBAPUAX, MHBIX SKCTPEMAJIbHBIX CUTYallUsX U B YCIOBUSAX Ype3-
BBIYAHOTO TOJIO’KEHUS; TEXHOJOTHYECKHe Mephl MOJAepKaHus HHPOPMAIIMOHHOM Oe30macHo-
CTH OOBEKTOB; oOecrieueHrne WH()OPMANMOHHONW OE30MaCHOCTH OO0BEKTa (Y4pekIeHUs, OaHKa,
MPOMBINIICHHOTO MPEANPUITHS) IPU OCYIIECTBICHUH MEXKIYHAPOJHOTO HAyYHO-TEXHHUYECKOTO
Y DKOHOMHUYECKOI'0 COTPYIHUYECTBA.

AJMUHUCTPATUBHBIN ypOBEHb MH(GOPMAIIMOHHON 0€30MacCHOCTH. YTIPABICHUE PUCKAMH.
OcHoBuble nonsTus. [lonmutuka 6e3onacuoctu. [lporpamma Ge3onacuoctu. [loaroroButenbubie
STansbl ynpasieHus puckaMu. OCHOBHBIE 3Tallbl YIPABICHUS PUCKAMH.

5. TEXHUYECKHME CPEJCTBA OBECIIEYEHUSI HMH®OPMAILIMOHHOM
BE3OITACHOCTH

OO01ue Bonpockl OpraHu3aluy MPOTUBOAECHCTBUSI TEXHUUECKON pa3BEIKe; OCHOBHBIE Op-
TaHU3AIMOHHBIE U TEXHUYECKHE MEPOIPHUATHS, UCIIOIb3YEMbIE AJI MPOTHUBOICHCTBUS TEXHUYE-
CKOM pa3BeIKe; METObI M CPEICTBA 3alIUTHI PeXKUMHBIX 00BEKTOB OT YTEUKH KOH(UACHIIHAIEHON
uH(pOpMaIIMK IO TEXHUYECKUM KaHanaMm; (pu3ndeckre OCHOBBI 00pa3oBaHUs MOOOYHBIX SIEKTPO-
MarHUTHBIX H3JIy4YE€HUH OT TEXHUYECKUX CPEACTB; KaHAIbI YTEUKA HH()OPMAIIHH: JICKTPOMAarHHUT-
HBIE, JJIEKTpUYecKHe (MIPOBOAHBIE), BUOPOAKYCTHUECKHE; 3alllUTa TEXHHUYECKHUX CPEACTB OT
YTEUKH MHPOPMAIUH 110 3TUM KaHaJlaM; HOPMbI 3()(PEKTUBHOCTHU 3aIIUTHI; POJIb U MECTO TEXHU-
4eCKOT0 KOHTPOJIs 3¢ (hEeKTUBHOCTH 3aLIUTHI HH(POPMALIUU; HOPMBI, pyKOBO/SIINE JOKYMEHTHI 10
OpraHM3aly U BEJIECHNIO KOHTPOJIS; OpraHN3allMOHHbIN U TEXHUYECKUIM KOHTPOJIb; METO/IbI KOH-
TPOJISL; OCOOEHHOCTH KOHTPOJISl OOBEKTOB B Pa3IMYHbIX c(hepax; anmaparypa KOHTPOJIS; B3aUMO-
JefiCTBHE KOHTPOJIbHBIX OPTaHOB € MOAPa3/IeICHUSIMU KOHTPOJIS Ha MECTaxX; METO/I0JIOTMUECKHe
OCHOBBI aBTOMATH3alMM TEXHUYECKOTO KOHTPOJIS; OCHOBHBIE 3aJjauld TEXHUYECKOTO KOHTPOJIA,
TpeOytolIre aBTOMaTU3UPOBAHHOTO PEIICHHUS.

6. 3AILMUTA MHOOPMALIMM OT HECAHKIWOHMWPOBAHHOI'O JJOCTVYIIA.
I[MPEAOTBPAIIEHWE HECAHKIIMOHNPOBAHHOI'O JJIOCTYIIA K KOMIIBIOTEPHBIM
PECYPCAM U 3AIIUTA ITPOI'PAMMHBIX CPEJACTB

Wnentudukanus nonp3oBareneii 1 yCTaHOBJIEHUE WX MOJJIMHHOCTH MPH JOCTYIE K KOM-
NBIOTEPHBIM pecypcaM. OCHOBHBIE 3Tallbl AOIYCKa K PECYpCcaM BBIUHUCIMTEIBLHON cucTeMsl. M-
M10JIb30BAaHKE MPOCTOro napoJis. Mcrnonb3zoBaHue JUHAMUUYECKH U3MEHSIOIErocs napos. Bzanm-
Hasl IPOBEpKa MOJIMHHOCTH U Jpyrue ciaydau ono3HaHus. CrocoObl pasrpaHMYeHHs J0CTyNa K
KOMIIBIOTEPHBIM pecypcaM. Pasrpanmdenue goctyna mo crnuckam. Mcmonb3oBaHue MaTpuilbl
YCTaHOBJIEHMS MOJIHOMOUNN. [Ipon3BonbHOE M IPUHYIUTENBHOE yIIpaBIeHUE JOCTyoM. Pasrpa-
HUYEHHE JOCTYNa MO YPOBHSIM CEKPETHOCTU M KareropusM. [loHsTue MeTok 0e30MacHOCTH.
VYnpasienue MmeTkamu 6e3onacHocTd. [lapoibHOe pasrpaHMueHHe JOCTya i KOMOMHUPOBAHHBIE
MeTo1bl. OCOOEHHOCTH MPOrPaMMHOM peanu3aluy KOHTPOJIS YCTaHOBJIECHHBIX MOJTHOMOYM. 3a-
[IMTa MPOTPAMMHBIX CPEACTB OT HECAaHKIIMOHUPOBAHHOTO KOMMMPOBAHUS, UCCIEAOBAHUS U MOJIH-
¢ukanuu. [Ipusszka nporpamm K cpene GyHKIHOHUPOBAHUS. 3alIUTa MpOrpaMM OT HECAaHKIIHO-
HUPOBAHHOTO 3aIlyCKa.



7. 3AIIIUTA OT KOMIIBIOTEPHBIX BUPYCOB

BpenonocHoe nporpammuoe obecrieuerne. Mctopust mosiBIeHHsI KOMITBIOTEPHBIX BUPYCOB
U (hakTophl, BIUAIONIME HAa UX pacripocTpaHeHue. [loHarue kommnbroTepHoro supyca. OCHOBHBIE
ATaIbl )KU3HEHHOTO LUKJIa BUPYCOB. OOBEKTHI BHEAPEHUS, PEKUMBI (DYHKITMOHUPOBAHHS H CIIE-
uanbHble QyHKIMH BUPYcoB. CxeMbl 3apakeHus ¢ailioB. CxeMbl 3apaxkeHus 3arpy3uukoB. Cro-
cOOBI MAaCKHPOBKH, HCIIOIb3yeMble BUpycaMu. Kiaccudukanus KOMIObIOTEpHBIX BUPYcoB. O0mas
OpraHM3alys 3alUThl OT KOMIIBIOTEPHBIX BUPYCOB. TpaH3UTHBIA U JMHAMUYECKUN PEKUMBI aH-
TUBUPYCHOM 3amuThl. [IoMCK BUPYCOB 1O CUTHATypaM H 00e3BpeXKUBaHUE OOHAPYKEHHBIX BUPY-
cOB. YI1yOJIeHHBIH aHaI13 Ha HAJIMYME BUPYCOB IIyTEM KOHTPOJIS STAJIOHHOTO COCTOSHUS KOMIIb-
IOTEPHON CHCTEMBI. 3alUTa OT JECTPYKTUBHBIX AECUCTBUN U pa3sMHOXEHUS BUpYcoB. Mcnoinb30-
BaHME CPEJICTB allapaTHOIO U NPOrpaMMHOro KoHTpouia. Crparerus 3a01aroBpeMeHHOM MoAro-
TOBKH K 3()()eKTUBHOM JTMKBUAAIIUH MTOCTIEICTBUI BUPYCHON ATIHIEMHH.

8. MATEMATHYECKHME MW METOAMYECKHE CPEJACTBA 3ALIUTHI
KPUIITOTPAOUYECKOE 3AKPBITUE NTHOOPMALINN

Beenenne B kpuntorpaduto. IlpeacraBnenue 3amumniaeMoil HMHGOpMaNMM; YIrpo3bl
0e30macHOCTH WH(POPMALWU; [EHHOCTh WH(GOpPMAIMK; OCHOBHBIE TEPMUHBI M TOHSATHS
KpUNTOrpa(uu; OTKPHIThIE COOOLICHUS U UX XapaKTEPUCTHKH; MOJAEIH OTKPBITHIX COOOLICHMIA;
UCTOPUYECKHI O4YepK pa3BUTUs Kpunrorpadum; Tumbl kpunrorpaduyueckux cuctem. [Ipoctsie
MeToAbl Mu(ppoBaHUs: MWHUPPHI MOACTAHOBKH U NEPecTaHOBKU. 110ACTaHOBKHM C NepeMEeHHbIM
koo dunuentom capura. MHorocioiiHsle mmdpsl. Vcrnons30BaHue MCEBAOCITyYalHBIX YUCET
JUIs TeHepauuu Kiodyed. BpiOop mopokaaromero 4Yuciaa W MaKCHUMU3aUUsl  JUIMHBI
MIOCJIEIOBATEIBHOCTH Yncel Kitova. Pexxumer mmdposanus. OcodeHHOCTH MM (POBAHUS JaHHBIX
B pexuMe peanbHoro BpemeHd. llludpoBanue kitoya mpu HEOOXOJUMOCTH €ro XpaHEHMsS C
3amupoBaHHBIMA JaHHBIMH. CKOPOCTHBIE M HEJICTEPMUHUPOBAHHBIE MPOrPAMMHBIE IIH(PHI.
OcHOBbl ~ ckopocTHOro  mmu¢poBaHus. BHeceHune  HeompeneneHHocTell B mpolecc
Kpunrorpadguueckux mnpeodpazoBanuii. CrangapTsl mudpoBanus. [IpoTokoasl pacpeneneHus
KJIFOYel; MPOTOKOJIbI YCTAHOBJIEHUS MOJIMHHOCTH; 3JIEKTpoHHas mudpoas nmoanuch, OOmas
OpraHu3aIys KpUunTorpaduaecKon 3auTsl HHHOPMAIIHH.

9. VHUYTOXEHUE OCTATOUYHbIX TAHHbBIX

Beenenue B mpoGnemy. Buabl ocrarounsix gaHHbIX. CrocoObl  3alIUTBI  OT
HECAHKIIMOHMPOBAHHOTO  HCIOJB30BaHUS  OCTaTOuYHOW  MHGpopmauuu. Vcronb3oBaHue
CHEMAIM3UPOBAHHBIX MPOrpaMM [0 YHUYTOXKEHHIO OCTaTOYHbIX JaHHbIX. CrenuanbHbIe
PEKUMBI M1 OCOOCHHOCTHU IIN(POBAHUS JTAHHBIX B PEXKHMME PEATbHOTO BPEMEHU C BO3MOXKHOCTh
MI'HOBEHHOT'O YHUUTOXKEHMsI JaHHBIX. Vcroib30BaHNEe 00IIECHCTEMHBIX U CIIEUATN3UPOBAHHBIX
IIPOrPaMMHBIX CPEJCTB /11 MTHOBEHHOT'O YHUYTOXKECHUSI JTAHHBIX.

10. 3AIIUTA OT IIOTEPU HNHOOPMAILIMK U OTKA30B IIPOI'PAMMHO-
AIIITAPATHBIX CPEACTB

OcHOBHBIE CTIOCOOBI 3aIUTHI OT TOTEPHU UHPOPMALIUU U HAPYIIEHUH PabOTOCTIOCOOHOCTH
BBIYUCIIUTENBHBIX CPe/ICTB. BHeceHne (QpyHKIMOHAIBHON M MH(YOPMALMOHHOW HM30BITOYHOCTH.
CnocoOsl pe3epBupoBanuu uHpopMmanuu. [IpaBuna oOHOBIEHUS PE3EPBHBIX AAHHBIX. METO/bI
cxatus MHpopManuu. ApxuBaius GaiaoBbix JaHHbIX. OCOOEHHOCTH apXHUBallMU HA MAarHUTHBIE
JUCKH M MarHUTHYIO JIEHTYy. Pe3epBupoBaHue cuCTEMHBIX JaHHbIX. [loAroToBka nmporpaMMHbIX
CpEeCTB BOCCTAHOBJIEHU. be3onacHast HHCTAJUIALMS TPOTrpaMMHBIX cpefcTB. OOLIMe cBeieHus 0
HapylLIeHUH JOCTyNa K JUCKOBOM W ONepaTMBHON mMaMsATH. TEXHOJOTHs BOCCTaHOBJIEHHS
JIMCKOBO M oniepaTUBHOM mamsTH. J[lnarHocTupoBaHue U yCTpaHEHHE JIOTHYECKUX U (PU3UUECKUX
nedeKToB MarHMTHBIX JTUCKOB. OTMeHa pe3yibTaToB (opMaTHpoBaHHMsS M BOCCTAHOBIIEHHE
MOBPEXJCHHBIX (ailloB NTaHHBIX. 3ammra (ailyioB OT yAajdeHHUs U BOCCTAHOBJIEHUE YAAJCHHBIX
¢aitnoB. be3onacHoe k3mupoBaHue U nedparMeHTanus AUCKOBOW maMsaTu. BoccTaHoBieHue u
ONTUMM3ALMSI ONIEPAaTUBHOM NIaMATH KOMIIbIOTEpa. PydyHOe BoccTaHOBIIEHHE NaHHBIX. bezonacHoe
OKOHYaHUE pabOThl HA KOMIIBIOTEPE.
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11. 3AIIMTA HUHO®OPMAIMOHHO-IIPOTPAMMHOI'O OBECIIEYEHHA HA
YPOBHE OITEPAITUOHHBIX CUCTEM

OO61ue cBesleHUs O pean3aliy 3alUThl HHPOPMAILIMOHHO-TIPOTPAMMHOI0 O0eCTIeUeHus
B OIEpalMOHHBIX cucTemax. Kiaccubukanus GyHKIUH 3a0UTHI 110 YPOBHSM 0€30MacHOCTH,
nojaepxkuBaeMbIx onepanuonnoi cuctemoit (OC). Sapo 6e3omacHocTr OC. AnmapaTHasi OCHOBa
peanuzanuu 3ammThl Ha ypoBHE OC. CtangapTsl 1o oieHke ypoBHs 0e3omacHoct OC. BHecenue
(GyHKIMOHATBLHONH W WHMOPMAIMOHHOW H30BITOYHOCTH pecypcoB Ha ypoBHe OC. OCHOBBI
HajnexHoro agmuHucTpupoBanus OC. HMcmonb3yemble crocoObl pasrpaHHuYEHHs] JOCTyNa K
KOMIIBIOTEPHBIM pecypcam, a Takke CiayxObl peructpauuu u curHanuzauuu. Cpencrsa OC no
JUArHOCTUPOBAHUIO M JIOKAJIW3aLMKM HECaHKLUMOHMpPOBAaHHOro Joctyna K pecypcam BC.
bezonacusie daitnoBeie cuctembl coppemeHHbIXx OC (HPFS, NTFS). [Toacuctemsr 6e3omacHocTr
coBpemenHbix OC (Windows 95, Windows NT, UNIX), ux He0CTaTK{ ¥ OCHOBHBIC HAIIPABJICHHSI

COBEPIICHCTBOBAHUSI. [Maponbhas ayTeHTH (UKL, OnHopa3oBsle HapOJIH.
Wnentudukanms/ayTeHTUGHUKAIHS ¢ TOMOIIBI0 OMOMETPUUYECKUX JaHHBIX. PoeBoe ynpasienue
JOCTYTIOM.

12. BAIIUTA THOOPMAILIM HA YPOBHE CUCTEM VIIPABJIEHUA FA3AMU
JAHHBIX

KoHnuenTyanbHble BOIPOCHI IOCTPOEHUS YPOBHEW 3aIMTHI CUCTEM YIpaBICHUsS Oa3zaMu
nanHbiX (CYBJI). OcHoBHBIE TpeOoBaHus K nojacucteMe 6ezonacHoctu CYBJI. O6mue ceaeHus
0 pasrpaHWYEHUU J0CTyma K 0a3am maHHbIX. OOS3aHHOCTH aJIMUHUCTPATOpa IO 3ammTe 0a3
JaHHBIX OT HECAaHKIMOHUPOBAHHOTO jAocTyna. OmpeleneHue MOJTHOMOYMN MOJIb30BaTeIe Mo
JOCTYITy K 0a3e naHHbIX. VICT0np30BaHNe MAaTPHIIBI TIOJTHOMOYHIA JUIS pa3rpaHuyYeHHs TOCTYIIa K
sjeMeHTaM 0a3 JaHHbIX. MaHIaTHas cHcTeMa pa3TpaHUYeHHUs JOCTyma. 3aluTa JaHHBIX IpU
CTAaTUCTUYECKON 00padoTke. OOIIee MOHATHE O IEIOCTHOCTH 0a3bl JaHHBIX. THIBI OMHUOOK,
BEJYIIUX K HApPYUICHHUIO IEJIOCTHOCTU. 3a/laHue OTPaHMYEHUN LEIOCTHOCTU. TpaH3akius u ee
cBoiicTBa. BoccranoBnenue 0a3bl JaHHbIX. OCOOEHHOCTH BOCCTAHOBJIEHUS pacIIpeieIeHHON 0a3bl
naHHbix. IIpoGiieMa HENPOTUBOPEYMBOCTH TMpU  MapasielbHOW  00pabOTKE  JIaHHBIX.
Hcnonp3oBaHne OJOKUPOBAHUS I YIPaBJICHUS TapaulelbHOW 00paboTkoil. Meton
HE3aBHCHMOTO BBINIOJIHEHUSI TPaH3aKIMA. YMpaBleHUE MapajljIeIbHBIMU TpaH3aKIUAMU Ha
OCHOBE BPEMEHHBIX U BEPCHOHHBIX OTMETOK. MeTosl 0OHapyKeHHs MPOTHUBOPEUMBBIX 3aIlucei
JKypHaJla perucrpanuu. Meroa MCnoiab30BaHUS TECTA MPAaBUIBLHOCTU. Pa3pelnieHne TynmHKOBBIX
cutyauuil. Uacrpymenransusie cpeacta CYB/] mo obecneueHno 1eI0CTHOCTH 0a3 JaHHbIX.

13. CIHEOUOUYECKHUE OCOBEHHOCTU 3AIIUTBI HWHDOPMAILIMA B
JIOKAJIBHBIX U I''TOBAJIbBHBIX KOMITBIOTEPHBIX CETAX

AHanu3 CTPYKTYphl U IPUHIHUIIOB (PYHKIIMOHUPOBAHUS BBIUMCIUTENBHBIX CETEeH C MO3H-
My obecrnieueHuss HHOOPMAITMOHHOM 0€30MacHOCTU. YTPO3bl HHPOPMAIIMOHHO-ITPOTPAMMHOMY
00ecreyeHn10, XapakTepHbIe TOJIBKO ISl paclpe/ieIeHHON BBIYUCIUTENbHOM cpeabl. OcobeHHo-
CTH NPUMEHEHHUS] CUMMETPHUYECKHX U aCUMMETPHUECKUX cHcTeM HmM@poBaHus. Pacnpenenenue
KITI0Yel MEXIy y371aMu BBIYMCIUTENbHON ceTd. BripaGoTka cekpeTHbIX kiatoued mo duddu-
Xennmany. Pacripenenenne kitoueld ¢ MOMOIIBI0 aCHMMETPUYECKUX CHCTeM IudpoBanus. B3a-
UMHOE MO/ITBEP>KACHUE MOATMHHOCTH pU 0OMeHe coobeHusMu B ceTH. [lognepikanue memnoct-
HOCTU LUPKYJUPYIOLIUX B CeTU cooOmeHnidt. @opMupoBaHUE U MpPOBEpKa LHUPPOBOM MOAMUCH.
3ammra oT OTpULaHKsl (PAKTOB OTIIPABKHU M MpUEMa cOOOIIeHHH. 3amuTa OT Ha0Ir01eHus 3a Mo-
TOKOM cooOmenuii (Tpadukom) B cetr. 3anuta B Internetu Intranet. OcHoBHBIE TOHATHA. APXH-
TEKTYpHBIE acleKThl. Mcronp30BaHNe MEKCETEBBIX KPaHOB (OpaHAMAay>3pOB) Ul 3alUTHl UH-
(dbopMaruu B JOKAJIbHBIX BRIYUCIUTENbHBIX ceTsaX. Kiaccuduxaims MexceTeBbIX IKpaHoOB, X J10-
CTOMHCTBAa W HenocTaTku. OrpaHuueHHe JOCTyNa M3 JoKaJbHOU cetu B Internet ¢ momorkio
proxy-cepsepoB. bezonacnocts JAVA-npunoxxennii. AHanu3 3ammImeHHOCTH. OTKa30yCTONYH-
BOCTb U 30Ha pucka. ObecrneyeHne 0TKa30yCTONYMBOCTH.
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14. IPOTPAMMA MHO®OPMAIIMOHHOM BE3OITACHOCTU POCCUU U ITYTU EE
PEAJIM3ALIMN. COBPEMEHHBIE CPEACTBA 3AIIUTHI MHOOPMALIMN OT HCA

Meroasl U cpeicTBa OTpaHUYEHUs A0CTyNa K KOMIIOHEHTaM DOBM, Hane:XHOCTh CpesicTB
3alIUTHl KOMIOHEHT; METO/BI U CPE/ICTBA MPHUBSI3KU MPOTPAMMHOI0 00ECTIEUEHHUS K anapaTHOMy
OKPYXEHHIO U (PU3NYECKUM HOCUTEISIM; METO/bI U CPEJCTBA XpaHEHHsI KITF0UeBON HH(pOpMaIuu,
TUIIOBBIE PELICHUS B OPraHU3AIMH KIFOUEBbIX CUCTEM; 3aIIUTa IPOTPaMM OT U3yUEHHs, CTIOCOOBI
BCTpPaMBaHMs CPEICTB 3alIUTHl B IPOrpaMMHOE OOeCleYeHHe; 3aluTa OT pa3pyLIaroIIuX
nporpammubix BoznericTBuil (PIIB), moHaTHe M30IupOBaHHONM MPOTrpaMMHOM Cpe/bl, 3alluTa
IIporpamMMm OT U3MEHEHUSI U KOHTPOJIb LIETOCTHOCTH; CUCTEMHBIE BONPOCHI 3aIUTHI IPOrPaMM U
JaHHBIX, OCHOBHBIE KAaTErOpUM TPEeOOBAaHMH K MPOrpaMMHONM U IPOrpaMMHO-aNapaTHON
peanu3anuu cpeAcTB obecriedeHusi nHGOPMalMOHHON 0€30MacHOCTH; MPOTrPaMMHO-aNapaTHbIe
cpeacTBa obecriedeHus HHPOPMAITMOHHONW 0€30IMacHOCTH B THUIOBBIX ONEPAIIMOHHBIX CHCTEMaX,
CUCTEeMax yIpaBieHHs 0a3aMy JaHHbBIX, BHIYUCIUTEIbHBIX CETSIX.

4 METOANYECKHUE PEKOMEHJAIMU (YKA3AHUA) JJIA CTYAEHTOB 11O U3Y-
YEHUIO JUCHUIIJIMHbI

I[I/ICIII/IHJII/IHa HN3Yy4acTCiad CTyACHTAaMU B JICKOUOHHBIX ayAUTOPHUAX W KOMIIBIOTCPHBIX
KJ1accax.

Kypc nexuuii cTpouTcst Ha OCHOBE YETKUX HOHATHI U (POPMYITMPOBOK TaK KaK TOIBKO MPH
TaKOM IOJX0/I€ CTYJCHTbI IPUOOPETAIOT KyJIbTYpy a0CTPAKTHOT'O MBIIIJICHUS], HEOOXOJUMYIO JUISI
BBICOKOKBIM()MITUPOBAHHOTO OakayiaBpa B JIO0OW oTpaciu 3HaHWH. M3mokeHue martepuana
JIOJDKHO OBITH 110 BO3MOXHOCTH NPOCTBIM U 0a3sMpoBaThcs Ha YpOBHE pa3yMHOH CTPOrOCTH.
W3n0xKeHne TeOpeTHIeCKOTro MaTepraia JUCIUILIMHBI TOJHKHO TPEANIeCTBOBATh TaO0paTOPHBIM
3aHATHUSM.

BanmarensHOE CIymiaHUuC JICKIHUU, YACHCHUC OCHOBHOI'O cé COACpIKaHuA, KpaTKasa, HO
pa30opumBast 3aIUCh JEKIHMHU - YCIOBUE YCIIEUTHON CaMOCTOATEIbHOM pabOThl KaXKI0TO CTY/IEHTA.
HOE)TOMy CTYACHTBI 00s3aHbl HE TOJILKO BHHMATEILHO CJlymaTtb mnpernoaaBareiisi, HO H
KOHCIIEKTUPOBaTh HU3JaraeMplii uM Martepuas. [Ipm 3TOM KOHCHEKTMpPOBAHUE MaTepuala
npeCTaBisieT co00i 3amMch OCHOBHBIX TEOPETUYECKHUX TTOJ0KEHUH, pacCyKICHHIA, N3TaraeMbIX
aekTopoM. HyXHO NOMHMTH, YTO KOHCHEKTHPOBAaHUE JEKIMH JaeT CTYAEHTY He TOJbKO
BO3MOXHOCTB IIOJIB30BaTHCs 3aIlIMCAMU JIeKIII/IfI npu CaMOCTOSITETbHOM IIOATOTOBKE K 3aHATUAM U
9K3aMeHY, HO U ITy0’Ke M OCHOBATEeIbHEN BHUKHYTH B CYIIECTBO M3JIaraéMbIX B JIEKIIMH BOIIPOCOB,
Jydqme YCBOUTb MW 3allOMHUTDH TGOpeTI/I‘IGCKI/II\/'I Marcpuall. PCKOMGHHyeTCSI BBICKa3bIBAEMOC€
JIEKTOPOM I10JI0’KEHHE 3alMChIBaTh CBOUMU cioBaMu. [lepes 3anuchio Ha/lo mocTapaThCsl BHAvaje
IIOHATH CMBICJI CKa3aHHOTIO, H€06XO)II/IMO CTapaTbCsa OTACIHUTDL I''ITABHOC OT BTOPOCTCIICHHOIO H,
Ipex/ie BCero, 3ammcarb OCHOBHON Martepuan. KadyecTBo 3amucu JeKIUH, KOHEYHO, BO MHOT'OM
3aBHCHUT OT HAaBBIKOB KOHCTIIEKTHPYIOIIETO, OT €0 OOIIEH MOATOTOBKH, OT COOOPa3UTEIBHOCTH, OT
YMEHHS U3J1araTh MpernoHOCUMOe IpenojaBaTeaeM CBOMMHU CIIOBaMH.

Ha orpaboTky nabopaTopHbIX 3aaHuil Bbaensercss He MeHee 80% BpemMeHH OT 00IIero
BPEMEHHU Ha JIabOpaTOpPHOM 3aHATUH, ocTaibHble 20% BpeMEHHM BBIIEISIETCS HA IOJyuyeHHE
3aJJaHusI ¥ OTYETHOCTH 32 €T0 BBIITOJIHEHHUE TIEPE]] MTPETIOIaBaTeNIeM.

OtpaboTka 1a00paTOPHBIX 3aJaHUN IPOUCXOJUT CIEAYIOLUIMM 00pa3oM:

1) IlpenoaBarens nepe1 Ha4aaIOM 3aHATHS BBIIAET 3a/IaHUS CTYICHTaM B BUIE TEKCTOBBIX
¢aiinoB, KOTOpble PEKOMEHIYETCsl pa3MellaTh Ha €IMHOM CETEBOM pecypce B KOMIIbIOTEPHOM
KJIacce WM Ha WH(POPMAIIMOHHOM CepBepE;

2) CtyneHT Ha 3KpaHe KOMIbIOTepa BHUMATEIIbHO M3ydYaeT IOJIyuYeHHOE 3a/laHue, Ipu
HEOOXOAMMOCTH 3a1a€T BOMPOCHI U YTOUHSET MOCIEIOBATEIHFHOCTh BBIMOMHEHUs 3ananus. [Ipu
BBITMOJIHEHUH  3aJlaHUi  7a00OpaTOpHBIX pPabOT PEKOMEHAYeTCs HCHOJib30BaTh  y4yeOHO-
MCTOANYCCKHUEC MaTCPpHAJIbI.

3) [Tocne BBINOTHEHUS 3aJaHUS CTYIEHT COXPaHsIeT pe3yIbTaThl paboThI B 3aJJAHHOM MECTE
Ha JIOKabHOM Jucke DBM pabouero Mecra uiim Ha CETEBOM pecypce.
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4) Cnaét BBINOIHEHHOE 3a/laHie IPENoIaBaTeNo, Ui Yero BbI3bIBAET €ro, FOBOPUT, YTO
3aKOHYMJI BHITIOJTHEHUE 3a/1aHUS U MTOSICHSET MOCIIeA0BaTeNbHOCT paboThl. [Ipn HeoOxoauMocTu
3aJa€T BOIIPOCHI U OTBEYAET Ha JOIOJIHUTEIbHBIE BOIIPOCHI, BOZHUKAIOIIKE Y IPENOAABATEN,
II0JIy4aeT OLEHKY.

IIpu pabore ¢ JsuTepaTypoll TIJ1aBHOE BHUMaHHME CIEAyeT YJIeNIATh OCHOBHOM
pPEKOMEHlyeMOU JiTeparype. JlonoaHuTeNnbHas JIUTEpaTypa MpeJHa3sHauYeHa Ul PACIIUpPEHUs
Kpyro3opa cTyAeHTa M oOecrieunBaeT (OPMUPOBAHME AONOJHMUTENBHBIX MPO(ECCHOHATBHBIX
3HAaHUM, YMEHUM U HABBIKOB.

JUis  yCHEeImHOro YCBOGHMsI JUCLMIUIMHBI HeoOXOAMMa IpaBWIbHAs OpraHu3anus
CaMOCTOSATENILHOM pabOThI CTYI€HTOB. JTa paboTa JOKHA COJEPIKATh:

— peryispHyr (eXeHe[elbHYI0) HTpopabOTKy TEOpPETUYECKOro MaTepuaia 1o
KOHCIIEKTaM JICKIMH U yuyeOHUKaM;

—  peryispHyo (exeHeleIbHYI0) MOATOTOBKY K JIa0OpaTOPHBIM 3aHATHSIM, B TOM YHUCIIE
U3y4YeHHE ONMHCaHUA Jab0paTOpHBIX padoT;

— BBINIOJIHEHHE KOHTPOJBHOH W CaMOCTOATENBbHOH pabdoT, NHUCHBMEHHOTO TecTa,
HanucaHue pedepara (MepedyHU COOTBETCTBYIOLIMX BOIPOCOB U 3a/laHUM IMPHUBEAEHHI B 11.6.3
PITJT).

Oco0oe BHMMaHHME NPH OPraHU3ALUU CAMOCTOSTEIBHOM pPabOTHI CIEdyeT YIeIuTh
IUTAHUPOBAHMIO MOAroTOBKH. [IaHupoBaHue — BaxHbIN (akTOp OpraHU3aluu CaMOCTOSTEIbHON
paboTel. OHO, BO-NIEPBBIX, MO3BOJSET BUAETh NEPCIEKTUBY palOThI, BHISABIATh, PaCHpEIeiiTh
BpEMs M MCIOJIb30BaTh €ro IO CBOEMY YCMOTPEHHUIO. BO-BTOpBIX, OHO AMCLUIUIMHHUPYET,
NOJYMHSCT IOBEJIECHHE CTYICHTa MLelsIM ydeObl. B cBs3m ¢ 3TUM 00s3aTenbHO ClexyeT
IUTAHUPOBATh CBOIO CaMOCTOSTENIbHYIO paboTy B mpenenax Heaenu. Ilocne Toro, kak cocraBiieH
IIJIaH, €ro CIEAYET CTPOro BBIIOJHATH. [IpaBUIIBHO y4UTBIBas CBOE€ BpEeMs U paclpenesss ero B
COOTBETCTBUU C PACIIMCAHUEM 3aHATHH, CTYAEHT IIPU CTPOrOM COOJIIOJICHUH HAMEYEHHOTO IJ1aHa
CMOJKET BBIJICJIUTH JOCTATOYHOE KOJIMYECTBO YaCOB JUI CAMOCTOSATEILHOM pabOTHI.

B ciyuae mosiBieHust Kakux-J1u00 BOIIPOCOB CleAyeT oOpamarbcs K MpenojaBaTeiio B
yacel ero KoHcyubranui. KpurepmeM kayecTBa YCBOCGHMsSI 3HAaHUM MOTYT CIIY)KHThb
aTTeCTallMOHHbIE OLIEHKH 110 JUCLMILIMHE U TEKYIINE OLIEHKH, BBICTABIIIEMbIE IIPETIOAABATENIEM B
TE€YECHHUE CEMECTPA.

YuebHO-MeTOAUUECKOE 00ecIieUeHre CAMOCTOSATEIbHOM paﬁoTbl
CTYACHTOB IO JTUCHHUIIJINHE

KouunuecTBo
®opmbl/BHABI 4acoB, B
HaumenoBanue .
Ne az1ea (Tembl) CaMOCTOSITEILHOM COOTBETCTBHHU €
P padoThI y4eOHO-TeMaTH-

YECCKHUM IVIAHOM

1. IToaroToBKa K JIEKIIUHA-IHUC-
Beenenue B nHpopmannonsyo 6e3- | kyccuu. PaboTa ¢ KoHCIEeK-
ormacHocTb. OOmiasi mpobiema HH- | TOM U PEKOMEH]IyeMOH JIUTe-

N 9 2
¢dopmManMoOHHOI 0€30MacHOCTH HWH- | paTypoi Mo Teme JeKIUH IS
(opMaIMOHHBIX CUCTEM. cucTeMaTH3alnuu yuyeOHoro

Marepuana.
2. | O0mecucTeMHbBIE OCHOBBI 3aITUTHI

ITonroroBka k caMoCTOS-
uHbopMalMK U Tpolecca ee odpa- .

TenpHOM padoTe. Pabora ¢
OOTKM B BBIYMCIUTEIBHBIX CHCTE-

KOHCIIEKTOM U PEKOMEHTye-

Max. 3anmra uHopMaIu mpyu pea- 4

MO JINTEPaTypoOy IO TEME
JIEKLIMU AJI CUCTEMATHU3aluH
y4eOHOro MaTepuana.

T3y HHQOPMAITMOHHBIX TIPOIIeC-
coB (BBOJ, BBIBOJ, Iepenaya, oopa-
00TKa, HAKOIJIEHUE, XPaHEHHE)
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3. Hanucanue pedepara. U3y-
YEHHE OCHOBHOM U JIOTIOJIHU-
[IpaBoBoe obecrieueHne uHPOpPMa- .
. TEJIbHOMN JIUTEPATypPhI MO
LIMOHHOHN 0€30MacHOCTU
Teme Jieknun. Pabora c pe-
cypcamu MHTEpHET.

4. H3ydyeHnne 0oCHOBHOM U J10-
OpranuzaninoHHOe 00ecreueHre UH- | TOJHUTEIbHON JIUTEepaTyphbl
(dhopMaImoHHON 6€30MacHOCTH o Teme Jyiekiuu. Padora ¢

pecypcamu MIHTEpHET.

5. H3ydyeHne 0CHOBHOM U J10-
Texuudeckue cpenacTBa obecrede- .

o MOJTHUTEIIBHON JINTEPATYPhI
HUS WH(OpPMAIMOHHOW Oe301acHo-
. o teme sekiuu. Pa6ora ¢
pecypcamu MHTEpHET.

6. | 3amura nHpOpMaMK OT HecaHKIHU- | [loAroToBka K Jraboparop-
OHUpOBaHHOTO noctymna. llpenoT- | HBIM paboram. PaboTa ¢ KoH-
BpallleHHe HECAHKIIMOHUPOBAHHOIO | CIIEKTOM U PEKOMEHIyeMOi
JOCTyNa K KOMITBIOTEPHBIM PECcyp- | JIMTEPaTypoH MO TeMe JICK-
caM W 3alldTa [POrPaMMHBIX | IIUU AJIS CHCTeMaTU3alluu
CPEJIICTB y4eOHOro Marepuasa.

7. BrIimonHenne KOHTPOIBLHOM

paboTel. M3yueHune ocHOBHOM
3aiuTa OT KOMIBIOTEPHBIX BUPYCOB .
U JOTOJIHUTENBHOMN TUTEpa-
TYPHI 110 TEME JICKIIUH.
8. [ToaroroBka k maboparop-
HBIM paboTtam. PaboTta ¢ KoH-
MatemaTuueckue U METOJUYECKHE .
CIEKTOM U PEKOMEH]IyeMOn
cpeacrtsa 3amuThl. Kpunrorpaduue- Ny
JTUTEPATYPOI TIO TEME JIeK-
CKO€ 3aKpbITUe HHGOpMAITUU
[IUU 7151 CUCTeMaTU3alun
yueOHOro Marepuaa.
9. N3ydeHne 0OCHOBHOM U J10-
MTOJTHUTEIIBHOM JINTEPATYPhI
YHUYTOKCHHE OCTATOYHBIX JTaHHBIX
o teme sekiuu. Padora ¢
pecypcamu MHTEpHET.

10. BrinmonHeHne KOHTPOIBHOU

3amuTa OT MOTepu MHPOPMALUH H .
paboTel. M3ydyeHne ocHOBHOM
OTKa30B MPOrPaMMHO-AIIAPATHBIX .
CPEICTB Y JOTIOJIHUTENBHON TUTEpa-
p TYPHI 110 TEME JICKITUH.
11. | KommbroTepHbIe CpelCcTBa peanu3a- .
W3ydeHnue 0CHOBHOM U J10-
MU 3alIUThl B WH(OPMAITMOHHBIX .
MOJTHUTEIIBHOM JINTEPATYPhI
cuctemax. 3ammTa HHpOpMAIU-
o Teme sekiuu. Pabora ¢
OHHO-TIPOTPAaMMHOTO  OOecTIeUeHHSI
pecypcamu MHTEpHET.
Ha YPOBHE ONEPALMOHHBIX CUCTEM

12. N3y4yeHnne 0OCHOBHOM U J10-
3amuTa nHGOPMAIIUN HA YPOBHE CU- | TOJTHUTEIHHOU JTUTEPATypPhl
CTEM yIpaBiieHUs! 6a3aMH TaHHBIX o teme sekiuu. Padora ¢

pecypcamu MHTEpHET.

13. IloaroroBka x caMoCTOSI-

Crneuunduueckue 0COOEHHOCTH 3a-
IIHUTHI I/IH(bOpMaIII/H/I B JIOKAJIBHBIX U
rJ100ATbHBIX KOMITBIOTEPHBIX CETAX

TenpHOM padoTe. Pabora ¢
KOHCIIEKTOM U PEKOMEHTye-
MO JINTEPaTypoOu IO TEME
JIEKIUH [T CUCTeMaTH3aluu
y4eOHOro Marepuaa.
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14.

[ToaroroBka k tecty. Pabora
C KOHCIIEKTOM U PEKOMEHTY-
€MOH JIUTepaTypou mo Teme 2
JICKLIMH JIJISl CUCTEMATU3 AU
y4ueOHOro Marepuana.

[Iporpamma mHpOpMAaTMOHHON 0O€3-
onacHoctu Poccnu u nytu ee peanu-
3anuu. CoBpeMeHHbIE cpelcTBa 3a-
Tl nHpopmanuu ot HCJJ

UTOoro o4

5 TIPAKTUKYM 110 JUCIHUIIJITUHE
Tema 9. YHHUTOKEHHE OCTATOYHBIX JAHHBIX
Conep:xxanue

JlabopaTopnasi padora Nel. [Iporpamma 6€3B03BpaTHOrO yAaleHUs JaHHBIX C HOCUTENEH

uHpopmanuu «Tepbep». (2 yaca).

Lenu:

1. ocBouTh paboTy ¢ mporpammoi yisi 0€3BO3BPATHOIO yJaJ€HMsI JaHHBIX C HOCHUTEJEH
uHpopmanuu «Tepbepy;

2. IOJIyYUTh ONBIT pabOTHI € peanu3aleil Mexanu3sma 0e3B03BpaTHOTO y1aJeHUs JaHHbBIX.
3ajauu:

l. mpounMTaTh ¥ BBINOJIHUTH HWHCTPYKTUBHYIO 4acTb JabOpaTOpHOH  paboTHI;
2. NpPOJEMOHCTPUPOBATh MPENOJABATEN0 pPE3YJbTAThl BBINOJHEHHUS MPAKTUUYECKOTO
3ajaHus padoTHI;

3. MOArOTOBUTH OTBETHI HA BOMIPOCHI, NPUBEAEHHBIE B KOHIIE JIAOOPATOPHOW pabOThI;
4. OTBETUTH Ha BOIIPOCHI IIPENOaBaTEs 10 JabopaTOPHOH padoTe.

Tema 11. KomnbloTepHbIe CpeICTBA Peau3alMi 3allUThl B HH(POPMALMOHHBIX CHCTEMAX.
3amuTa HHPOPMANMOHHO-TIPOrPAMMHOI0 00ecIeYeHNsI HA YPOBHE ONePAllHOHHBIX CHCTEM

Conep:xanue

JlaGopaTtopnas padora Ne2. [Iporpamma st KOHTPOJISl U3MEHEHUH 00bEKTOB (haiisioBoit

cucreMbl «Dukcy. (2 gaca).
Hemnn:

1.

OCBOUTH PabOTy ¢ MpOrpaMMoii I1s1 OOHApYKEeHHsI H3MEHEHHUH B 00beKTax (haijioBOM CH-
CTEMBI;

2. TOJYYHUTh ONBIT PabOTHI C pealin3alreil MexaHu3Ma KOHTPOJIS IIEIOCTHOCTH.

3apaum:

1. mpouuTaTh TEOPETUICCKUE CBEIICHUS;

2. TPOYUTATh U BBHITIOJHUTH HHCTPYKTHBHYIO YacTh TaOOPATOPHOM paboOTHI;

3. BBINOJHUTH 3aJlaHUs JJII CAMOCTOSITEIBHOTO BBITIONHEHUS B KOHIIE JIaDOpaTOpHOU pa-
0OTHI,

4. TPOAEMOHCTPUPOBATH MPEIMOIABATEIIO PE3YIbTATHI BHIMOTHEHHS IPAKTHUECKOTO 3a/1aHuUs
paboThI;

5. MOATOTOBUTH OTBETHI HA BOMPOCHI, MPUBEAEHHBIE B KOHIIE JJA00pAaTOPHOU paboThI;

6. OTBETUTH Ha BOMPOCHI MPETNoaBaTelis Mo J1abopaTopHoii padoTe.

JlaGopatopnas padora Ne3. [TaponbHas 3amura (2 yaca).

Henan:
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MMO3HAKOMHTHCS C MEXaHU3MAMHM ITapOTbHOM 3aIHTHI.

3ananusa:

1. mpoyuTaTh M BHIMOJHUTH HHCTPYKIIUHU K JaOOpaTOpHOI paboTe;

2. TIOJITOTOBUTH OTBETHI HA BONIPOCHL, NPUBEAEHHBIEC B KOHIIE PaOOTHI;

3. TPOJIEMOHCTPUPOBATH MPEIOAABATENIO BBITIOJHEHHYIO MPAKTHYECKYIO YacTh paOOTHI;
4. OTBETUTH HA BOIPOCHI IPEIIOIaBATEIIS.

Tema 8. MaTemaTuueckne U MeTOAUYecKHe cpeacTBa 3amuThl. Kpunrorpaduueckoe 3a-
KpbITHE HH(pOpMALNHT

Conep:xanue

JlaGopatopnas paGora Ned. Kpunrorpaduyeckas 3ammura JaHHBIX Ha HOCHUTEISAX
uHpopmanuu (2 yaca).

C ToukM 3peHUs 3alMThl KOH(UICHIMANbHOW HMH(OPMAIMH, CTAaHAAPTHBIE CIIOCOOBI
XpaHeHUs (haiIoB Ha HOCUTENAX MH(POpPMALMKU UMEIOT HECKOJbKO ys3BumocTeil. Kak mpaswuio,
daitoBas cucreMa XpaHuT Bee (aiiiel Ha (GU3MIECKOM HOCHUTEIE B He3aU(pPOBAHHOM BHJIE. DTO
O3HayaeT, 4YTO NpHU IOMNAJaHUU >KECTKUX TUCKOB MM JIPYIMX HOCHUTENEH B UyKHUE PYKU BCS
uHpOpPMaLKs C HAX MOXXET ObITh mpounTaHa. Takue MeToApl 3aluThl, Kak napoaun Windows u
npaBa Ha (paiiiabl, HE OCTAHOBAT MPOTUBHUKA. J[11 GOPBOBI ¢ ATHM MCHONB3YyeTCs MUPPOBAHHE
UHpOpPMALIMU: B 3TOM Cilydae Ha (U3MYECKOM HOCHUTEJE JaHHbIE XpaHATCA B 3alIM(POBAHHOM
BUJIC, YTO 3aTPYAHSET JOCTYI, Ja)Ke €CIIM HOCUTEIb TIONAJl B paclopsbKeHHe MPOTHBHUKA. OUeHb
Ba)XEH BBIOOP MpOrpaMMHOI0 odecnedyeHus A mudpoBaHus: HarpuMep, mudposanue Gaiiaos,
JOCTYITHOE B HEKOTOPBIX Bepcusix Windows kak cTanmapTHas QyHKIHS OTIEpalliOHHON CUCTEMBI,
ABJSIETCA C1a0bIM U HE CMOXET 3allUTUTh OT NMPOTUBHHUKA C MPO(PECCHOHATbHBIMU HABBIKAMH.
OpHako, CymIecTBYET MPOrpaMMHOE OOecredeHrne, KOTopoe NaéT Ka4eCTBEHHYIO 3aIlUTy JaXe
IPOTHUB MTPO(ECCHOHATBHOI'0 IPOTUBHUKA.

OnHUM W3 TpeACTaBUTENCH TAaKOTO MPOTPAMMHOIO OOECIIEUYEHHs SBISIETCS MpOrpaMma
VeraCrypt, KoTopast OTHOCUTCS K KJIaccy IIpOrpamM, NMpeHa3HAYeHHBIX U1 KpUNTorpaduueckoi
3alllMThl JAaHHBIX HAa KOMIIBIOTEPHBIX HOCUTENAX HHPopMaluu. Pabora VeraCrypt ocHOBbIBaeTCs
Ha 3alIMIIEHHBIX XPAHWINIIAX, KOTOPble MOXXHO MOHTHPOBaTh M HCHOJIb30BATH KaK OOBIUHBIE
JOorMyYecKkue AuCKW. JlaHHbIE Ha TaKWX JHCKax 3amu(poBaHbl: Bce (aiiibl, KOTOpHIC
3aMMCBIBAIOTCS HA TAKOM JIOTHYECKUN TUCK, MIU(PYIOTCS MPH 3aUCH, U pacIIu(POBBIBAIOTCS MTPH
yreHuu. Takas opraHu3anys mporeccoB MudpoBaHus U ASMUPPOBKY Ha3bIBACTCS MU POBAHHUEM
(remm¢ppoBanueM) Ha jery. VeraCrypt mo3BojsieT co34aTh MU(PPOBAHHOE XPaHUJIMILE B BHUJE
oTaenbHOro (aita win 3amudpoBaTh KECTKUN JUCK IEIMKOM WA €ro pasnuen. B manHOi
nabopaTopHOI pabote
paccMaTpuBaroTcsi 00a BapraHTa MCIIOJIb30BaHMS ATON IPOTPAMMBI.

JlabopaTopnasi padora Ne5. Co3aHue M MCNOJNb30BAHUE CEPTU(UKATOB AIIEKTPOHHOMN
upoBoi moanucu (2 yaca).
Henn:

1. nomxyuyuTh NpeCcTaBlIEHUs O MEXaHHW3MaxX CO3JaHMSI M MCIIOIb30BaHUs CEPTU(DUKATOB
3IIEKTPOHHOM 1M (POBOI noanuUcH;
2. TIOIYyYUTH OMBIT paboThl ¢ cepTrduraramu DLII.

3ananus:

1. mpouuTaTh U BHIIOIHUTH HHCTPYKIIHIO K JIaOOpaTOpHOU padoTe;

2. TIOITOTOBUTH OTBETHI HAa BOMIPOCHI, NPUBEAEHHBIC B KOHIIE PA0OTHI;

3. TMPOJEMOHCTPUPOBATH MPENOIABATEIIO BHITOJHEHHYIO IPAKTHUECKYIO YacTh padoThI;
4. OTBETUTH HA BOMPOCHI, 33JJaHHbIE MTPETI0/IaBaTeNIEM.
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JlaGopaTtopnas padora Ne8. Coznanue u pabora ¢ 3amm(pOBaHHBIMU XPaHUIHILAMH
uHpopmaruu (2 yaca).
Henan:

OCBOMTH IIPOCThIC KpUNTOrpaduueCKUe CPeACTBA 3aUTH HHGOPMAIIIH.
3amanuda:

1. npounTaTh U BHITONHUTL MHCTPYKIHMIO K Ja6OPATOPHOIL paboTe;
MMoATOTOBUTH OTBCTHI HAa BOIIPOCHI, HpI/IBCIIéHHBIC B KOHIIC pa6OTBI;

3. HpOI[eMOHCTpI/IpOBaTB HpeHOI[aBaTeJIIO BBIHOJIHCHHYIO HpaKTI/I‘ICCKYIO qacCTb pa6OTLI;
4

OTBCTUTH HA BOIIPOCHI, 3aJaHHBIC IPCIIOJABATCIICM.

JladopaTopnasi padora Ne9. Coznanue W UCIOJIBb30BAaHUE CEPTU(PHUKATOB 3ICKTPOHHOM
upoBoi moamucy (2 yaca).

B cooTBeTcTBUM CO CXE€MOI paccUMTaTh CYMMapHYI0 pa300punuBOCTb (POPMAHT B CMEKHOM
IIOMEILEHUH, KOPUIOPE U 3a HapyKHOM cTeHOM. Crenars BBIBOABI O BO3MOXKHOCTU HJIM HEBO3-
MOKHOCTH YTEUKH 3ByKOBON MH(pOpMAIUH.

BayrpenHui qeop

STAHHS
OJKHO
: K
; | | S
CMeskaan
KomHuara, rae peayrcs KOMHATA

KOHd]HI[EI.[HEL]]LHLIe

IepPeroRophbI @

—
Kopunop @ Hpephb

ypOBHI/I HWHTCHCUBHOCTHU PCUYH B OKTABHBIX ITIOJIOCAX 6epch;I n3 TaomI. 1,
AJI1 BCEX BAPUAHTOB OHHU OJJUHAKOBBLI.

XoJ1 BBINOJTHEHUS 1a00paTopHO pabOTHI U €€ pe3ysbTaThl pe/IcTaBbTe B (popMe oTyera.

I

JlaGopatopnas padora NelO. Co3naHue U MCHONB30BaHUE CEPTU(DUKATOB HIEKTPOHHOM
uudposoit moganucu (2 yaca).

B cootBeTcTBUM cO cxeMoi (pHc. 1) mpOM3BECTH pacyeThl 3alUIIIEHHOCTH TOMEILIE-
HUS OT YT€UKU MH(OPMAIUU 10 3JIEKTPOMATHUTHOMY KaHay.



I'panrna KOHTPONMHPYEMOH 30HEI

Oxno

2

IISBM

Puc. 1. Cxema noMeIieHus JJIA IPOBCACHHA paCcuCTOB

16

Cpe,I[HeKBaI[paTI/I‘leCKI/IC 3HAUYCHUA HAIIPSKCHHOCTH I10JIA Ea aTMOC(bepHLIX IMOMEX HE pac-
CUNUTBIBATDH, 4 CYUTATb OAMHAKOBBIMU JJIS1 BCCX BAPUAHTOB U PABHBIMU

100 MI'u

500 MI'u

1000 MI'n

E., MxB/Mm
(Ta:2930K, =40 MFI_[) 0,346

1,738

3,467

Tema 13. Cnenuuyueckue 0cO0eHHOCTH 32U THI HHGOPMAIIMH B JIOKAJBHBIX H IJ100aJ1b-

HBIX KOMIIBIOTEPHBIX CETHAX

Conep:xanue

JladopaTopuasi padora Ne6. [Toctpoenne VPN-cetn ¢ MOAKIIOYEHWEM TIO JIOTUHY U

napoJto (2 yaca).
3apanus

O3HakoMuThCS ¢ onucaHusMHU TexHosoruu VPN u mporpammuoro mpoaykra SoftEther

VPN.

CO3I[aTB CCTh U3 BUPTYAJIbHBIX MAllIUH, UMCIOLIYIO HpI/IBeI[éHHYI-O HHWXKE KOHq)I/IpraI_II/IIO.

YcranoButh u HacTpouTh SoftEther VPN Server Ha cepBepHoOil mammHe.
YcranoButh 1 HacTpouTh SoftEther VPN Client Ha KTHEHTCKMX MalTuHaX.
[TpoBepuTh paboTOCIOCOOHOCTH CETH MPETIOKEHHBIMU CIIOCOOAMHU.

Oo0mue cBeaeHus
VPN

Virtual Private Network — BupTyanbHast 4YacTHas CeTb — 3TO HAOOp TEXHOJOTHH,
TIO3BOJISIOIINX MOCTPOUTH JIOTHUECKYIO CETh MIOBEPX JIPYroi cetu, Hanpumep, MutepHera. Takas
JIOTUYECKasi CeTh MOXET COCTOSTh U3 JIByX M 0OJiee y3JI0B, MOXKET OBbITh OJHOPA30BOM, TO €CTh
YCTaHABJIMBACTCS JUI TPOBEICHUS TOJILKO OJHOTO EIMHCTBEHHOI'O ceaHca paboThl, TaKk H

CymieCTBOBAThH Ha IMOCTOSTHHO# OCHOBE.

VYV cereit VPN ectb aBa OCHOBHBIX Ha3Ha4eHMs: |) IOCTPOEHUE JIOKAIBHOM CETH
(COOTBETCTBEHHO OpPraHM3aLUsl COBMECTHOH pabOThI M paclpesielieHne pecypcoB MallluH, Kak
NPaBUJIO, HE HAXOAALIMXCS (PU3UYECKH B OJHOM JIOKAIBHOM ceTn), 2) opraHu3anus 3alumEHHOro
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obmeHa mHpoOpMaITUEl MEXY y3JIaMU, COCTaBIISIOMMUMHE Takyto ceTb. VPN yacTo mpuMmeHstoTes
KOMITAHUSIMU, JJIs OpTraHu3aliy 3alUIIEHHOT0 YIAIEHHOTO IOCTYyNa COTPYIHUKOB JIOKAJTbHBIM
CeTsIM TMPEANpUATUS B ciay4yae yAaa€HHOW paboThbl, g OOBEAMHEHHS JIOKAJIBHBIX CeTel
(buranoB, HAXOMIIMXCS HA OOJIBIIUX PACCTOSHUSX IPYT OT JIpyra, B €AUHYIO CeTh KOMIIAHUH, U
Uisi oOMeHa 0co00 BaKHBIMU JITaHHBIMH, KOTOpbIE HENb3sl IepelaBaTh MO0 HE3aIUIIEHHBIM
KaHaJlaM CBSI3U B OTKPBITOM BHJIE.

VPN He sBisieTCsl €qUHCTBEHHBIM CpPEJICTBOM 3alllUThl I1€PEJAaBAEMbIX JaHHBIX, HO BO
MHOTUX chydasx cetb VPN okaspiBaeTcss Hambosee ONTHUMAIbHBIM PEIICHHEeM, U 4acTo —
€IMHCTBEHHO BEPHBIM.

Nnes VPN cocTtoutr B TOM, 4TO CBSI3b OCYLIECTBJISETCSA IO CETAM C MEHBIIUM WIIH
HEU3BECTHBIM YpPOBHEM JI0BepUs (Hampumep, Mo MyOJMYHBIM CETSAM), a YPOBEHb JOBEpHUS K
MIOCTPOCHHOH JIOTMYEeCKON CeTH HE 3aBUCUT OT YPOBHS JOBEpHs K 0a30BBIM ceTsiM Osaromaps
MCIIOJIb30BAHUIO CpelICTB Kpuntorpaduu (mmdpoBaHusi, ayTeHTH(PUKAIUU, UHPPACTPYKTYPbI
OTKPBITBIX KJIIOYEH, CPEJACTB JIs 3allUThl OT MOBTOPOB M H3MEHEHHI, IMepeJaBaeMbIX I10
JIOTUYECKON CEeTH COOOITICHUH).

VPN moxeT obecriednBaTh COSIMHEHUS TPEX BUIOB: Y3€I-Y3€, y3el-CETh U CETh-CETh.

Cerp VPN Moxer ObITh MOCTpOEHa Kak Ha OCHOBE CIEUAIbHOrO 00O0pYIOBaHMS,
HarpuMep, MapIpyTu3aTopoB koMmnanuu Cisco, TaKk U Ha OCHOBE CIIEIUAIEHOTO IMPOTPAMMHOTO
obecrnieueHns Wil KOMOMHUPOBAHHOTO BapHUaHTa.

JlabopaTopunasi pa6ora Ne7. [loctpoenne VPN c monkitoueHHEM Y3JIOB K CETH IO
ceprudukary (2 yaca).
3aoanusn
1. mpounraiite Marepuan pazaena «O01mue CBeICHUY,;
2. BBINIOJHUTE MOATOTOBKY K BBIITOJHEHUIO MPAKTHUECKOM YacTH 1abopaTopHOii paboThI;
3. BBIMOJIHATE YCTAHOBUTE COCIUHEHUE MEXIY KIMCHTAMU M CEPBEPOM Yepe3 MEXaHU3M
ayTeHTU(UKALUU TI0 cepTU(HUKATAM;
4. 3a070KUPYITE BO3MOXKHOCTD TIOJIKITFOUCHHS KIIMSHTOB 110 OJTHOMY U3 CEPTH(PHUKATOB;
5. ycTaHOBHUTE MEXaHHU3M ayTeHTU(UKALIUU CEpBepa KIHEHTOM;
6. MpoBEpHTE pabOTOCIIOCOOHOCTD CETH.
PexkoMeHayI0TCS K MPOUTEHUIO CIEAYIOIINE CTAaThH:
1. LinuxFormat: «3nextpoHHbsie mnomanucu u 1udpoBsie ceptuduxatel. Yacts 1.»
http://wiki.linuxformat.ru/wiki/LXF93:31ekTpoHHbBIE TOIMUCU
2. LinuxFormat: «JOnektpoHHbie moanucu W 1udpoBbie ceptudukarel. Yacts 2.»
http://wiki.linuxformat.ru/wiki/LXF94:3nexTpoHHbIe MOIMUCH
3. OpenOffice Org: «Iloneznoctu: Kak coznate mudpoByro noAnuchk B JokymeHte Oooy
https://wiki.openoffice.org/wiki/OQOo_Ilone3noctu: Kak co3nath_1ndpoBy0 HOIMUCH
B_nokyMeHTe _O00#.D0.92.D0.B0.D1.80.D0.B8.D0.B0.D0.BD.D1.82 2. .D0.A1.D0.B0
.D0.BC.D0.BE.D0.BF.D0.BE.D0.B4.D0.BF.D0.B8.D1.81.D0.B0.D0.BD.D0.BD.D1.8B.
0.B9 .D1.81.D0.B5.D1.80.D1.82.00.B8.D01.84.D0.B8.D0.BA.D0.B0.D1.82.
A Taxoke crateu U3 Wikipedia:
1. https://ru.wikipedia.org/wiki/IludpoBoii_cepruduxar
2. https://ru.wikipedia.org/wiki/llenTp_ceprudukaimm
3. https://ru.wikipedia.org/wiki/CepTuduKaT OTKpPBITOTO_KJIFOYa
4. https://ru.wikipedia.org/wiki/2nekTpoHHas_MOANKCH
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6 IMAAKTHYECKHUE MATEPHUAJIBI 1JI51 KOHTPOJISL (CAMOKOHTPOJIS)
YCBOEHHOI'O MATEPHAJIA

6.1 OIIeHO‘lHLIe cpeacrea, moxka3aTeJiu U K

HTCPUHA OLCHUBAHUSA KOMIeTeHIIii

HNnaexc
KOMIIe-
TEeHIMH

Onenounoe
CpeacTBO

IToxkazaTenn
OLICHUBAaHUSA

Kpurepun oueHuBanus
cpopMHPOBAHHOCTH KOMIIETEHIM I

OIIK-2

Co0ecemnoBa-
HHUE

Huzkuit
(HEYJOBJIETBOPUTENBHHO),

CTyneHT OTBeYaeT HEMPABMIILHO, HEUETKO
U HEyOedUTENbHO, JTaeT HeBepHbIE (op-
MYJIMPOBKH, B OTBETE OTCYTCTBYET KaKoe-
1100 MPEJICTaBICHHE O BOIPOCE

[Toporossiii
(YIOBJIETBOPHUTEIILHO)

CTyzneHT oTBeYaeT HEKOHKPETHO, ciabo
apryMEHTUPOBAHO W HE YOEIUTENBHO,
XOTSl U UMEETCSl KaKOe-TO MPEICTaBICHUE
0 BOIIpoce

bazoBbIii
(xopor1o)

CTy,Z[eHT OTBCYACT B LCJIOM IIPABUJIBHO,
HO HEAOCTATOYHO ITOJIHO, YETKO U y6eILI/I-
TCJIBHO

Bricokuii
(oTIIMYHO)

CraButcs, eciu NPOAEMOHCTPUPOBAHbI
3HaHHUE BOIIPOCA U CAMOCTOATEIBHOCTH
MBIIICHHS], OTBET COOTBETCTBYET TpeOo-
BaHUSIM IPAaBUIIbHOCTH, MTOJIHOTBI U apry-
MEHTHUPOBAaHHOCTH.

OIIK-2

PasnoypoBHe-
BBIC 3a/1a4U U
3a1aHus

Huzkui
(HEYJOBJIETBOPUTEIBHO),

OTBeT CTYyICHTY HE 3aUUTHIBACTCS ECIIH:

e 3ajaHue BBIIIOJHEHO MEHEe, YeM Ha
MIOJIOBUHY;

e Crynent oOHapyXMBaeT HE3HAHUE
OonbIlel YaCcTH COOTBETCTBYIOIIEIO Ma-
Tepuaa, J0MyCKaeT OMMOKU B GOPMYIITH-
POBKE oTpeeNeHui U MpaBUil, HCKaXKaro-
IIUE UX CMBICI, OECIOPSIIOYHO U3JIaraeT
MaTepual.

[Toporossiii
(YOBIETBOPUTEIHHO)

3amanue BBINOIHEHO O0JI€ee, UeEM Ha I10J10-
BuHy. CTyZIeHT OOHapy>XUBaeT 3HAHUE U
IIOHNUMAaHUEC OCHOBHBIX HOHO)KCHI/Iﬁ 3aJga-
HHUSI, HO:

e ll3maraer MaTepuai HEMOJHO U I0MYC-
KaeT HETOYHOCTH B OMNpPEAENCHUU TOHS-
THM;

e He yMmeer m0CTaToOYHO TIIyOOKO U JI0-
Ka3aTelbHO 000CHOBATH CBOM CYKJIEHUS U
IIPUBECTU CBOU IIPUMEDBI;

e ll3maraeT Marepwal HEMOCJEI0BA-
TEJIHHO U JIOMYCKAET OMIMOKH B SI3IKOBOM
0(hOPMIICHUH H3JIaraeMoro.

BbazoBblit (xopo11io)

3ajaHre B OCHOBHOM BBINOJIHEHO. OT-
BETHI IPABUJIbHBIE, HO:

e B oTBere AomymieHs MalO3HAYNTEIh-
HBIEC OIUOKU U HETOCTATOYHO TIOJTHO pac-
KPBITO COJIEpKaHUE BOIPOCaA;
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e He mpuBeneHsl WUTIOCTPUPYIOIINE
MPUMEPBI, HEIOCTATOYHO UETKO BHIpaA-
KEHO 0000MIaroIe MHCHHE CTYICHTA;

e JlonymieHno 1-2 HemodeTta B MOCIEAO-
BaTEIbHOCTH U SI3BIKOBOM O(OPMIICHUU
H3JIaraeMoro.

Bricokwii (0TM4HO)

3agaHue BBIIOJHEHO B MAaKCHMAJIbHOM
o0beme. OTBETHI MOJIHBIE U TPABUIIBHBIE.
e CTyIeHT IMOJHO M3JIaraeT MaTepua,
JaeT TpPaBUIBHOE OIpEeIeHUEe OCHOB-
HBIX TTOHATHIA;

e OOHapyXHBaeT IMOHWMAaHHUE MaTEpH-
ajla, MOXKET 000OCHOBATh CBOU CYXJICHUS,
NPUMEHUTH 3HAHUS Ha MPAKTUKE, IPHUBe-
CTH HEO0OXOAUMBbIE IPUMEDHI;

e M3naraer marepuai MOCIEI0BATEIEHO
U TIPaBUJILHO C TOYKH 3PEHHS HOPM JIHTe-
pPaTypHOTO S3BIKA.

bazoBrrIit
(xopor1o)

3agaHue B OCHOBHOM BBIINOJIHEHO:

e CryneHT TBepaO YCBOWI TeMy, Ipa-
MOTHO U IO CYILIECTBY M3JIaraeT ee, Onu-
pasich Ha 3HaAHUSI OCHOBHOU JIUTEPATYPHI,
e He pgomyckaer CylecTBEHHBIX HETOY-
HOCTEH;

e VYBA3BIBACT YCBOCHHBIEC 3HAHMUS C ITPAK-
TUYECKOM JIEATEIHFHOCTBIO;

e ApryMeHTUpPYEeT Hay4dHbIE TOJIOXKE-
HHSL;

e JlenaeT BBIBOJBI U 00OOIICHHMS;

e Biuageer cucreMoll OCHOBHBIX ITOHS-
TUH.

Bricokuit
(oTHMYHO)

3aaHue BBITIOJIHEHO B MaKCHMAIbHOM
o0neme.

e CrynmeHT TIIyOOKO H BCECTOPOHHE
YCBOMJI MPOOJIEMY;

e VYBEpPEeHHO, JIOTUYHO, IOCIEI0BA-
TEJIHHO U TPAMOTHO €T0 U3JIaraer;

e Omnwupasich Ha 3HaAHUS OCHOBHOU U J0-
MOJTHUTEIBHON JIUTEPaTyphl, TECHO TPH-
BSI3bIBAET YCBOCHHBIE HAy4YHBIE IMOJIOXKE-
HUS C PAKTUICCKOU JIATEIIBHOCTHIO;

e VYMeno oOOCHOBBIBAE€T U apryMeHTHU-
pYeT BBIIBUTa€MbIE UM UJICH,

e JlenaeT BBIBOJBI U 00OOIICHHMS;

e (CB00OIHO BIa/Ie€T MOHATHSIMHU.

6.2 [IpoMe:kyTOUYHASI aTTECTAIUSI CTYA€HTOB MO ANUCHUILINHE

[IpomexxyTouHast arrecTanus SBISIETCS MPOBEPKOM BCEX 3HAHUM, HABBIKOB M YMEHUU
CTYZCHTOB, IPUOOPETEHHBIX B MpOIECCe U3YUECHUS AUCHUILTUHBL. POPMOI MPOMEXYTOUHOH aT-

TEeCTAalUU 110 AUCIHHUITIIIMHE SABJIACTCA DK3aMCH.
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,HJ'I?I OLCHUBAaHUA PE3YJIbTATOB OCBOCHUA JUCHUIIIIMHBI IIPUMCEHACTCA CICAYIOIIUEC KPUTC-
pyur OUCHHUBAHUA.

Kputepun onieHUBaHHs YCTHOTO OTBETA HA IK3aMeHe

OrnieHka 5 (OTIMYHO) CTaBUTCS, €CJIH:

MOJIHO PACKPBITO COJCPKAHUE BOMIPOCOB B 00beMe MPOrpaMMbl U PEKOMEHOBAHHOM JIv-
TEepaTypbl; YeTKO W MPABHIIBHO JAaHBI ONPEACICHHUS M PAaCKPBITO COACPKAHUEC KOHIICITYaTbHBIX
MOHSITHIA, 3aKOHOMEPHOCTEH, KOPPEKTHO MUCIIOJIL30BaHbI HAYYHBIC TEPMHUHBI; JIJIS I0Ka3aTeIbCTBA
WCII0JIb30BaHbI PA3JIMYHBIC TCOPETUYCCKUE 3HAHMSI, BEIBOJIBI U3 HAOJIIOICHHUH 1 OIIBITOB; OTBET Ca-
MOCTOSITEJIbHBIN, NCUEPIIBIBAIONINHN, 0€3 HABOIAIINX JOMOJHUTEIHHBIX BOIPOCOB, C OTIOPOW Ha
3HAHUs, MPUOOPETEHHBIC B MPOLIECCE CICIIUAIM3AIMH 110 BHIOPAHHOMY HAIIpaBJICHUIO HHpOpMa-
THKHU.

Ornenka 4 (X0pollo) CTaBUTCS, €CIIH:

PacKpBITO OCHOBHOE COJICPKAHKE BOIIPOCOB; B OCHOBHOM MPABUJIBLHO JIAHBI OMPEICICHHUS
MOHSATUN U MCTIOJb30BaHbl HAYYHBIC TEPMHUHBI, OTBET CAMOCTOSTEIIBHBIN; OMPECICHUS TOHATHN
HETIOJIHBIC, JTOMYIICHBl HAPYIICHHS MOCIEA0BATEIFHOCTH H3JI0KECHUS, HEOOIBIINEe HETOYHOCTH
IIPU UCTIOIB30BAaHUH HAYYHBIX TEPMUHOB WJIHM B BBIBOJIAX M 000OIIEHUSNX, UCIIPABIIsIeMbIE O J10-
MOJTHUTEIIEHBIM BOIIPOCAM YK3aMEHATOPOB.

Ornenka 3 (YAOBIETBOPUTEIHHO) CTABUTCS, €CIIH:

YCBOCHO OCHOBHOE COJICpKaHHE y4eOHOro MaTepualia, HO MU3JI0KeHO (pparMeHTapHoO, HE
BCET/Ia MOCIEI0BATEIIBHO; ONPEACIICHUE MMOHATHH HEIOCTATOYHO YETKOE; HE UCIIOIb30BaHbI B Ka-
YEeCTBE JIOKA3aTeIILCTBA BBIBOJIBI U3 HAOIOACHUI U ONBITOB WJIH JOMYIIECHBI ONIHOKHU TP UX H3-
JIO’)KEHUU; TOMYIICHBI OMUOKU U HETOYHOCTH B UCIOJIB30BAaHUU HAYUYHON TEPMUHOJOTHH, OIpe-
JICJICHUT OHSITHH.

Ornenka 2 (HeyIOBJIETBOPUTENLHO) CTABUTCS, €CIIN:

OTBET HEMPABUJIBHBIN, HE PACKPBITO OCHOBHOE COJICpXKaHKIE TPOrPaMMHOT0 MaTepraia; He
JaHbl OTBETHl HA BCIIOMOTATENbHBIE BOIPOCHI 3K3aMEHATOPOB; JOMYIIEHBbI IpyOble OIIMOKU B
OTIpe/ICIICHUH TIOHATHH, IPU UCTIOIH30BAaHUH TSPMHUHOJIOTHH.

6.3 TunoBble KOHTPOJIbHBIC 3a/IaHUsl WJIMX UHBIC MaTE€pUaJbl, H006XOJII/[MI)Ie IJIs
OHCHKHU PE3yJbTATOB OCBOCHHUS TUCIHHUIIIMHDBI

Ilepeyens NpuMepHBIX BONPOCOB K IK3aMEHY

. [Honsitue Ub. OcnoBHbIe cocTaBmstonme Mb u ux pons npu coznanuu VC.
. 3Hauenue u poas b B coBpeMeHHOM Mupe.
. ¥Yrpo3sl Ub (ocHOBHBIE onpeienenns) U KpUTepUH Kiaccuukauu yrpos.
. Ilpumepsl yrpo3 U puCKOB 10 BCEM OCHOBHBIM cOCTaBIstOINM (acnektam) Ub.
. AHanu3 yrpo3 u puckoB UC ¢ touku 3penns Ub.
. Poccuiickoe n Mex1yHapoJHOE 3aKOHOAATENbCTBO B 001aCTH 3aIUThHl HHPOPMALIUH.
. Crangaptel 1 crienuduKanuy B 00JacTy 3allUThl UH(OPMALIMU, KX OCHOBHBIE
MIOJIO’KEHUS Y TIPUHLUIIBI TIOCTPOEHHS.
8. «OpanxeBasi KHUTa» KaK OLICHOYHbIN CTaHapT.
9. Kpurepuu orieHku 6€301MacHOCTH MHPOPMALTMOHHBIX TEXHOJIOTUI
10. OcHOBHBIE MEXaHU3MBI U CEPBUCHI 0€30TTaCHOCTH.
11. CereBas 6e30nacHOCTb, HanOoJIee XapakTepHble Yrpo3bl s ceTeBbix C, Touku
BXO/[.
12. AnmuHHCTpaTUBHBIN ypoBeHb b (OCHOBHBIE MOHATHS, MTOJIUTHKA 0€30MACHOCTH).
13. IIporpamma 6€30maCHOCTH, CHHXPOHH3AITUS ITPOTrpaMMbl 0€301TaCHOCTH C
YKU3HEHHBIM LIUKJIOM CHCTEM.
14. Yupanenue puckamu. OCHOBHbIE MOHSATHS, IPUHIHUIIBI, STAIBI.
15. Ilpouenypuslii yposenb Wb, kiaccudukamnus Mep 3Toro ypoBHs.

NN DN R W
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16. [Ipuntune puzndeckoi u apxutekTypHoi 6ezonacHoctr MC. Mepapxuyeckas
opranusanus 1C.

17. Unentudukanus u ayreHTHGUKAIMS (CIIOCOOBI, X JIOCTOMHCTBA U HEAOCTATKH),
yIpaBJICHUE TOCTYTIOM.

18. YnpaBneHue 10CTynoM, TEXHOJIOTHH, TPUHILIUIIBI OPraHU3aluU, TUIIUYHBIEC PELICHUS.

19. TexHOMOTMY IPOTOKOTUPOBAHUS U ayauTa. [[pHHIUITBI TOCTPOSHUS U 3a/1a4H,
3aBUCHUMOCTB OT Apyrux cpeactB Ub.

20. Ucnonp3oBanue kpunrorpaduyeckux rexnonorui B UC.

21. Texuuueckue cpecTBa, 00eceunBaroINe 3alUTy HH(DOPMALIUY, UX KIIaCCHU(pUKALUs
U Ha3HAYCHUE.

22. PearupoBaHue Ha HapyIlIeHHE peKuMa 0€30MaCHOCTH, IPOLEAYPbI TIAHOBBIX
BOCCTaHOBUTEIIBHBIX paboT.

23. OcoGeHHOCTH COBPEMEHHBIX NH(POPMAIIMOHHBIX CUCTEM, CYIIECTBEHHBIE C TOUKU
3peHust OE30MaCHOCTH.

24. PoneBoe yrpaBieHUE JOCTYIIOM.

25. AKTUBHBIN ¥ TAaCCUBHBIN ay/IUT.

7 IEPEYEHb HH®OPMAIIMOHHBIX TEXHOJIOTUHI, UCITOJIb3YEMBIX
B NTPOIECCE OBYYEHUA

HNudopmanuonnbie TeXHOJIOrMN — 00y4eHUE B 3JICKTPOHHOM 00pa3oBaTeIbHON cpejie ¢
LEJIBI0 PACHIUPEHUS JOCTYIa K 00pa30BaTeIbHBIM PeCypcaM, YBEITUYCHUSI KOHTAKTHOTO B3aUMO-
NEHCTBUS C MpenojaBaTesieM, MOCTPOSHUS WHIUBUAYAIbHBIX TPAEKTOPHM MOJITOTOBKU, 00BEK-
THUBHOI'O KOHTPOJISI © MOHUTOPHHTIA 3HAHUMN CTYJCHTOB.

B o0pazoBarensHOM mpoliecce MO TUCHUIUIMHE UCIIONB3YIOTCS CleAyonne nH(opMaIu-
OHHBIC TEXHOJIOTHH, SIBJISIONINECS KOMIIOHEHTaAMH ODJIEKTPOHHON HH(POPMAIIMOHHO-00pa3oBa-
TenbHOU cpenbl BITIY:

e odunuansHbii cait BI'TIY;

KopnoparusHas ceTb bI'TIY;

cucrema 351ekTpoHHOro ooyuenuss ®I'bOY BO «bI'TIY »;
AIIEKTPOHHBIE OMOTHOTEYHBIE CUCTEMBI,

cuctemsl mporpammuposanwst (C++, Java, Delphi, Pascal);
MYJIbTUMEAUNHOE COTPOBOXKICHUE JIEKIINI U TPAKTUYECKUX 3aHATHI.

8 OCOBEHHOCTHU U3YYEHUA JUCHUIIJINHBI THBAJINJAMMU U JIMHAMMU C
OI'PAHUYEHHBIMHA BO3MOKHOCTSAMMU 31O0POBbAA

ITpu oOyueHuM NIl ¢ OTPAHUYEHHBIMUA BO3MOYKHOCTSIMH 3/10pPOBbSI IIPUMEHSIOTCS a/1all-
TUBHbIE 00pa30BaTeNIbHbIE TEXHOJIOTMHU B COOTBETCTBUU C YCIOBUSIMH, U3JIOKEHHBIMH B pa3zel
«Oco0eHHOCTH OpraHu3ali 00pa30BaTEeNBLHOIO IMpolecca Mo 00pa3oBaTeNbHBIM IMPOTrpaMMamM
JUTSL UHBAJIMJIOB U JIUI] C OTPaHUYEHHBIMU BO3MOKHOCTSIMU 3/10pOBbsD» OCHOBHOM 00pa3oBaTellb-
HOM MporpamMmsl (MCIOJIb30BAHUE CHEIMATIBHBIX YUEOHBIX TOCOOMH U JUIAKTUYECKUX MaTepHha-
JIOB, CIIEIMAJIbHBIX TEXHUUECKUX CPEJICTB 00YUEHHUS KOJUIEKTUBHOTO M MHAMBHUIYAIBHOTO IMOJIb-
30BaHUs, MPEAOCTABICHUE YCIYT aCCUCTEHTAa (IOMOIIIHUKA), OKA3bIBAIOIIEr0 00y4JarouIuMes He-
00X0IMMYI0 TEXHUYECKYIO MMOMOIIb U T.I.) ¢ Y4ETOM MHIAUBUAYAIbHBIX OCOOEHHOCTEH 00yuaro-
LIUXCS.
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4. PyxoBogsamuii okymeHT ['ocrexxkomuccun Poccun. KoHnenuust 3ammrhbl cpeacTs
BBIYUCIUTENbHON TEXHUKU U aBTOMATH3MPOBAHHBIX CHCTEM OT HECAHKI[MOHHUPOBAHHOTO J10-
ctyna k uadpopmanuu. M.: 'TK PO, 1992.

5. PyxoBomsmmii nokymeHT ['octexkomuccuu Poccun. Cpencta BBIYHCIUTENHHON
TEXHUKU. 3alUuTa OT HECAHKIIMOHHMPOBAHHOTO jgocTyna K mHpopmarmu. [lokazaTenu 3amm-
menHoctyd CBT ot HCJI x nuadopmaruu. M.:I'TK PD, 1992.

6. PykoBomsmuii moxkymeHT ['octexxkomuccuu Poccnn. ABTOMaTH3WPOBAHHBIE CH-
CTEeMbI. 3aluTa OT HECAaHKIIMOHUPOBAHHOTO AocTyna K uHpopmanuu. Kinaccudpukanus aBro-
MaTH3UPOBAHHBIX CUCTEM U TpeOoBaHus 1o 3auute nHpopmanuu. M.: I'TK PO, 1992.

9.2 ba3bl JaHHBIX U HH(POPMALMOHHO-CIIPABOYHbIE CHCTEMBI
1. ®enepanpuplii  mopran  «Poccuiickoe  oOpazoBanue» — Pexum  jgoctyna:
http://www.edu.ru
2. Undopmanmonnas cucrema «EnnHoe okHO ocTyna K 00pa3oBaTeIbHBIM pECypcam»»
— Pexxum nocryma: http://www.window.edu.ru



https://bgpu.ru/irbis/cgi-bin/irbis64r_14/cgiirbis_64.exe?LNG=&Z21ID=&I21DBN=BOOK&P21DBN=BOOK&S21STN=1&S21REF=3&S21FMT=fullwebr&C21COM=S&S21CNR=10&S21P01=0&S21P02=1&S21P03=A=&S21STR=%D0%93%D0%B0%D0%BB%D0%B0%D1%82%D0%B5%D0%BD%D0%BA%D0%BE%20%D0%92.%D0%90.
https://urait.ru/bcode/497002
https://bgpu.ru/irbis/cgi-bin/irbis64r_14/cgiirbis_64.exe?LNG=&Z21ID=&I21DBN=BOOK&P21DBN=BOOK&S21STN=1&S21REF=1&S21FMT=fullwebr&C21COM=S&S21CNR=10&S21P01=0&S21P02=1&S21P03=A=&S21STR=%D0%9C%D0%B5%D0%BB%D1%8C%D0%BD%D0%B8%D0%BA%D0%BE%D0%B2,%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%20%D0%9F%D0%B0%D0%B2%D0%BB%D0%BE%D0%B2%D0%B8%D1%87
https://urait.ru/bcode/490019
https://urait.ru/bcode/496741
https://bgpu.ru/irbis/cgi-bin/irbis64r_14/cgiirbis_64.exe?LNG=&Z21ID=&I21DBN=BOOK&P21DBN=BOOK&S21STN=1&S21REF=1&S21FMT=fullwebr&C21COM=S&S21CNR=10&S21P01=0&S21P02=1&S21P03=A=&S21STR=%D0%A1%D0%BE%D0%B1%D0%BE%D0%BB%D0%B5%D0%B2,%20%D0%90.%20%D0%9D.
http://www.edu.ru/
http://www.window.edu.ru/
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3. denepanbHBIA TIEHTP HMHPOPMAIIMOHHO-00pPA30BaTEIBHBIX PECypcoB — Pexum m0-
cryna: http://fcior.edu.ru

4. Caiit @enepabHON CITY)KOBI 10 MHTEJUICKTyJIbHOH COOCTBEHHOCTH, IMATEHTaM M TO-
BapHbIM 3HakaM (PocnatenTa). — Pesxkxum moctyna: http://www.fips.ru/rospatent/index.htm

9.3 D/1eKTPOHHO-0UOIHOTEeYHbIE PecypChl
1. 3BC «IOpaiity». — Pexxum goctyna: https://urait.ru
2. Tlommpen (0630p CMHU). — Pexxum noctyma: https://polpred.com/news

10 MATEPUAJIBHO-TEXHUYECKAS BA3A

JUis 1poBeleHMs 3aHSATUH JIEKIIMOHHOTO W CEMHUHApCKOro THUIIA, TPYNIOBBIX U
WHJIUBUIyaJIbHBIX KOHCYJbTAllMA, TEKYLUIErO0 KOHTPOJS M IPOMEXKYTOYHOM aTTecTaluu
UCTIONB3YIOTCS ~ ayJUTOPHH, OCHAIICHHBIE y4eOHOW MeOenbio, ayJIuTOPHOW  JOCKOH,
KOMIIBIOTEPOM(PaMHU) C YCTAHOBJICHHBIM JIMIICH3UOHHBIM CHEIMATIM3UPOBAHHBIM IPOTPAMMHBIM
o0OecrieyeHrEeM, KOMMYTAaTOpOM JUIsl BBIXOJA B 3JEKTPOHHO-OMOJIMOTEYHYIO CHUCTEMY U
JNEKTPOHHYIO  HH(OpPMAIMOHHO-OOpa3oBarenbHyto  cpeay  BITIY,  mynpTUMenuiHBIMU
IIPOEKTOPAMH, 9KCIO3ULIMOHHBIMU JKpaHaMH, y4eOHO-HaIJIJHBIMU ocoousIMU
(MyIbTUMEIUHHBIEC TPE3CHTALINH).

Jlisa npoBeneHus 1ab0OpPAaTOPHBIX pabOT TakKe HCIHOJIb3YEeTCsl KOMIIBIOTEPHBIM Kiacc,
YKOMILUIEKTOBaHHAs CIEIYIOIIMM 000PYOBAaHUEM:

e KOMIJIEKT KOMIIBIOTEPHBIX CTOJIOB.

e Crou mpenogasaresns

e [[romutp

e AynuTopHas A0CKa

e KoMmnploTepsl C YCTAHOBJIEHHBIM JIMIIEH3UOHHBIM CHENUAIN3UPOBAHHBIM IIPOrpaMM-
HBIM O0O€ecIieYeHHEeM

e MynbTUMEIUIHBIN IPOEKTOP

e DKCINO3ULMOHHBIN IKPaH

® YyeOHO-HarJsAHbIe TOCOOUs - MYJIbTUMEIUIHBIE IPE3EHTAMN MO JUCHUILINHE.

CamocrosiTenbHast paboTa CTYJIEHTOB OpraHU3yeTcs B ayJUTOPHUSIX OCHALICHHBIX KOMIIb-
IOTEPHOM TEXHUKON C BHIXOJIOM B 3JIEKTPOHHYIO HH(OPMAIIMOHHO-00pa30BaTeNbHYIO Cpey By3a,
B CIIELMAIIM3UPOBAHHBIX J1A00paTOPHUAX MO JUCIUILIMHE, a TAK)XKE B 3aj]aX JOCTyNa B JOKAIbHYIO
cetb BI'TIY, B 1abopaTopuu NCUX0JIOr0-MeAArOrHueCcKUuX UCCIET0BaHUN U JIp.

JIMleH3MOHHOE TPOrpaMMHOE OOecreueHne: OIepalliOHHbIE CHCTEMbl CeMelcTBa
Windows, Linux; oduchsie nporpammsr Microsoft office, Libreoffice, OpenOftfice; maTemarnye-
ckuit maket MatLab, cucremsr mporpammupoanust (C++, Java, Delphi, Pascal), opay3epsi.

Pazpabotunk: CepoB M.A., KaHIUIaT TEXHUYECKUX HAYK


http://fcior.edu.ru/
http://www.fips.ru/rospatent/index.htm
https://urait.ru/
https://polpred.com/news

11 IMCT UBSMEHEHHUH U JOITOJTHEHUM
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YrBep:kaenne uameHeHuii u qonojanennii B PIIJI nust peanusamuu B 2020/2021 yu. r.

PIIJI o6cyxnena u omobpena mist peanusaruu B 2020/2021 yu. r. Ha 3aceqaHun Kadeapbl
UH(POPMATUKU M METOAUKH TpenogaBanus nHpopmaTuku (mpotokoi Ne 8 ot «17» utons 2020 1.).
B PII]/] BHEeceHBI cieayrone U3MEHEHUS U IOMOJTHEHU S :

Ne uzmenenus: 1
Ne ctpanunel ¢ nsmeHeHueM: TUTYIbHBINA
JIUCT

UckmounTh:

BxirounTs:

Texct: MUHHCTEPCTBO HAYKH U BBICIIETO 00-
pazoBanusi PO

Texkcr: MunuctepeTBo nmpocserenus Poc-
cuiickor denepaunn

YT1Bep:kaenue uzmeneHuii u qonojHenui B PIIJL nis peanuzanun B 2021/2022 yu. r.

PII/] o6cyxaena u onodpena s peanuzanuu B 2021/2022 yy. r. 6e3 U3MeHEHUH Ha 3a-
cemannu Kadeapsl HHGOPMATUKH U METOUKHU TIperiogaBanust nHGopMaTuku (mpotoko Ne7 ot

21.04.2021 r.).

YT1Bep:kaenue u3meneHuii u qonojaHenui B PILL nus peanuzanun B 2022/2023 yu. r.

PII/] nmepecmotpena, o0cyskaeHa u ogqoOpena ais peanusanuu B 2022/2023 yue6GHOM Toay
Ha 3aceannu Kadeapsl HHPOPMATHKU ¥ METOIUKH MTperoaBaHus HHPopMaTHKH (TpoTokoJT Nel

ot 21 centsaops 2022 1.).

B pabouyto mporpamMmy BHECSHBI CIICTYIOIINE U3MEHEHUS U JOMOTHEHUS:

Ne m3menenus: 1
Ne ctpanuisl ¢ u3mMeHenuem: 22-23

B Pa3nen 9 BHeceHbl U3MEHEHHUS B CIIMCOK JIUTEPATyphl, B 0a3bl TaHHBIX U MH(OPMALMOHHO-
CIPaBOYHBIE CUCTEMBI, B JIEKTPOHHO-OMOINOTEYHbIE pecypchl. YKa3aHbl CChUIKH, 00ecreqn-
BaIOIME JOCTYI 00Yy4arOIUMCS K AIEKTPOHHBIM yUeOHBIM U3JIaHUSAM U 3JIEKTPOHHBIM 00pa3o-
BarenbHbIM pecypeaM ¢ caiita PI'BOY BO «BI'TIV».

YTBepxkaenne n3menenuit u nonojHenunii B PILI nnsa peanuzanuu B 2024/2025 yu. r.

PITJI oGcyxnena u ogobpeHa juid peanuzanuu B 2024/2025 yu. r. 6€3 U3MeHeHui Ha 3ace-
naHuu kadeapbl MHPOPMATUKH M METOAMKH IpernojaBaHus MHGopMaTuku (mpotokos Ne® ot

30.05.2024 r.).



