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1 HOACHUTEJIbBHAS 3AIIMCKA

1.1 Heab AMCHUIUIMHBI: OCBOCHHE CTYJCHTaMH OCHOBHOTO BHa jaesTenbHOCTH «Co-
IPOBOXKACHUE U 00CITYKUBAHHE MPOTPAMMHOTO 00ECIIEYeHUsI KOMITBIOTEPHBIX CUCTEM» M COOT-
BETCTBYIOIIHNX €1 TPOPECCHOHATBHBIX KOMIICTCHITUH.

1.2 MecTo nucuumiunel B cTpykrype OOII:

VYuebnas mucnumuinHa «OOecreueHne KadecTBa (DYHKIIMOHUPOBAHHS KOMITBIOTEPHBIX
cuctem» (M/IK.03.02) npunHauiexxuT K npodecCHOHaIbHOMY LUKIY U OCHOBHOMY BHIY Jesi-
TesbHOCTH «COIMPOBOXKICHUE W OOCITYy)KMBaHUE TPOTPAMMHOTO O0ECIECUYCHUSI KOMIIBIOTEPHBIX
cuctem» (IIM.03).

1.3 lucuumiinHa HanpaBJieHa HA (POPMHUPOBAHHE CAEAYIOIIMX KOMIIETeHIHIi:

— TIK 4.1. OcyumecTBisTh WHCTAUISAIMIO, HACTPOHKY U OOCIYKMBAaHHE MPOTPAMMHOIO
o0ecreyeHns KOMITbIOTEPHBIX CHCTEM.

— IIK 4.2. OcymecTBiiTh U3MEPEHUs IKCIUTYaTallMOHHBIX XapaKTEPUCTUK MPOTPAMMHOTO
o0ecreyeHNs KOMIbIOTEPHBIX CUCTEM.

— IIK 4.4. ObGecneunBaTh 3alIUTy MPOTPAMMHOIO OOECIIEUECHUS KOMIIBIOTEPHBIX CHCTEM
IPOTrPaMMHBIMU CPEACTBAMHU.
1.4 Tlepeyens NJIAHMPYEMBIX pe3yJbTaTOB 00yueHHus. B pesyibrare u3ydeHus AUCLU-
IUTMHBI 00yYaroIUNCS 10JIKEH
yMeTb:

— HCIIOJIb30BAaTh MCTOAbI 3allIUTHI IIPOrPpaMMHOIO obecrieyeHus KOMIIBXOTCPHBIX CUCTCM;
— HOPOBOAUTH MHCTAJIIAIHIO ITPOrpaMMHOI0 obecreucHus KOMIIBIOTCPHBIX CUCTCM;,

— IIPOU3BOJUTH HaCTpOﬁKy OTACIIbHBIX KOMIIOHCHTOB IIPOIr'paMMHOTI'O obOecrieyeHnust KOM-
IBIOTCPHBIX CUCTEM;

— AHaJIM3UPOBATb PUCKH U XAPAKTCPUCTUKU KAaYCCTBA IIPOIrpaMMHOI'O O6€CH€‘I€HI/IH;
3HATDb:

— OCHOBHBIC METOJIbI U CPeACTBA YPPEKTUBHOTO aHAIHM3a (PYHKIIMOHUPOBAHUS ITPOTPAMM-
HOI'0 00OCCIICUCHHS;

— OCHOBHBIC BUbI pa60T Ha 3Tare COIMPOBOKACHUA MTPOTPAMMHOTO 06CCHC‘-ICHI/I${;

— CpC€ACTBA 3allIUThI MPOIrpaMMHOI0 obOecrieueHus B KOMITIBIOTCPHBIX CUCTEMAX,
HMETb l'lpaKTI/l'—IeCKI/Iﬁ OIIBIT B:

— HAaCTpPOWKE OTMEIbHBIX KOMIOHEHTOB MPOTrPAMMHOTO 00€CleYeHHs] KOMIBIOTEPHBIX CH-
CTEM,;

— MoAU(DUKALUY OT/ETbHbIE KOMIOHEHTHI IPOTPaMMHOI0 00ECTIeYeHUsI B COOTBETCTBUH C
NOTPEOHOCTSIMU 3aKa3UMKa;

— HCHOJIB30BAThb MCTOJbI 3allIUThI TPOTPAMMHOTO obecneueHUs KOMITBIOTCPHBIX CUCTEM,

— OTACJIBbHBIX BHJaX pa60T Ha 29Tare noAACP KKK MNpPOrpaMMHOIo o0ecIreYeHHsT KOMIIbIO-
TCPHBIX CUCTCM;

— M3MEPEHMH HKCIUTyaTal[MOHHBIX XapaKTEPUCTHUK MPOrPaMMHOTO OOecreueHus: KOMIIbo-

TEPHBIX CUCTEM Ha COOTBETCTBUE TPEOOBAHUSM.

1.5 O6mas TpyaroeMKocTh TUCHUILUINHBI «O0ecrnieueHue KauecTBa (PyHKIIMOHUPOBAHUS
KOMITBIOTEPHBIX CUCTEM» COCTaBJsieT 88 4. MaKCUMalIbHON yueOHOM Harpy3Kku oOydJaromierocs, B
TOM YHCIIe: 00s3aTeIbHON ayIUTOPHON y4eOHOW Harpy3ku oOydaromierocss — /6 dacoB; camo-
CTOATENBbHON paboThl 0Oyuatomerocs — 10 yacos.

[IporpamMmMa mpenycmaTpuBaeT H3y4eHHME MarepHaja Ha JIEKIUSX M JIaOOpaTOpHBIX.
[IpenycmoTpena camocTosiTenbHast pabota oOyyaromuxcst Mo TemMaMm u paszienam. IIporpamma
IpelycCMaTpUBaeT UCIOJIb30BaHNE B 00pa30BaTEIbHOM MPOIECCE AKTUBHBIX U MHTEPAKTHUBHBIX
¢dopM mpoBeAeHUs 3aHATUN B COUETAHMM C BHEAYJUTOPHOM paboroii. IlpoBepka 3HaHMi OCy-
HIECTBIISETCS PPOHTAIBHO, MHIUBUYATTBHO.



1.6 O0beM JUCUMIIIIMHBI M BUIBI Y4e0HOM 1eATeJIbHOCTH

Bup yueOHoii paboTnbl O0bem
4yacoB

MaxkcuMaJjibHasi ydeOHasi HArpy3Ka (Bcero) 88
O06s13aTe/IbHAs ayIUTOPHAs y4eOHAasi HATPY3Ka (Bcero) 76
B TOM YHCIIE:
- JIEKIIUHU 40
- 1a00paTOpHBIC 3aHATHS 36
CamocrosiTesibHasi padoTa o0yuarwuierocs (Bcero) 10
KoncyabTanum
IIpomeskyTouHasi arTecTanus: 1uddepeHnrpoBaHHbIN 3a4eT 2

2 TEMATHYECKHM IJTAH ¥ COAEP)KAHUE YYEBHOM TUCHUIIINHBI

HaumenoBanue
pa3aesioB u TeM

Conep:xxanue yueOHOro MaTepHuaJia, MPaKTHYECKHE 3a-
HATHSA, CAMOCTOATEJIbHAA PA00Ta 00y4arO M XCH

O0beM B
gacax

Tema 1 OcHOBHEIE
MeToabI o0ecIe-
YeHHA KayecTBa
(pyskunonuposa-
HUSA

Conep:xanue

Jlexyuonnvle 3anamusi:

MHoroypoBHEeBasi MOJIeJIb Ka4eCTBa IIPOrpaMMHOT0 o0ec-
Ne4YeHUs

OOBEKTHI YI3BUMOCTHU

Jlectabunusupyromue GpakTopbl U yrpo3bl HAJAEKHOCTH
MeTtob1 IpenOTBpALLEHUS YTPO3 HAJEKHOCTH
OnepatuBHbBIE METO/IBI MIOBBIIICHUS HAJC)KHOCTH: BPEMEH-
Hasi, ”H(OPMAIIMOHHAS, TIPOTPaMMHasi H30BITOYHOCTh
[lepBHuyHBIE OMNOKHU, BTOPUYHbIE OIIMOKH U UX TPOsIBIIE-
HUS

MatemaTnueckrue MOJIEIH ONUCAHUS CTATUCTUYECKHUX Xa-
paKkTEepUCTUK OIIMOOK B Iporpammax

AHanu3 pUCKOB U XapaKTEPUCTUK KaueCTBA IPOIPaMMHOIO
oOecrnieuyeHus py BHEIPEHUH.

[enecoobpa3zHoCTh pa3pabOTKH MOJyJIEH ajanTaiu

22

Jlabopamopnuvie 3anamus: TecTupoBaHUE MPOTrPaMMHBIX
MIPOYKTOB

CpaBHeHUE pe3yJbTaTOB TECTUPOBAHMS C TPEOOBAaHUSIMHU
TEXHUYECKOTO 3a/1aHus M/UJH crieruduranmei

AHanu3 pucKoB

BrlsiBieHHE TEPBUYHBIX U BTOPUYHBIX OHIMOOK

16

Camocmosmenvnasn paboma obyuarowuxca: Ilonroroka x
nabopaTopHOU padoTe.

Tema 2. MeToabl
U CpeCcTBA 3allu-
Thl KOMIIBIOTEP-
HBIX CUCTEM

Conep:xanue

Jlekyuonnvle 3auamus:

BpenonocHsle nporpaMmsl: Kiaccu(uKanus, MeTo Il 00-
HapyKEeHHS

AHTHBHpYCHBIE IPOTPAMMBI: KJIacCU(UKalUs, CPaBHH-
TEJIbHBIN aHAJIN3

QPaipBoJI: 3a1a41, CPABHUTEIIbHBIN AHAJIN3, HACTPOMKA

18

4




I'pynmoBsie MONMUTUKU. AyTEHTUDHUKAIMS. YUETHBIE 3aITH-
cH

TectupoBanue 3aMTHI TPOTPAMMHOTO 0OecTIeueHHs
CpeznctBa ¥ IPOTOKOJIBI NIM(POBAHUS COOOIICHUI
Jlabopamopnvie 3anamua: OOHapyKeHHE BUpYca U yCTpa-
HEHHE TOCIIE/ICTBUI €TO BINUSHUS

YcranoBKa 1 HacTpoiika aHTuBHpYca. HacTpoiika 0O0HOB-
JICHUH ¢ TIOMOIIIBIO 3epKaa

Hactpoiika momuTuku 6€301MacHOCTH 16
Hacrpoiika 6paysepa

Pabora ¢ peectpom

Pabota ¢ mporpamMmMoii BOCCTaHOBJICHUS (aiijIOB M OUUCTKU
JIFICKOB

Camocmosmenvhas paboma odyuarowuxca: IlogroroBka x

o 6

naboparopHoii padore.
IIpome:xxyTounasi arrectanusi: 1udepeHInpoOBaHHBIN 3a4eT 2
Bcero: 88

3 YCJIOBUS PEAJIM3ALIAY YUYEFHOM JUCIHATLIIMHBI

3.1 TpeOoBaHusi K MUHUMAJIBbHOMY MaTePHAJIbHO-TEXHUYECKOMY 00ecIeYeHN 0

Peanmzanus yueOHOM MUCIMITIIMHBI TpeOyeT HAMWYHs KOMITBIOTEPHOTO Kilacca — yueOHas
ayJIMTOpUs JUIsl TIPOBEACHHSI BCEX BHUJIOB y4E€OHBIX 3aHATHUN, MPYNHOBBIX M HHAWBUIYaTbHBIX
KOHCYJIBTAINH, TEKYIIETO KOHTPOJIS, TPOMEKYTOYHOH aTTECTAllMU M CAMOCTOSATEIILHOM PaOOTHI.

KomruiexT yueOHoI Mebernn, KOMIbIOTEPHBIE CTOJBI, Ay JUTOPHAS JOCKA, KOMIIBIOTEPHI C
YCTAHOBJICHHBIM JIMIICH3MOHHBIM MPOTPAMMHBIM 00eCreueHHEeM, MYJIbTUMEAUUHBIA TPOEKTOD,
9KCIO3ULIMOHHBIN 2KpaH, 11 mepcoHambHBIX KOMIIBIOTEPOB.

Hcnonp3zyemoe nporpammuoe obecnieuerne: Microsoft R WINEDUperDVC AllLng Up-
grade/SoftwareAssurancePack Academic OLV 1License LevelE Platform 1Year;, Mi-
crosoft®OfficeProPlusEducation AllLng License/SoftwareAssurancePack Academic OLV
1License LevelE Platform 1Year; Dr.Web Security Suite; Java Runtime Environment; Calculate
Linux.

3.2 UudopmanuonHoe odecniedeHne 00y4eHus

OcHoBHas1 IUTepaTypa

1. BuykoB, A. A. OcHOBBl MHQOPMALMOHHONW 0€30MaCHOCTH: 3alUTa WHPOPMALUU :
yaeOHoe rmocobue s cpenHero npodeccnoHanibHOro oopasosanwms / A. A. BaykoB. — 3-¢ u3f.,
nepepad. u gon. — Mocksa : M3parensctBo Opaiit, 2021. — 161 c. — (IIpodeccronanshoe
obpazoBanue). — ISBN 978-5-534-13948-8. — Texkct : amektpoHHBIN // OOpa3zoBareibHAs
iatdopma IOpaiit [caiit]. — URL: https://urait.ru/bcode/475890

2. Kazapun, O. B. OcHOBBI MHPOPMALIMOHHOW 0€30MaCHOCTH: HAJEKHOCTh M Oe3omac-
HOCTb NPOrPaMMHOI0 obecredeHus : yuebHoe nocodue Juist CpeHero npoQeccuoHanbHOro 00-
pazoBanus / O. B. Kazapun, U. b. llly6unckuit. — Mocksa : UznarensctBo FOpaiit, 2021. —
342 c. — (IlpodeccuonanpHoe obpazoBanue). — ISBN 978-5-534-10671-8. — TekcT : amek-
TpoHHbIH // Obpa3oBatenbHas mwardopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/475889

Jlono/ITHUTeIbHAS JIUTepaTypa

1. besomacHocTh MHGOPMAIIMOHHBIX TEXHOJOTHI. MeTomoNorus co3/laHus CHUCTEM 3a-
umthl [Text] / B. B. lomapes. - M. ; CII6. , 2002. - 671 c. (4 9k3)

2. Benenue B 3amuTy WHGOpPMAIMK B aBTOMAaTHU3UPOBAHHBIX cucteMax [Text] : Yueo.
nocodue Il CTyA., 00yd. MO CHell., He BXOSIIUM B TPYMIy CHell. B 001acTu uHdopmarll. 0e3-
omacHoctd / Mamiok A.A., TTasusun C.B. - M. : Topsiuas nmunus - Tenekom, 2001. - 144 ¢. (23
9K3).



https://urait.ru/bcode/475890
https://urait.ru/bcode/475889

3. 3amuTa 00BEKTOB M HWH(GOPMAIIMKM OT TEXHUYECKUX CPEACTB pasBenku [Text]
VYuyeb.mocobue / MensbinakoB FO.K. - M. : Poc.I'oc.rymanur.ya-1, 2002. - 398 c. (28 3k3).
4. Cnecusues, A.B. 3amurta nadopmarnuu B nepcoHanbHbix IBM. / A.B. CniecusiieB. —

M.: Paguo u cBs3b, 1992. — 190 c.

Ba3bl 1aHHBIX 1 HHPOPMAIIMOHHO-CIIPABOYHbIE CHCTEMbI
1. ®depepanbhsbiii nopran «MHTYHTY. - Peskum noctyna: http://www.intuit.ru
2. @enepanbHbI 00pa3oBaTeNbHBINA MopTan «OTKpPBITOE 00pa3oBaHue». - PexkuM 10CTy-

na: https://openedu.ru
3. Peectp  poccumiickoro
https://reestr.digital.qgov.ru

MIPOrPaMMHOTO

obecrieyeHus. - Pexum J0CTyna:

4. Caiitr ®enepanbHOU CITy>KObI IO MHTEIICKTYaIbHOM COOCTBEHHOCTH, TAaTEHTaM U TO-
BapHbIM 3HakaM (Pocnarenta). - Pexxum goctyna: https://www.fips.ru
DJIeKTPOHHO-0MOJIMOTEYHbIE PeCYPChI
1. BBC «lOpaiit». — Pexxum nocryna: https://urait.ru
2. Tomnpex (0630p CMHN). — Pexxum goctyna: https://polpred.com/news

4 KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUA JUCHUIIVIMHBI

KoHTponp u olieHKa pe3yibTaToOB OCBOCHUS YUYEOHOW IUCIMILIUHBI OCYIIECTBIISIETCS
MIpErnoiaBaTesieM B MPOIECCe MPOBEACHUS JICKIIMOHHBIX 3aHSTHI, TECTUPOBaHUs, coOecen0Ba-
HUH, Ta00OPATOPHBIX 3aHATHI, & TAKXKE BBHIIOJHEHUS 00yUYaIOUIMMUCS 1a00paTOPHBIX padoT.

Pe3yabTarbl 00yueHusi (0CBOCHHbIE YMEHUS,

@opMbI U METO/IbI KOHTPOJISI Pe3yJbTATOB

YCBOEHHbIE 3HAHNSI, MPAKTHYECKHIA ONIBIT) 00y4YeHHs
YMeHus: JlaboparopHuas pabota
— HCIOJIB30BaTh METOJbI 3aIUTHI IporpamMm- | Tect
HOT'O 00€CTIeYCHUST KOMIIBIOTEPHBIX CUCTEM; CobecenoBanue

— IPOBOJUTh HMHCTAULILMIO IIPOrPAMMHOIO
o0ecrie4eHNsI KOMIIbIOTEPHBIX CUCTEM;

— MPOU3BOJUTH HACTPOMKY OTAEIBHBIX KOM-
MOHEHTOB IPOrPaMMHOI0 OOECIEeYeHUs KOM-
NBIOTEPHBIX CUCTEM;

— aHaJM3UpOBATh PHUCKU U XapaKTEPUCTHKU
Ka4yecTBa MPOrpaMMHOI0 00eCTIeYeHHU.
3Hanus:

— OCHOBHBIE METOJIbI U cpencTBa 3(p(eKTUB-
HOTO aHanu3a (YHKIMOHUPOBAHUS MPOTPAMM-
HOTr'0 00CCIICUCHHS;

— OCHOBHBIE BHJIBI pa0OT Ha 3TAre COMPOBOXK-
JE€HUS IPOTPaMMHOI0 00eCIIeUeHNUS;

— CpeiacTBa 3allUThl MPOTrPaMMHOIO olecre-
YEHHsI B KOMIIBIOTEPHBIX CUCTEMAX.

HNMeTh NpakTHYeCKHUH ONBIT B!

— HacTpOMKe OTIENbHBIX KOMIIOHEHTOB IpO-
IPaMMHOT0 OO€cleYeHUs] KOMIBbIOTEPHBIX CHU-
CTEM.

WuTepriperanust pe3yIbTaToB HAOTIOACHHA 32
JeSITeTbHOCTHIO 00YYaroIIerocs B mpoiecce
BBITIOJIHEHUS JTA0OPATOPHBIX PaboT

3ammura 0T4eTOB B popMe coOEeCceTOBAHUS 110
nabopaTopHbIM paboTam



http://www.intuit.ru/
https://openedu.ru/
https://reestr.digital.gov.ru/
https://www.fips.ru/
https://urait.ru/
https://polpred.com/news

5 TUITOBBIE KOHTPOJIBHBIE 3AJTAHUS ITO JUCHUITIJIMHE

dopMmupyemast
KOMIIeTEHII U

IToxa3zaTeu ocBOeHHS KOMIIETEHIIMA

IIK 4.1. OcymecTBjasTh HHCTAJ-
JISALMI0, HACTPOIKY M 00C/Ty:KUBA-
HHe TNPOIrPaMMHOI0 odecrie4eHus
KOMIILIOTEPHBIX ceTel

3HaTh:

YMmeTn

OCHOBHBIE METOIBI U CpeACTBa 3PPEKTUBHOIO aHA-
nu3a (YHKIIMOHUPOBAHUS MPOTPAMMHOTO odecte-
YCHUS;

OCHOBHBIC BHJIbI pa0OT Ha 3TaIe COMPOBOKICHHS
I10;

noaoupaTh ¥ HacTpaWBaThb KOH(QHUTYPALHUIO MPOrpaMM-
HOTO 00ecIeuYeHUs KOMIIBIOTEPHBIX CUCTEM,;

MIPOBOJIUTH MHCTAUISINIO ITPOrPAMMHOTO OOECTICUCHIS
KOMITBIOTCPHBIX CUCTEM,

MIPOU3BOJIUTh HACTPOWKY OTAEITHHBIX KOMIIOHCHT
MPOrPaMMHOI0 OOECICUCHUsT KOMITBIOTEPHBIX CH-
cTeM;

Baanern:

TEXHUKOMN HHCTAJJIALIHU, HaCTpOﬁKH n O6CJ'Iy)KI/IBa—
HHA KOMIIbIOTCPHBIX ceTel;

HaCTpOﬁKOﬁ OTACJIbHBIX KOMIIOHCHTOB IIpOrpaMM-
HOTro 00ecIeYeHUs KOMITBIOTCPHBIX CUCTCM..

3ananue 1. 3aMKHYTYIO LIETIOYKY MPEJICTABIISAET JaHHAS CXeMa COCTMHEHUS] KOMITBIOTEPOB:

1) KoubLo
2) 3Be3na
3) mmHa

Ortser: 1.

3aganue 2. CkopocTh nepenayn qaHHbix 10 10 MOuT/c obecnieunBaeT 3TOT Kabelnb:

1) OnTOBOJIOKHO
2) BUTas mapa
3) KoaKCHaIbHBIH

Ortser: 2.

3aganue 3. Kak Ha3pIBaeTCs KOMIUIEKC alapaTHBIX U MPOTPAMMHBIX CPEJICTB, PEATU3YIOIINX

oOMmeH nHpopmanuet mexay I1K:
1) KoMUbIOTEpHAs JTHHUS
2) KOMIIBIOTEPHAs CeTh

3) KOMIBIOTEpU3UPOBAHHAS CETh

OrtBer: 2.

3ananmue 4. Kakas Tomoyorus uMeeT camblii 00JIbII0N pazMep ceTH (110 20 km):

1) 3Be3na
2) 1uHA
3) kombio +




OrtBeT: 3.

3ananue 5. K npusnakam knaccudukanuy komnslotepHoi cetu HE otHOcsTCS:
1) ypoBEHB HCIIOIB30BAHMSI
2) reorpaduueckas IIomamb
3) Habop MPOTOKOJIOB

Ortser: 1,2.

3aganue 6. AnpecamMu KoHe4HbIX y3710B ceTd HE MoryT ObITh:
1) 101.10.111.11,
2) 110.11,121.0,
3) 184.123.124.144,
4) 192.168.256.231

Ortser: 2,4.

3aganue 7. YCTaHOBUTE COOTBETCTBUE:

OrtBer:

ping ocHoBHas komanaa TCP/IP, ucnons3zyemas st ycTpaHEHHsI HETIOJIAI0K C
MOJKJIFOYEHUEM, IOCTYITHOCTHIO U Pa3pEILICHUEM UMEH

arp BCIIOMOTaTeJIbHBIN MTPOTOKOJ IPE0Opa30BaHus aIPeCcOB

3aganue 8. YCTaHOBUTE COOTBETCTBUE:

Ortger:

ifconfig YTHJIUTA CHCTEMHOTO aJIMUHUCTPUPOBAHUS ISl HACTPOUKH CETEBOTO MHTEP-
detica B Linux, KoTopast HCIIOJIB3YeTCs AT KOH(UTYPAIH CETEBBIX HHTEP-
deiicos

trasert YTUIINTA, CIIyKallasi Aj1sl JUarHOCTUKH CCTH, OTCICKUBACT ITYyTH, II0 KOTOPBIM
IIAKEThl JAHHBIX MPOXOAST OT UCTOUYHUKA K Y31y Ha3HAYECHHUSI.

33}13HI/I€ 9. YcTaHOBHTE COOTBETCTBHUE MCXKAY OpraHu3anusMi U uX JOMCHHbBIMU UMCHAMU

OrTBer:

MIPABUTEIHLCTBEHHAS .gov
KOMMepuecKas .com
oOpa3oBaTenpHas .edu

3amanne 10. YcTaHOBUTE COOTBETCTBUE

OrtBer:
MPOKJIAKA Ka0els MIPOSKTHPOBAHKE CETH
HacTpoiika napamerpoB OC HACTPOIKa U ONITUMU3AIUS CETH

33}13HI/IC 11. YcranoBure MMOCJICAOBATCIIBHOCTD IMMOAKIIFOUCHUS CETCBOTO aJialiTepa:

OTBeT: YyCTaHOBUTH CETEBYIO KapTy, MOJKIIOYUTH CETEBOI Kabeb K MOPTY CETEBOI KapThl, MOJ-
KJIFOUUTH CETeBOU Kabelb K MOPTYy KOMMYTAaTopa.

3aganue 12. [loctaBbTe B MpaBUIILHOM NOPsiAKE Pa3bl yCTAHOBICHUS COEAMHEHUS:
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OtBet: HaboOp HOMEPA; MOJKIIIOYEHUE K CEPBEPY; COTIACOBAaHHUE TapaMETPOB CBS3H; MTPOBEPKa
MMEHH 0JIb30BATENsl U IApOJIs; BXOJ B CETh; YCTAHOBKA COETUHEHMUS.

3aganue 13. [l BO3BpallleHUsI UMEHU Y3J1a JIOKAJIbHOTO KOMIIBIOTEPA UCIIONb3YETCs yTHIINTA
TCP/IP...

Ortgert: hostname.

3ananmue 14. IP-agpec u Homep nopta - 310...

OTBeT: COKeT.

3aganue 15. KpaTtko onumunre pexumsl ucrnosibzosanus DHCP.

Oter: Pyunoii — Tabnuiia DHCP 3anonHsieTcss anMUHACTPATOPOM, aBTOMATUIECKHUI — 3a1aeTCs

a/IpeCHBIN Mana3oH, U3 KOTOPOIo Y3JIy BbIIENSETCS aJpec, apeH/a ajpeca — TO Ke, UTO U BO
BTOPOM CIIy4ae, HO aJpec BBIAAETCS BO BPEMEHHOM I0JIb30BaHUE.

®opmupyemas IToxa3aTesiu 0CBOCHHMS KOMIIETEHIIM A
KOMIIETCHIUS

IIK 4.2. OcymecTBassTh uM3MepeHUus | 3HATD:

IKCILTYATAHMOHHBIX XapaKTEePUCTHK e OcHOBHBIE METOIBI W cpeacTBa 3(deKTuBHOTO

NPOrpaMMHOIO oO0ecre4YeHusi KOM- | aHajin3a (YHKIIMOHHPOBAHUS IPOrPaMMHOIO obecrie-
NBIOTEPHBIX CHCTEM. YCHUSI.

e OCHOBHBIC MPUHIUIBI KOHTPOJS KOHPUTYpALUU
Y TIOJIIEPKKHU 11eT0CTHOCTU KoHpuryparmu [10.
Ymersn:

XapaKTEPUCTUKH KadecTBa IMPOTPaMMHOTO obecreye-
HUSL.
Baagern:

PAKTCPUCTUK HPOTPaAMMHOIO oOecreueHusI KOMIIbIO-
TCPHBIX CUCTCM Ha COOTBCTCTBUC Tpe6OBaHI/I$IM.

3ananmue 16. [Taket comepxut:

1) Anipec TOJIbKO KOMITbIOTEPA, KOTOPOMY OH MOCITaH
2) AJpec KOMIIBIOTEpa-NOIydaTess U apec KOMIbIOTEpa — OTIIPABUTEIS
3) Hudopmanuto 6e3 agpecos
4) 3arojI0BOK COOOIIEeHUS
OrtBer:2.

3aganue 17. KoakcuanbHblil Kabellb UMEET KUITY, H3TOTOBJIICHHYIO U3:
1) Meau
2) Crekia
3) Ilnacruka
4) Cramu

Ortser: 1.

L4 I/I3Mep5{TB U aHAJIM3UPOBATH SKCILTyaTallMOHHBIC

o Haprikamu HN3MCPCHUA OKCIITyaTallMOHHBIX Xa-




3aganue 18. Kakoii TN KOaKCHATLHOTO KaOelsi He CYIIeCTBYET?
1) Toukwuit
2) Cpennuit
3) Toncrerii
4) Bce THIIBI CYIIECTBYIOT

Ortser: 2.

3aganue 19. [ noaKITIOYSHNS BUTON Taphl K KOMITBIOTEPY UCTIOIB3YETCS BUIIKA U THE3/I0:
1) RG-44
2) RG-45
3) RG-54
4) RG-55

Ortser: 2.

3ananue 20. Kakue pexxuMsbl niepeiadl TaHHBIX CYIIECTBYIOT?
1) CcUMILIEKCHBII
2) TOJyIyTJICKCHBIN
3) AyIUIeKCHBIH
4) mocieaoBaTeIbHbIN

Otser: 1,2,3

3aganue 21. Kakue ycTpoiicTBa UCIIOJIB3YIOTCS IS COSTUHEHUST KOMITBIOTEPOB B CETh?
1) Cereoii amanrep
2) Komnmenrparop
3) Mapupytusarop
4) TlpunTep

Otser: 1,2,3

3amanue 22. YCTaHOBUTE COOTBETCTBUE:

Orger:
Buras mapa DJEeKTPOMarHUTHBINA UMITYJIBC
OnTOBOJIOKHO CsetoBoil J1yu

3aganue 23. YCTaHOBUTE COOTBETCTBUE:

Ortser:
ICMP MIPOTOKOJI 0OMEHa YIPaBISIOIIUMHU COOOIIEHUIMU
RIP IIPOTOKOJI MapLIPYTU3aLUU

3aganue 24. YcTaHOBUTE COOTBETCTBUE

Orser:
Tabnmia KoMMyTaIuu Howmep nopra, MAC-aapec
Tabnuua MapmpyTH3auu Anpec nopra, IP-anpec
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3amanue 25. YcTaHOBUTE COOTBETCTBYE:

Otser:
TFTP MIPOCTEHUININNA MPOTOKOJI EPECHUIKU (paityioB
HTTP IPOTOKOJ Nepesiauu B ceTn Web-ctpanui

3aganue 26. YcTaHOBUTE MPABUIBHYIO MTOCIIEIOBATEIBHOCTD ITAOB MPOSKTUPOBAHUS CETH:

OTBeT: 1enu UCTIONb30BaHMsl, OCHOBHBIE CETEBBIC PELICHHUS, BBIOOP CETEBOTO PEIICHUS, IPOCK-
TUPOBaHHE KaOeJIbHON CUCTEMBI, YCTAHOBKA CETEBOT0 000y 10BaHMU.

3auanne 27. YcraHoBjIeHHE IIOCJICA0BAaTCIbHOCTHU, B KOTOpOﬁ CTaHIIMU ITOJYYarOT JOCTYII K

cpeac rnepeaayn JaHHbIX HA3BIBACTCA. ..

OTBeT: ynpaBieHHE JOCTYIIOM.

3ananue 28. PacrionoxxuTe ceTH B MOPSAKE YBEINYCHUS MAKCUMAJIbHOTO KOJIMYECTBA y3JIOB!

Ortser: 192.168.7.13/29, 192.168.7.14/28, 192.168.7.14/27.

3aganue 29. OnummTe NOPSIIOK HACTPOIKa ceTeBOro nHTEepdeiica.

OrtBer: HazHaueHue [P, monyyeHure Macku, 3aJaHUE 1IUTIO3.

3ananue 30. B yem 3axmouarorcs pyHkupm yerporicts DCE?

OrtBer: BI)Ipa6aTI)IBa€T JaHHBIC IUIA Iepeaavu 110 JMHUHW CBA3H.

dDopmupyemast
KOMIIeTEHI U

IToka3aTeIn 0CBOEHHUSI KOMIIeTEeHIIUHA

IIK 4.4. O0ecnieyuBaTh 3a1UTY
NMPOrpaMMHOro odecrevyeHust KOM-
NbIOTEPHBIX CHCTEM NPOrPAMMHBIMH
cpeacTBaMHu

3HaTh:
® OCHOBHbIE TOHATHUSI KOMIIBIOTEPHBIX CETEH;
® OCHOBHBIE CPEJCTBA U METOAbI 3aLIUTHl KOMIIb-
IOTEPHBIX CHCTEM MPOTPAMMHBIMU U ammapar-
HBIMU CPEJICTBAMU;
YMmeThb:
L HCITI0JIb30BAThH MCTOAbI 3alIUTHI nporpaMmMHOro
oOecrieueHus KOMHI)IOTepHI)IX CHUCTEM,
® AQHAJIM3UPOBATH PUCKU U XapPaKTEPUCTUKHU KadyeCTBa
nporpaMMHOI0 06ecnequI/m;
® BBIOMpATH M UCIOJB30BAaTh METOJABI U CPEICTBA
3alIUTHI KOMHI)IOTepHI)IX CUCTEM HpOl’”pﬂMMHBI-
MU ¥ anmapaTHBIMU CPEJCTBAMH,
Baanern:
e T[pHeMaMH 3alUThl POTPAMMHOTO oOecrede-
HUSI KOMIIBIOTEPHBIX CHUCTEM MPOTrPaMMHBIMHU
CpelICTBaMH.

3ananue 31. B kakoM Tume cereil 6€30MacHOCTh HAXOIUTCS Ha 0oJiee BBICOKOM YPOBHE?

1) B ogHOpaHTOBBIX CETAX
2) B ceTsx Ha OCHOBE cepBepa
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3) B cersix Ha OCHOBE TOMOJIOTHH IITHHAY
4) B ceTsiX Ha OCHOBE TOMOJIOTHH «KOJIBIIO»

Ortser: 2.

3ananme 32. Kakoii Tun cpesl nepeaadu 00ecrneynBaeT MaKCUMaIbHYI0 TTOMEXO03aIIUIIIEHHOCTh
U CEKPETHOCTH Tepeaaun napopmaum?

1) undpakpacHbIil KaHAT

2) ONTOBOJOKOHHBIN Kabeb

3) BuTas napa

4) KoaKCHAJIbHBIH Kabelb

OrtBeT: 2.

3ananue 33. Kto HasHauvaet pusnyeckuii agpec (MAC-aapec) abonentos cetu Ethernet?
1) xommbprOTEp-CcEpBEP
2) M3rOTOBHTEINIb CETEBOIO aaanrepa
3) aKTHBHOE MPUIIOKEHHE
4) moJb30BaTEbh KOMIIBIOTEPA

Ortser: 2.

3ananue 34. Hanbosee 3alMIIEHHBIM OT MIEpeXBaTa JaHHbBIX SBJISCTCS:
1) KoakcuanbHblii Kabenb
2) Bwuras mapa
3) OnTOBOJIOKOHHBIH Kabeb
4) Her npaBWIHLHOTO OTBETA

OrtseT: 3.

3aganune 35. O0OHOBIEHNE OE30IIACHOCTA HEOOXOIUMBI IS
1) yctpaneHust 0OHapyEHHbBIX B ycTaHOBIeHHOM [10 Hen04eToB;
2) yCTaHOBKH Mat4eil [Jisi MPeIOTBPAILCHHUS YSI3BUMOCTEH,
3) g noaaepykaHus BHyTpeHHel camo3anutel [10 certy;
4) nis OOHOBJICHUS MOAYyJiel u yckopeHus padotst T10;
5) nns ynydienus uatepgeiica.

OrTser: 1,2,3.

3ananmue 36. [lepeuncnute OCHOBHBIC BUIBI YTPO3 B CETH
1) cmam
2) XOCTHHT
3) Oau
4) BuUpyC
5) Bpemonocuoe [10

Ortser: 1,4,5.

3ananue 37. PacrionoxuTh B MOPSAJKE YMEHBIICHHS 3alUILIEHHOCTH:
OTBeT: ceTh Ha BUTOM Tape 7 KaTeropuu, onTudeckas oecrpoBoaHas cBsizb, Wi-Fi.
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3aganue 38. PacnionoXuTh CeTH B MOPAIKE YMEHbIIEHUS MAaKCUMAIbHOTO KOJIMYECTBA Y3JI0B
CEeTH:

Otser: 192.168.10.34/19, 192.168.7.14/21, 192.168.7.14/23.

3ananue 39. Unentudukarop cyobekTa 10CTyna, KOTOPHIH SBISETCS €r0 CEKPETOM — 3TO. ..
OTBeT: MapoJib.

3aganue 40. YcTaHOBUTE COOTBETCTBUE

Ortser:

MO ICIIKA AGoHeHT A ¢opMHpyeT COOOIIEHUE U YTBEPKIAET, UTO JaHHOE CO00IIIe-
HUe nocjajl eMmy a0oHeHT b

Mo duKaIys AOGOHEHT A U3MEHSET COOOIIEHUE U YTBEPIKIACT, YTO TAHHOE COOOIICHHE
nocjai eMy aboneHt b

3aganue 41. YcTtaHOBUTE COOTBETCTBHUE:

Otser:

IIOBTOP Ab6oneHT C nOBTOPSIET paHee MEePEeIaHHbII TOKyMEHT, KOTOPBI a0OHEHT A
nocyan aboHeHTy b

MMUTALUS AoboneHT C nocbutaeT aOOHEHTY A coo0IIeHrne oT uMeHu aboHeHTa b

3ananue 42. AHTUBUpPYCHAs MPOTpaMMa, IIEPEXBATHIBAIOIIAS «BHPYCOOMACHBIE» ONEPallu 1
cooOuiaroas 06 3TOM NOJIb30BATENI0, HA3bIBAETCH. ..

OTBeT: GJIOKUPOBILHK.

3ananme 43. [locTopoHHME BO3ACHCTBUS, BbI3BaHHBIE PA3IMUHBIMU H3JIyUYE€HUSMH, dJIEKTpoMar-
HUTHOM WJIM AJIEKTPOCTATUIECKON MHIYKIIUEH, TPOSBIISIOMINECS B OINOKaX (MCKaKEHHSIX, 110-
TepsAX) nepeaaBaeMoil nHpopMaluu -

OtBeT: noMexu.

3ananme 44. Yto Takoe MOMeX0yCTOHYUBOCTH?

OTBet: cnocoOHOCTh ceTH (PYHKIIMOHUPOBATH B IITATHOM PEKUME U C TPEOYIOIUMHUCS MapaMeT-
paMu Npu BO3JEHCTBUM MTPEIHAMEPEHHBIX U HENPETHAMEPEHHBIX TOMEX.

3aganue 45. YTo Takoe 0TKa30yCTOMYUBOCTD?

OTBeT: CIOCOOHOCTh CETU COXPAHSTH HAIKHOCTH (JIOCTYITHOCTh M YCTOMYHUBOCTD) MPU OTKA3€
OTJICTHHBIX KOMITOHEHTOB MJIM COOSIX B MOJICUCTEMAX.

CocraBuresn: Bolinexosckas M.®., kKaHIUIAT EAArOrHYECKUX HAYK, JOIIEHT
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6 IUCT N3MEHEHUI Y TIOMOJITHEHUI

Yr1Bep:kaenue nameHeHuii u gonoanennii B PILJ past peanusanuu B 2023/2024 yu. r.
PII/1 oOcysxaeHa u ogodpena s peanuzanuu B 2023/2024 yu. r. Ha 3aceaanuu Kapeapbi
WH(pOpPMATHKH U METOJUKH TpernoaaBanus nHpopmaTuku (potToko Ne9 ot 26 utons 2023 1.).
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